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exam dumps have both questions and answers, and they may benefit your practice.

Amazon AWS Certified DevOps Engineer - Professional Sample Questions
(Q150-Q155):

NEW QUESTION # 150

A company is using AWS CodePipeline to automate its release pipeline. AWS CodeDeploy is being used in the pipeline to deploy
an application to Amazon Elastic Container Service (Amazon ECS) using the blue

/green deployment model. The company wants to implement scripts to test the green version of the application before shifting traffic.
These scripts will complete in 5 minutes or less. If errors are discovered during these tests, the application must be rolled back.
Which strategy will meet these requirements?

¢ A. Add a hooks section to the CodeDeploy AppSpec file. Use the AfterAllowTestTraffic lifecycle event to invoke an AWS
Lambda function to run the test scripts. If errors are found, exit the Lambda function with an error to initiate rollback.

¢ B. Add a stage to the CodePipeline pipeline between the source and deploy stages. Use AWS CodeBuild to create a runtime
environment and build commands in the buildspec file to invoke test scripts. If errors are found, use the aws deploy stop-
deployment command to stop the deployment.

¢ (. Add a stage to the CodePipeline pipeline between the source and deploy stages. Use this stage to invoke an AWS
Lambda fimction that will run the test scripts. If errors are found, use the aws deploy stop- deployment command to stop the
deployment.

¢ D. Add a hooks section to the CodeDeploy AppSpec file. Use the AfterAllowTraffic lifecycle event to invoke the test scripts.
Iferrors are found, use the aws deploy stop-deployment CLI command to stop the deployment.

Answer: A

Explanation:
https’/docs.aws.amazon.com/codedeploy/latest/userguide/reference-appspec-file- structure- hooks. html

NEW QUESTION # 151

A company runs applications on Windows and Linux Amazon EC2 instances The instances run across multiple Availability Zones In
an AWS Region. The company uses Auto Scaling groups for each application.

The company needs a durable storage solution for the instances. The solution must use SMB for Windows and nmust use NFS for
Linux. The solution must also have sub-millisecond latencies. All instances will read and write the data.

‘Which combination of steps will meet these requirements? (Select THREE.)

A. Perform an instance refresh on each Auto Scaling group.

B. Create an Amazon Elastic File System (Amazon EFS) file system that has targets in muiltiple Availability Zones

C. Update the EC2 mstances for each application to mount the file system when new instances are launched

D. Update the user data for each application's launch template to mount the file system

E. Create an Amazon FSx for NetApp ONTAP Multi-AZ file system.

F. Create a General Purpose SSD (gp3) Amazon Elastic Block Store (Amazon EBS) volume to use for shared storage.

Answer: B,D,E

Explanation:

* Create an Amazon Elastic File System (Amazon EFS) File System with Targets in Multiple Availability Zones:

Amazon EFS provides a scalable and highly available network file system that supports the NFS protocol. EFS is ideal for Linux
mstances as it allows multiple instances to read and write data concurrently.

Setting up EFS with targets in multiple Availability Zones ensures high availability and durability.

Reference:

* Create an Amazon FSx for NetApp ONTAP Multi-AZ File Systen:

Amazon FSx for NetApp ONTAP offers a fully managed file storage solution that supports both SMB for Windows and NFS for
Linux.

The Multi- AZ deployment ensures high availability and durability, providing sub-millisecond latencies suitable for the application's
performance requirements.

* Update the User Data for Each Application's Launch Template to Mount the File System:

Updating the user data in the launch template ensures that every new instance launched by the Auto Scaling group will automatically
mount the appropriate file system

This step is necessary to ensure that all instances can access the shared storage without manual intervention.

Example user data for mounting EFS (Linux)



#!/bin/bash

sudo yum install -y amazon-efs-utils

sudo mount -t efs §5-123456787 /mnt/efs

Example user data for mounting FSx (Windows):

By implementing these steps, the company can provide a durable storage solution with sub-millisecond latencies that supports both
SMB and NFS protocols, meeting the requirements for both Windows and Linux instances.

Mounting EFS File Systerms

Mounting Amazon FSx File Systerms

NEW QUESTION # 152

A company uses an Amazon API Gateway regional REST API to host its application API. The REST API has a custom domain.
The REST APT's default endpoint is deactivated.

The company's internal tearmms consume the APL. The company wants to use mutual TLS between the API and the internal teams as
an additional layer of authentication.

‘Which combination of steps will meet these requirements? (Select TWO.)

¢ A Provision a client certificate that is signed by a public certificate authority (CA). Import the certificate into AWS Certificate
Manager (ACM).

¢ B. Upload the root private certificate authority (CA) certificate to an Amazon S3 bucket. Configure the API Gateway mutual
TLS to use the private CA certificate that is stored in the S3 bucket as the trust store.

¢ C. Upload the provisioned client certificate private key to an Amazon S3 bucket. Configure the API Gateway mutual TLS to
use the private key that is stored in the S3 bucket as the trust store.

e D. Use AWS Certificate Manager (ACM) to create a private certificate authority (CA). Provision a client certificate that is
signed by the private CA.

¢ E. Upload the provisioned client certificate to an Amazon S3 bucket. Configure the API Gateway mutual TLS to use the
client certificate that is stored in the S3 bucket as the trust store.

Answer: B,D

Explanation:

Mutual TLS (mTLS) authentication requires two-way authentication between the client and the server. For Amazon API Gateway,
you can enable mTILS for a custom domain name, which requires clients to present X.

509 certificates to verify their identity to access your API. To set up mILS, you would typically use AWS Certificate Manager
(ACM) to create a private certificate authority (CA) and provision a client certificate signed by this private CA. The root CA
certificate is then uploaded to an Amazon S3 bucket and configured in API Gateway as the trust store12.

Introducing mutual TLS authentication for Amazon API Gatewayl.

Configuring mutual TLS authentication for a REST API2.

AWS Private Certificate Authority details3.

AWS Certificate Manager Private Certificate Authority updates4.

NEW QUESTION # 153

A company uses AWS CloudFormation stacks to deploy updates to its application. The stacks consist of different resources. The
resources include AWS Auto Scaling groups, Amazon EC2 instances, Application Load Balancers (ALBs), and other resources
that are necessary to launch and maintain independent stacks.

Changes to application resources outside of CloudFormation stack updates are not allowed.

The company recently attempted to update the application stack by using the AWS CLI. The stack failed to update and produced
the following error message: "ERROR: both the deployment and the CloudFormation stack rollback failed. The deployment failed
because the following resource(s) failed to update:

[AutoScalingGroup]."

The stack remains in a status of UPDATE ROLLBACK FAILED. *

Which solution will resolve this issue?

e A, Submit a request for a quota increase for the number of EC2 instances for the account. Run the aws cloudformation
cancel-update-stack AWS CLI command.

¢ B. Delete the Auto Scaling group resource. Run the aws cloudformation rollback-stack AWS CLI command.

e (. Update the subnet mappings that are configured for the ALBs. Run the aws cloudformation update-stack-set AWS CLI
command.

e D. Update the 1 AM role by providing the necessary permissions to update the stack. Run the aws cloudformation continue-



update-rollback AWS CLI command.
Answer: D

Explanation:

Explanation

https/repost.aws/knowledge-center/cloudformation-update-rollback-failed If your stack is stuck in the

UPDATE ROLLBACK FAILED state after a failed update, then the only actions that you can perform on the stack are the
ContinueUpdateRollback or DeleteStack operations.

NEW QUESTION # 154
A company is implementing AWS CodePipeline to automate its testing process The company wants to be notified when the
execution state fails and used the following custom event pattern in Amazon EventBridge:

Which type of events will match this event pattern?

A. Allrejected or failed approval actions across all the pipelines
B. All the events across all pipelines

C. Failed deploy and build actions across all the pipelines

D. Approval actions across all the pipelines

Answer: A

Explanation:

Action-level states in events

Action state Description

STARTED The action is currently running,

SUCCEEDED The action was completed successfully.

FAILED For Approval actions, the FAILED state means the action was either rejected by the reviewer or failed due to an incorrect
action configuration.

CANCELED The action was canceled because the pipeline structure was updated.

NEW QUESTION # 155

You can acquire a sense of the DOP-C02 software by downloading a fiee trial version before deciding whether to buy it. This
Amazon DOP-CO02 practice exam software lets you identify your strengths and shortcomings, allowing you to concentrate on those
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