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A 274
¢ Apply procedural concepts required to create, manage, and restore a UCS archive: This domain covers
=x 1 UCS backup and restore procedures, understanding backup use cases, proper storage practices, and

UCS file contents including private keys.

¢ Explain config sync: This section focuses on configuration synchronization procedures, identifying sync
A2 errors, determining sync necessity, checking sync status, and comparing configuration timestamps.

¢ Explain authentication methods: This section focuses on user management including creating
=x 3 ¢ modifying users, configuring remote authentication providers, and implementing group-based access
control
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¢ Apply procedural concepts required to manage the state of a high availability pair: This domain covers
=X 4 controlling and monitoring failover states in high availability pairs, including forcing standby
¢ offline modes, reporting failover status, and verifying device trust.

¢ Given a scenario, determine device upgrade eligibility: This domain covers determining appropriate timing
FH 5 for software and platform upgrades and strategies to minimize downtime during upgrades.

o Identify and report current device status: This domain covers monitoring BIG-IP operational status through
=X 6 LCD panels, dashboards, Network Map, GUI
¢ TMSH commands, and checking high availability states.

¢ Given a scenario, interpret Service status: This section teaches interpreting service states, analyzing netstat
A7 output, and determining whether services are listening on specific ports.

¢ Identify configured system services: This domain covers verifying proper configuration of essential services
=x 8 mncluding DNS, NTP, SNMP, and syslog.
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2 #63
One of'the two members of a device group has been decommissioned. The BIG-IP Administrator tries to delete the device group,
but is unsuccessful. Prior to removing the device group, which action should be performed?

A. Make sure all members of the device group are in sync

B. Remove all menmbers from the device group

C. Disable the device group

D. Remove the decommissioned device from the device group

HE:. B

dE:

To maintain integrity in a High Availability environment, TMOS prevents the deletion of active Devic28e Groups. Procedurally, a
device group is a container for synchronization; the Control Plane requires that you first strip the group of all associated members
(devices) before the group object itself can be removed from the configuration.

EE #64
A BIG-1P Administrator needs to find which modules have been licensed for use on the BIG-IP system. In which section of the
Configuration Utility can the BIG-IP Administrator find this information?

A. System> Platform
B. System> Services
C. System> Support
D. System> Resource Provisioning
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Identifying the current device status includes knowing which software modules (such as LTM, ASM, or APM) are active and how
much hardware resource (CPU/Memory) is allocated to them#0404040. The System > Resource Provisioning screen displays the
licensing status and allows the administrator to set the provisioning level (Nominal, Dedicated, or Minimum) for each module.

HEE #65
‘Which TMSH command initiates a manual configuration synchronization to the specified device group? (Choose one answer)

A. trsh load sys config to-group <device group>

B. tnsh run cm config-syne to-group <device group>
C. tmsh modify sys failover auto-sync enable

D. timsh run sys device-group update-config

He: B

Y.

Comprehensive and Detailed Explanation From BIG-IP Administration Control Plane Administration documents:

In a BIG-IP Device Service Cluster (DSC), manual configuration synchronization is performed using the ConfigSync framework.
The supported and documented command to manually push the local configuration to a specific device group is:

tmsh run cm config-sync to-group <device group>

This command:

Initiates a one-time manual ConfigSync

Pushes the local device's configuration to all members of the specified device group Is commonly used when auto-sync is disabled or
when the administrator wants explicit control over synchronization timing Why the other options are incorrect:

A is not a valid TMSH command for ConfigSync.

B enables auto-sync but does not perform an immediate synchronization.

D is not a valid or supported TMSH command for device group configuration synchronization.

Therefore, the correct command to manually synchronize configuration to a device group is C.

EE #66

A BIG-IP Administrator uses a device group to share the workload and needs to perform service on a BIG-IP device currently
active for a traffic group. The admnistrator needs to enable the traffic group to run on another BIG-IP device in the device group.
‘What should the administrator do to meet the requirement? (Choose one answer)

A. Create a new Traffic Group and then fail to Standby Unit

B. Select Traffic Group and then select Force to Standby

C. Select Traffic Group on Primary Unit and then select Demote
D. Select Traffic Group and then select Failover

He. D

=R

Traffic Groups are the mechanism BIG-1P uses to control which device owns specific application traffic in a high-availability (HA)
configuration. When maintenance is required on a device that is currently active for a traffic group, the correct and recommended
action is to fail over that traffic group to another device in the device group.

* Failing over the traffic group moves ownership of that traffic group (and the virtual servers associated with it) to another available
device without forcing the entire device into standby.

* This allows targeted maintenance while minimizing impact to other traffic groups that may still be active on the device.

Why the other options are incorrect:

* A'is unnecessary and incorrect; traffic groups are not recreated for routine maintenance.

* C forces the entire device to standby, which may move more traffic than intended.

* D (Demote) affects device trust/priority behavior and is not the standard or recommended method for moving traffic group
ownership.

Therefore, selecting the Traffic Group and choosing Failover is the correct solution.

HEE #67
A BIG-IP Admnistrator uses a device group to share the workload and needs to perform service on a BIG-IP device currently



active for a traffic group. The administrator needs to enable the traffic group to run on another BIG-IP device in the device group.
‘What should the administrator do to meet the requirement? (Choose one answer)

A. Create a new Traffic Group and then fail to Standby Unit

B. Select Traffic Group and then select Force to Standby

C. Select Traffic Group on Primary Unit and then select Demote
D. Select Traffic Group and then select Failover

.|
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Comprehensive and Detailed Explanation From BIG-IP Administration Control Plane Administration documents:

Traffic Groups are the mechanism BIG-IP uses to control which device owns specific application traffic in a high-availability (HA)
configuration. When maintenance is required on a device that is currently active for a traffic group, the correct and recommended
action is to fail over that traffic group to another device in the device group.

Failing over the traffic group moves ownership of that traffic group (and the virtual servers associated with it) to another available
device without forcing the entire device into standby.

This allows targeted maintenance while minimizing impact to other traffic groups that may still be active on the device.

Why the other options are incorrect:

A is unnecessary and incorrect; traffic groups are not recreated for routine maintenance.

C forces the entire device to standby, which may move more traffic than intended.

D (Demote) affects device trust/priority behavior and is not the standard or recommended method for moving traffic group
ownership.

Therefore, selecting the Traffic Group and choosing Failover is the correct solution.
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