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Which phase of the cloud data life cycle allows both read and process functions to

be performed?

& Create

Archive

C Store

D Share - correct answers 1A

Which phase of the cloud data security life eyele typically occurs simultaneously

with creation?

A Share
B Store
Clse

D Destroy - correct answers <8
Which phase of the cloud data life cycle uses content delivery notworks?

A Destroy
B Archive
C Share

D Creale - correct answers —-C
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WGU Managing Cloud Security (JY02) Sample Questions (Q73-Q78):

NEW QUESTION # 73
An organization designing a data center wants the ability to quickly create and shut down virtual systens based on demand. Which
concept describes this capability?

A. Resource scheduling
B. High availability

C. Maintenance mode
D. Ephemeral computing

Answer: D

Explanation:

The capability to rapidly create and destroy virtual systens as demand fluctuates is known asephemeral computing, These short-
lived resources are provisioned automatically when needed and decommissioned when demand subsides.

Resource scheduling helps allocate resources but does not imply temporary lifespans. High availability ensures continuous service,
and maintenance mode is used for administrative tasks.

Ephemeral computing is central to elasticity in cloud environments, reducing costs and improving scalability.

For example, containers or serverless functions may run only while needed and then disappear. This model optimizes utilization,
lowers expenses, and supports modern application architectures that demand agility.

NEW QUESTION # 74
‘Which key management option typically needs to be on-premises and delivers the keys to the cloud over a dedicated connection?

A. Virtual appliance

B. Hybrid

C. Cloud provider service

D. Hardware security appliance

Answer: B

Explanation:

The Hybrid key management option typically requires key management infrastructure to remain on-premises while securely delivering
cryptographic keys to the cloud through a dedicated and protected connection.

Managing Cloud guidance explains that hybrid key management models are designed for organizations that require maximum control
over encryption keys while still leveraging cloud-based storage and processing.

In this model, encryption keys are generated, stored, and managed within the organization's own secure environment, reducing the
risk of unauthorized access by external entities. Keys are provided to cloud services only when needed and often through secure
channels such as private network connections. This approach supports strict compliance, regulatory, and data sovereignty
requirements.

Other options do not meet this requirement. A hardware security appliance may be used on-premises but does not inherently define
a hybrid cloud delivery model. Virtual appliances are typically cloud-resident, and cloud provider services manage keys entirely
within the provider's infrastructure. Therefore, the hybrid option best aligns with on-premises key control combined with secure
cloud integration.

NEW QUESTION # 75
An organization is undergoing an ISO 27001 audit that includes a software as a service (SaaS) solution within scope, and the auditor
has requested evidence of controls. What evidence should the organization provide the auditor?

e A Operating system patch logs
¢ B. Physical diagram of the data center
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e C. Network firewall rules
¢ D. Provider compliance attestation

Answer: D

Explanation:

When a SaaS solution is included within the scope of an ISO 27001 audit, the organization should provide the cloud provider's
compliance attestation as evidence of controls. Managing Cloud guidance explains that in the SaaS model, the provider manages
infrastructure, platform, and application-level controls.

Because customers do not manage operating systens, firewalls, or physical data centers in SaaS, they cannot supply direct technical
evidence for those controls. Instead, third-party audit reports and attestations demonstrate that the provider has implemented
appropriate security controls.

Firewall rules, OS patch logs, and physical diagrams are not accessible to SaaS customers. Therefore, provider conpliance
attestation is the correct evidence.

NEW QUESTION # 76
The designers of a proposed data center are evaluating the requirements to use virtualization for the services it provides. Which type
of design consideration is being addressed?

A. Environmental
B. Regulatory

C. Logical

D. Physical

Answer: C

Explanation:

Evaluating the use of virtualization addresses a logical design consideration. Managing Cloud documentation explains that logical
design focuses on system architecture, virtualization layers, network segmentation, and service delivery models.

Virtualization determines how workloads are abstracted from physical hardware, how resources are shared, and how isolation is
enforced between workloads. Decisions related to hypervisors, virtual machines, containers, and orchestration platforms fall under
logical architecture rather than physical layout or environmental controls.

Regulatory considerations involve compliance requirements, environmental considerations include power and cooling, and physical
considerations address space and hardware placement. Therefore, virtualization is a logical design consideration.

NEW QUESTION # 77
Which security threat occurs when authorized users increase their level of access in an unauthorized manner?

A. Role assumption

B. Segregation of duties
C. Escalation of privilege
D. Man-in-the-middle

Answer: C

Explanation:

Escalation of privilege occurs when an authorized user gains higher access rights than originally granted, without proper authorization.
Managing Cloud principles describe this threat as particularly dangerous because it involves legitimate credentials being abused
rather than external attackers breaching the system

In cloud environments, privilege escalation may occur due to misconfigured access controls, vulnerable applications, or excessive
pernissions. Once elevated access is obtained, a user can modify configurations, access sensitive data, or disrupt services beyond
their ntended role. This directly violates the principle of least privilege and increases the impact of insider threats.

The other options do not describe this scenario. Man-in-the-middle attacks intercept communications, role assumption is a legitimate
access mechanism when properly authorized, and segregation of duties is a control designed to prevent abuse. Therefore, escalation
of privilege is the correct answer.

NEW QUESTION # 78
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