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=8 #257
You need to change the MAC-address on eth? interface of the gateway. What is the correct way to change MAC-address in
Check Pomt Gaia?

A. In expert-mode run ifconfig ethl hw 11:11:11:11 11 11

B. In CLISH run: set interface eth2 mac-addr 11:11:11:11:11:11
C. In expert-mode run: ethtool -4 eth2 mac 11 11:11:11:11:11
D. In CLISH run set interface eth2 hw-addr 11 11 11:11:11 11
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The correct way to change MAC-address in Check Point Gaia is to run the command set interface eth2 mac-addr
11:11:11:11:11:11 n CLISH mode. This command will change the MAC address of the eth2 mterface to 11:11:11:11:11:11 and
save the configuration. The other commands are either incorrect or not supported in Gaia. The ifconfig command is used in Expert
mode to configure network interfaces, but it does not support changing MAC addresses. The ethtool command is used in Expert
mode to query and control network device driver and hardware settings, but it does not support changing MAC addresses. The set
nterface eth2 hw-addr command is not a valid command in CLISH mode. Reference: [Changing MAC Address]
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& R #258
What is NOT a Cluster Mode?

A. Load Sharing Unicast

B. Active-Active

C. Load Sharing Multicast
D. High Availability Multicast
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Active-Active is not a cluster mode. Active-Active is a cluster configuration where both members are active and handle traffic
simultaneously. However, this configuration is only supported for VSX clusters, not for regular clusters. The cluster modes for
regular clusters are High Availability (HA), Load Sharing Unicast, and Load Sharing Multicast. Reference: [Check Point Security
Expert R81 ClusterXL. Administration Guide], page 7.

iR #259
When performing a minimal effort upgrade, what will happen to the network traffic?

A. All connections that were initiated before the upgrade will be handled by the standby gateway

B. All connections that were mitiated before the upgrade will be handled by the active gateway

C. All connections that were mitiated before the upgrade will be dropped, causing network downtime
D. All connections that were initiated before the upgrade will be handled normally
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A minimal effort upgrade is a process of upgrading the Security Gateway software without changing the configuration or policy. It is
done by using the CPUSE (Check Point Update Service Engine) tool, which is available in the Gaia Portal or CLI. The CPUSE tool
perforns a pre-upgrade verification to check the compatibility and readiness of the system for the upgrade. If the verification passes,
the CPUSE tool installs the new software package and reboots the system. During the reboot, there is a short network downtime,
but it does not affect the existing connections. All connections that were mitiated before the upgrade will be handled normally by the
upgraded gateway. The minimal effort upgrade preserves the existing configuration and policy, so there is no need to reinstall the
policy or reconfigure the gateway after the upgrade.

Reference:

Check Point Upgrade Path and Management Servers and Security Gateways Compatibility Maps, section "Minimal Effort Upgrade"
INSTALLATION AND UPGRADE GUIDE R81, page 21-22

R 8 #260
The Firewall Administrator is required to create 100 new host objects with different IP addresses. What API command can he use
in the script to achieve the requirement?

A. set hostname <New HostName> ip-address <ip address>
B. add host name <New HostName> ip-address <ip address>
C. add hostname <New HostName> ip-address <ip address>
D. set host name <New HostName> ip-address <ip address>
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The API command add host name <New HostName> ip-address <ip address™> can be used in a script to create 100 new host
objects with different IP addresses. This command adds a new host object with the specified name and IP address to the database.
The other commands are either not valid or not suitable for creating new host objects. Reference: Check Point - Management API
reference

8 #261



‘When Identity Awareness is enabled, which identity source(s) is(are) used for Application Control?

A. Remote Access and RADIUS

B. RADIUS

C. AD Query and Browser-based Authentication
D. AD Query
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When Identity Awareness is enabled, AD Query and Browser-based Authentication are used as identity sources for Application
Control. AD Query allows the Security Gateway to query Active Directory servers for identity information based on IP addresses.
Browser-based Authentication allows the Security Gateway to redirect unidentified users to a captive portal where they can
authenticate with their credentials. These identity sources provide accurate and up-to-date identity information for Application
Control, which can enforce granular policies based on user, group, machine, and domain objects. Reference: R81 Identity
Awareness Administration Guide, page 9.
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