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Topic Details

Topic 1
Configure Performances SLAs: Designed for network administrators, this part focuses on setting up
performance Service Level Agreements (SLAs) within SD-WAN environments. Candidates must show
proficiency in defining criteria to monitor and maintain network performance and reliability.

Topic 2
Rules and Routing: Targeted at network engineers, this section assesses the ability to configure SD-WAN
rules and routing policies. Candidates will be tested on managing traffic flow and prioritization across the
SD-WAN infrastructure.
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Topic 3
SD-WAN Configuration: This section of the exam measures the skills of network engineers and covers
configuring a basic SD-WAN setup. Candidates are expected to demonstrate their ability to define SD-
WAN members and zones effectively, ensuring foundational network segmentation and management.

Fortinet FCSS - SD-WAN 7.4 Architect Sample Questions (Q11-Q16):
NEW QUESTION # 11 
Refer to the exhibit.

The administrator analyzed the traffic between a branch FortiGate and the server located in the data center, and noticed the behavior
shown in the diagram.
When the LAN clients located behind FGT1 establish a session to a server behind DC-1, the administrator observes that, on DC-1,
the reply traffic is routed overT2. even though T1 is the preferred member in the matching SD-WAN rule.
What can the administrator do to instruct DC-1 to route the reply traffic through the member with the best performance?

A. Enable reply-session under config system sdwan.
B. Enable snat-route-change under config system global.
C. FortiGate route lookup for reply traffic only considers routes over the original ingress interface.
D. Enable auxiliary-session under config system settings.

Answer: D

NEW QUESTION # 12 
You are planning a new SD-WAN deployment with the following criteria:
- Two regions
- Most of the traffic is expected to remain within its region
- No requirement for inter-region ADVPN
To remain within the recommended best practices, which routing protocol should you select for the overlays?

A. OSPF for the routing within each region and EBGP between the regions.
B. IBGP with BGP on loopback within each region and EBGP between the regions.
C. IBGP within each region and between the regions.
D. IBGP with BGP per overlays within each region and IBGP with BGP on loopback between the regions.

Answer: B

Explanation:
Using iBGP with BGP on loopback within each region ensures scalable and stable routing inside the region, while eBGP between
regions aligns with best practices to maintain clear boundaries, reduce convergence complexity, and support region separation.

NEW QUESTION # 13 
You manage an SD-WAN topology. You will soon deploy 50 new branches.
Which three tasks can you do in advance to simplify this deployment? (Choose three.)

A. Update the DHCP server configuration.
B. Define metadata variables value for each device.
C. Create a ZTP template.
D. Create policy blueprint.



E. Create model devices.

Answer: C,D,E

NEW QUESTION # 14 
The SD-WAN overlay template helps to prepare SD-WAN deployments. To complete the tasks performed by the SD-WAN
overlay template, the administrator must perform some post-run tasks.
What are three mandatory post-run tasks that must be performed? (Choose three.)

A. Configure SD-WAN rules.
B. Assign a branch_id metadata variable to each branch device.
C. Create policy packages for branch devices.
D. Configure routing through overlay tunnels created by the SD-WAN overlay template.
E. Assign an sdwan_id metadata variable to each device (branch and hub).

Answer: A,B,D

NEW QUESTION # 15 
What are three key routing principles of SD-WAN? (Choose three.)

A. Policy routes have precedence over SD-WAN rules.
B. SD-WAN rules are skipped if the best route to the destination is not an SD-WAN member.
C. SD-WAN members are skipped if they do not have a valid route to the destination.
D. SD-WAN rules are skipped if the best route to the destination is a static route
E. Directly connected routes have precedence over SD-WAN rules.

Answer: A,B,C

Explanation:
SD-WAN members without a valid route to the destination are skipped during path selection.
If the best route is not via an SD-WAN member, SD-WAN rules are skipped.
Policy routes take precedence over SD-WAN rules in the routing decision process.

NEW QUESTION # 16
......
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