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¢ Security Foundations and Governance: This domain addresses foundational security practices including
FEE | policies, compliance frameworks, risk management, security automation, and audit procedures for AWS
environments.

e Identity and Access Management: This domain deals with controlling authentication and authorization
N0 through user identity management, role-based access, federation, and implementing least privilege
principles.

¢ Data Protection: This domain centers on protecting data at rest and in transit through encryption, key
F&E3 management, data classification, secure storage, and backup mechanisirs.

e Detection: This domain covers identifying and monitoring security events, threats, and vulnerabilities in
FE 4 AWS through logging, monitoring, and alerting mechanisis to detect anomalies and unauthorized access.
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¢ Incident Response: This domain addresses responding to security incidents through automated and manual
LS strategies, containment, forensic analysis, and recovery procedures to mnimize impact and restore
operations.

B J 1 AWS Certified Specialty SCS-C03 % &% 3\ E & (Q86-Q91):
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A company needs the ability to identify the root cause of security findings in an AWS account. The company has enabled VPC Flow
Logs, Amazon GuardDuty, and AWS CloudTrail. The company must investigate any [AM roles that are involved in the security
findings and must visualize the findings.

Which solution will meet these requirements?

A. Use Amazon Inspector to run investigations on the IAM roles and visualize the findings.
B. Export GuardDuty findings to Amazon S3 and analyze them with Amazon Athena.

C. Use Amazon Detective to run investigations on the IAM roles and to visualize the findings.
D. Enable AWS Security Hub and use custom actions to mvestigate [AM roles.
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Amazon Detective is a managed service designed specifically toinvestigate and analyze security findingsby automatically correlating
data from Amazon GuardDuty, AWS CloudTrail, and VPC Flow Logs. According to the AWS Certified Security - Specialty
Official Study Guide, Detective enables security teams to identify root causes, anomalous behavior, and indicators of
compromisethrough interactive visualizations.

Amazon Detective allows investigators to pivot directly tolAM roles, users, and resources that are involved in GuardDuty findings.
Detective builds behavior graphs and timelines that show API activity, network traffic, and historical context, making it easier to
understand how and why a security incident occurred.

Amazon Inspector (Option B) focuses on vulnerability scanning of compute resources and does not investigate IAM behavior.
Option C requires manual analysis and lacks native visualization. AWS Security Hub (Option D) aggregates findings but does not
performroot-cause nvestigation or behavioral analysis.

AWS documentation explicitly states thatAmazon Detective is the recommended service for deep-dive investigations following
GuardDuty alerts, especially when IAM roles are mnvolved.

* AWS Certified Security - Specialty Official Study Guide

* Amazon Detective User Guide

* Amazon GuardDuty Integration Documentation
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A company is developing an application that runs across a combination of Amazon EC2 On-Demand Instances and Spot Instances.
A security engineer needs to provide a logging solution that makes logs for all instances available from a single location. The solution
must allow only a specific set of users to analyze the logs for event patterns. The users must be able to use SQL queries on the logs
to performroot cause analysis.

‘Which solution will meet these requirements?

¢ A Configure the EC2 instances to send application logs to a single Amazon S3 bucket. Allow only specific users to access
the S3 bucket. Use Amazon CloudWatch Logs Insights to query the log files in the S3 bucket.

¢ B. Configure the EC2 instances to send application logs to a single Amazon CloudWatch Logs log group.Grant Amazon
Detective access to the log group. Allow only specific users to use Detective to analyze the logs.

e C. Configure the EC2 instances to send application logs to a single Amazon CloudWatch Logs log group.
Allow only specific users to access the log group. Use CloudWatch Logs Insights to query the log group.

¢ D. Configure each EC2 instance to send its application logs to its own specific Amazon CloudWatch Logs log group. Allow
only specific users to access the log groups. Use Amazon Athena to query all the log groups.
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Amazon CloudWatch Logs provides a centralized, scalable service for collecting and storing logs from Amazon EC2 instances,
regardless of whether the instances are On-Demand or Spot Instances. According to the AWS Certified Security - Specialty Official
Study Guide, CloudWatch Logs is therecommended service for centralized log aggregation and near-real-time analysisof application



and system logs.

By configuring all EC2 instances to send logs to asingle CloudWatch Logs log group, the security engineer ensures that logs from all
instances are available in one centralized location. Access to the log group can be restricted by using IAM policies, ensuring that only
authorized users can view and analyze the logs.

CloudWatch Logs Insights provides apowerful query language with SQL-like syntax, enabling users to search, filter, aggregate, and
analyze log data efficiently. This directly satisfies the requirement for SQL-style queries to identify event patterns and perform root
cause analysis without requiring data movement or additional services.

Option B is incorrect because CloudWatch Logs Insights cannot query log files stored in Amazon S3. Option C is inefficient and
operationally complex, as Athena cannot directly query CloudWatch Logs log groups.

Option D is invalid because Amazon Detective is designed for security investigations using GuardDuty findings, not for general
application log analysis.

AWS documentation explicitly states thatCloudWatch Logs combined with CloudWatch Logs Insightsis the most efficient and
secure approach for centralized log analysis in EC2-based architectures.

* AWS Certified Security - Specialty Official Study Guide

* Amazon CloudWatch Logs Documentation

* CloudWatch Logs Insights Query Guide
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A company's security team wants to receive near-real-time email notifications about AWS abuse reports related to DoS attacks. An
Amazon SN topic already exists and is subscribed to by the security team. What should the security engineer do next?

A. Poll Trusted Advisor for abuse notifications by using a Lambda function.

B. Detect abuse reports by using CloudTrail logs and CloudWatch alarns.

C. Create an Amazon EventBridge rule that matches AWS Health events for AWS ABUSE DOS REPORT and publishes
to SNS.

D. Poll the AWS Support API for abuse cases by using a Lambda function.

ZX: C

BB -

AWS abuse notifications are delivered as AWS Health events. According to the AWS Certified Security - Specialty Study Guide,
Amazon EventBridge integrates natively with AWS Health and can be used to detect specific event types such as

AWS_ ABUSE DOS REPORT innear real time.

By creating an EventBridge rule that filters for the abuse report event type and publishes directly to Amazon SNS, the solution
remains fully managed, low latency, and cost effective.

Polling APIs introduces delay and complexity. CloudTrail does not log abuse notifications.

EventBridge with AWS Health is the recommended mechanism for reacting to AWS service events.
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A company hosts its public website on Amazon EC2 instances behind an Application Load Balancer (ALB). The website is
experiencing a global DDoS attack from a specific IoT device brand that uses a unique user agent. A security engineer is creating an
AWS WAF web ACL and will associate it with the ALB. Which rule statement will mitigate the current attack and future attacks
fromthese IoT devices without blocking legitimate customers?

A. Use a geographic match rule statement.

B. Use a string match rule statement on the user agent.
C. Use a rate-based rule statement.

D. Use an IP set match rule statement.
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AWS WAF string match rule statements allow inspection of HTTP headers, including the User- Agent header. According to AWS
Certified Security - Specialty guidance, when malicious traffic can be uniquely identified by a consistent request attribute, such as a
device-specific user agent, a string match rule provides precise mitigation with minimal false positives.

IP-based blocking is ineffective for globally distributed botnets. Geographic blocking risks denying access to legtimate users. Rate-
based rules limit request volume but do not prevent low-and- slow attacks.

By matching the unique IoT device brand in the User- Agent header, the security engneer can block only malicious requests while
preserving customer access.
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A company in France uses Amazon Cognito with the Cognito Hosted UI as an identity broker for sign-in and sign-up processes.
The company is marketing an application and expects that all the application ' s users will come from France. When the company
launches the application, the company ' s security team observes fraudulent sign-ups for the application. Most of the fraudulent
registrations are from users outside of France.

The security team needs a solution to perform custom validation at sign-up. Based on the results of the validation, the solution must
accept or deny the registration request.

‘Which combination of steps will meet these requirements? (Select TWO.)

¢ A. Use Amazon Cognito to configure a social identity provider (IdP) to validate the requests on the hosted UL

¢ B. Use a geographic match rule statement to configure an AWS WAF web ACL. Associate the web ACL with the Amazon
Cognito user pool.

¢ C. Update the application' s Amazon Cognito user pool to configure a geographic restriction setting,

¢ D. Create a pre sign-up AWS Lambda trigger. Associate the Amazon Cognito function with the Amazon Cognito user pool.

¢ E. Configure an app client for the application' s Amazon Cognito user pool. Use the app client ID to validate the requests in
the hosted UL
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To performeustom validation at sign-upand explicitlyaccept or denyregistrations, Amazon Cognito providesLambda triggers. APre
sign-up triggerruns synchronously during the sign-up flow (including the Hosted UI) and can implement custom checks (for exanple,
IP reputation checks, email/domain validation, velocity checks, allow/deny lists, or geo checks using an external service). Based on
the trigger logic, the fimction can allow the sign-up to proceed or reject it, meeting the "custom validation” and "accept/deny”
requirement directly.

Because the observed fraud largely orignatesoutside France, adding a front-door geographic control reduces unwanted traffic
before it reaches Cognito. AWS WAFsupportsGeo matchconditions in a web ACL to allow

/deny requests by country, which is a common mitigation for region-scoped applications. Associating a WAF web ACL to protect
the Hosted UI endpoint helps block sign-up requests from non-French locations early, reducing fraud attempts and load.

The other options do not meet the requirement: Cognito user pools do not provide a native "geographic restriction setting" for sign-
up (D), app client ID validation does not stop fraudulent sign-ups (C), and using a social IdP does not provide custom accept/deny
validation for all sign-ups (E).
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