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ECCouncil Certified Ethical Hacker Exam (CEHv13) Sample Questions
(Q469-Q474):

NEW QUESTION # 469

You are an ethical hacker at HorizonSec Consulting, hired by Liberty Insurance in Philadelphia, Pennsylvania, to test the resilience of
their online claim submission portal. During testing, you modify the claim ID parameter in the URL with conditions such as AND and
AND 1=2. When the first condition is used, the portal displays claim details as normal; when the second condition is used, the page
displays no results.

You repeat this process to determine how the application responds to true and false conditions without error messages or delays.
Based on the observed behavior, which SQL injection technique are you employing?

A. Time-based Blind SQL Injection
B. UNION SQL Injection

C. Error-based SQL Injection

D. Boolean Exploitation

Answer: D

Explanation:

The behavior described matches Boolean-based blind SQL injection, which is represented here as Boolean Exploitation. In this
technique, the tester mjects conditions that evaluate to TRUE or FALSE and then infers the backend query behavior by observing
differences in the application's response-such as returning normal content versus returning an empty page-without relying on explicit
database error messages or time delays.

The scenario's key indicators are:

The injected payloads include conditional logic like AND 1=2, which is a classic always-false test.

When a true condition is used, the portal returns the expected claim details; when a false condition is used, it returns "no results." The
tester repeats these true/false tests specifically "without error messages or delays," which rules out error- based and time-based
approaches and confirms the "blind" inference method.

Why the other options don't fit:

UNION SQL Injection (A) relies on combining a malicious UNION SELECT with the original query to extract additional
rows/columns directly into the response. The scenario is not extracting unioned data; it is observing response differences from
boolean conditions.

Error-based SQL Injection (B) depends on triggering database errors and reading error output. The scenario explicitly notes no
error messages are involved.

Time-based Blind SQL Injection (C) infers truth values by forcing delays (e.g., SLEEP()), which is explicitly not occurring here.
Therefore, the technique is best identified as D. Boolean Exploitation (Boolean-based blind SQL injection).

NEW QUESTION # 470
These hackers have limited or no training and know how to use only basic techniques or tools.
What kind of hackers are we talking about?

A. Gray-Hat Hacker

B. Script Kiddies

C. Black-Hat Hackers A
D. White-Hat Hackers

Answer: B

Explanation:
Script Kiddies: These hackers have limited or no training and know how to use only basictechniques or tools.
Even then they may not understand any or all of what they are doing,

NEW QUESTION # 471
Which of the following commands checks for valid users on an SMTP server?

e A EXPN
e B.CHK
e C.VRFY



e D.RCPT
Answer: C

Explanation:

The VRFY commands enables SMTP clients to send an invitation to an SMTP server to verify that mail for a selected user name
resides on the server. The VRFY command is defined in RFC 821.

The server sends a response indicating whether the user is local or not, whether mail are going to be forwarded, and so on. A
response of 250 indicates that the user name is local; a response of 251 indicates that the user name isn't local, but the server can
forward the message. The server response includes the mailbox name.

NEW QUESTION # 472

You just set up a security system in your network. In what kind of system would you find the following string of characters used as a
rule within its configuration?

alert tcp any any -> 192.168.100.0/24 21 (imsg: "FTP on the network!";)

A. A Router IPTable

B. FTP Server rule

C. An Intrusion Detection System
D. A firewall IPTable

Answer: C

Explanation:

The given rule syntax is consistent with Snort, a popular open-source Intrusion Detection System (IDS). This rule alerts when any
TCP traffic fromany source IP and port is sent to [Ps within the 192.168.100.0/24 subnet on port 21 (FTP), triggering the alert
message: "FTP on the network!" The Snort rule format is:

alert protocol source IP source port -> destination IP destination port (rule_options) CEH v13 course materials teach this rule
format under IDS/IPS configuration.

From CEH v13 Guide:

"Snort rules are used in IDS/IPS to define suspicious traffic patterns. An example rule: alert tcp any any ->

192.168.1.0/24 21 (msg: "'FTP detected") triggers an alert on FTP traffic within a subnet." Incorrect Options:

A/C. IP tables are used in firewalls and routers but follow a completely different syntax.

B). FTP servers do not use such alerting rules.

Reference - CEH v13 Study Guide:

Module 12: Evading IDS, Firewalls, and Honeypots

Section: Snort IDS Configuration

NEW QUESTION # 473

CyberTech Inc. recently experienced SQL injection attacks on its official website. The company appointed Bob, a security
professional, to build and incorporate defensive strategies against such attacks. Bob adopted a practice whereby only a list of entities
such as the data type, range, size, and value, which have been approved for secured access, is accepted. What is the defensive
technique employed by Bob in the above scenario?

A. Whitelist validation

B. Enforce least privileges
C. Blacklist validation

D. Output encoding

Answer: A

Explanation:

Whitelist validation (also known as allowlist validation) is a robust defensive strategy where only pre- approved input formats are
accepted. This includes:

Restricting mput to specific data types (e.g., integer, string)

Limiting size, format, or allowed characters

Accepting only expected values (e.g., country codes, age ranges)

This practice is highly effective in mitigating SQL injection and other input-based attacks.



Incorrect Options:

A). Output encoding prevents XSS by encoding output but doesn't validate input.

B). Enforcing least privilege is an access control principle.

D). Blacklist validation is less secure and attempts to block known bad inputs, which may be bypassed.
Reference - CEH v13 Official Courseware:

Module 14: Hacking Web Applications

Section: "Input Validation and SQL Injection Mitigation"

Subsection: "Whitelist vs Blacklist Input Validation"

NEW QUESTION # 474

There are more opportunities for possessing with a certification, and our 312-50v13 study tool is the greatest resource to get a leg
up on your competition. When it comes to our time-tested 312-50v13 latest practice materials, for one thing, we have a professional
team contains a lot of experts who have devoted thenselves to development of our 312-50v13 Exam Guide, thus we feel confident
enough under the intensely competitive market. For another thing, conforming to the real exam our 312-50v13 study tool has the
ability to catch the core knowledge. So our customers can pass the exam with ease.
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