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¢ Describe how GitHub is deployed, distributed, and licensed: This section of the exam measures skills of
GitHub Enterprise Administrators and highlights the deployment models of GitHub Enterprise Server,

FH 1 Enterprise Cloud, and GitHub AE. It covers licensing structures, billing for seat licenses and metered

services, support options, and monitoring license usage across users and machine accounts.

¢ Manage user identities and GitHub authentication: This section of the exam measures skills of DevOps
Engineers and focuses on managing authentication and identity across organizations using SAML SSO,

FH 2 SCIM, and team synchronization. Candidates need to understand identity providers, user membership

implications, authorization models, and enforcing security measures such as two-factor authentication.
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¢ Manage GitHub Actions: This section of the exam measures skills of DevOps Engineers and emphasizes
managing workflows, reusable actions, and distribution strategies within the enterprise. It explains

FH 3 configuring organization-level policies, managing self-hosted and GitHub-hosted runners, controlling access

through IP allow lists, handling encrypted secrets, and integrating third-party vaults for workflow security.

¢ Support GitHub Enterprise for users and key stakeholders: This section of the exam measures skills of
GitHub Enterprise Administrators and covers supporting users, identifying issues that can be resolved
mternally versus those needing GitHub Support, and generating support bundles and diagnostics. It also

=M 4 mvolves recognizing underutilized features, managing workflows like branching and pull requests,
understanding CI

¢ (D strategies, recommending tooling, and extending capabilities through APIs or Marketplace apps.

¢ Manage GitHub Packages:This section of the exam measures skills of GitHub Enterprise Administrators
and focuses on managing GitHub Packages, their use in workflows, and how they differ fromreleases. It

FH s mnvolves accessing, writing, and sharing packages across teans while ensuring integration into CI

¢ CD pipelines.

¢ Enable secure software development and ensure compliance: This section of the exam measures skills of

GitHub Enterprise Administrators and deals with applying GitHub’s security and compliance capabilities. It
= 6 covers policies, auditing, scrubbing sensitive data, secret scanning, code scanning with CodeQL,
dependency management with Dependabot, and implementing security response plans. It also explores
authentication tokens, app security policies, and enterprise managed users.

>>GH-100HYE Hx 3 <<

GH-100HYE HEMECI22C GH-10052 S Q7| HEXl &2

ItexamdumpHI A MB35t MBES E-O0| ot F FOH = YL T T ofF wHELICH BH e 2 B[7HAS 5t
Microsoft GH-10021Z A/ & &3 Hx & F0H 3t AlCHMicrosoft GH-100A 182 £ 44 M3 XMoo 2 MASA £ Us
LiC}.

%| &l GitHub Administrator GH-100 £ 2 M Z 2 Xl (Q28-Q33):

A2 #28
What additional capability does secret scanning offer for private repositories on GitHub Enterprise Cloud?

A. Disables any code that contains a secret.

B. Allows custom pattern definitions for internal secret formats.
C. Revokes GitHub access tokens automatically.

D. Rewrites history to remove secrets.

HE:. B

dE:
Secret scanning in private repositories on GitHub Enterprise Cloud lets you define and use custom regular-expression patterns - so
you can detect internal or proprietary secret formats beyond the default partner-provided types.

EE #29
A token was used to access an organization's resource via API. What fields in the audit log help determine who used it?

A. The token ID, requesting IP address, and associated user

B. The token expiration date

C. The GitHub Actions runner name

D. The token's permissions and the geographic region of access

9. A

0
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Y.
The audit log records the token's identifier (the hashed token value), the source IP address of the request, and the actor (the user or
app) associated with that token, allowing you to trace exactly who used it.

EE #30
Which of'the following GitHub token types supports fine-grained repository permissions AND is recommended for CI/CD
automation?

A. Personal Access Tokens (PATs)

B. OAuth tokens

C. Device Tokens

D. GitHub App Installation Access Tokens

HE: D

Y.

GitHub App Installation Access Tokens are privileged to the exact permissions you grant the App - down to individual reposttories -
and rotate automatically, making them the recommended choice for CI/CD automation workflows that demand least-privilege, fine-
grained access.

AR #31
Why would a GitHub App be favored over a machine account for automation tasks?

e A. GitHub Apps are limited to a single repository.

¢ B. GitHub Apps provide a higher rate limit ceiling than using a personal access token on a machine account, when they use an
install token and are owned by a GitHub Enterprise Cloud licensed enterprise.

e C. Machine accounts are required for webhook delivery.

¢ D. Machine accounts are easier to audit than GitHub Apps.

He. B

MH.

GitHub Apps authenticate with short-lived installation tokens scoped to fine-grained permissions and, when owned by a GitHub
Enterprise Cloud organization, enjoy a higher rate limit (15,000 requests/hour) compared to a machine account's personal access
token.

EE #32
How is CodeQL difterent from other static analysis tools?

A. Tt only works for open-source projects.

B. It runs analysis only after a security breach.

C. It allows querying of code semantics using a database-like language.
D. It removes insecure code automatically

HE.: C

MY
CodeQL differs from traditional static analysis tools by ingesting your code into a queryable database and letting you write QL
queries - its own database-style language - to express semantic checks and find patterns across the codebase.
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