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Cloud Security Alliance Certificate of Cloud Security Knowledge v5
(CCSKv5.0) Sample Questions (Q331-Q336):

NEW QUESTION # 331
‘Which resilience tool helps distribute network or application traffic across muiltiple servers to ensure reliability and availability?
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A. Auto-scaling

B. Failover

C. Load balancing
D. Redundancy

Answer: C

Explanation:

Load balancing is a key resilience strategy in both traditional and cloud environments. It evenly distributes network or application
traffic across multiple servers to ensure no single server becomes a point of failure or overloaded, thereby improving system
availability, performance, and fault tolerance.

In cloud mnfrastructure, load balancers may work at various OSI layers (Layer 4 or Layer 7) and are often integrated into cloud
platforns as managed services (e.g., AWS Elastic Load Balancer or Azure Load Balancer). They play a critical role in mitigating
risks like traffic spikes, system failure, or regional outages.

This technique is described nDomain 7: Infrastructure Securityof the CCSK guidance, which highlights tools like load balancing,
redundant systens, and failover mechanisms to support cloud resilience and availability.

Reference:CSA Security Guidance v4.0 - Domain 7: Infrastructure Security

NEW QUESTION # 332
What are the key outcomes of implementing robust cloud risk management practices?

A. Reducing the need for compliance with regulatory requirements

B. Transferring compliance to the cloud service provider via inheritance
C. Ensuring the security and resilience of cloud environments

D. Negotiating shared responsibilities

Answer: C

Explanation:

The key outcomes of implementing robust cloud risk management practices focus on ensuring the security and resilience of cloud
environments. This involves identifying, assessing, and mitigating risks associated with the use of cloud services, such as security
threats, data privacy issues, and service availability concerns.

By adopting strong risk management practices, organizations can better protect their data, ensure business continuity, and maintain
compliance with regulations, which ultimately strengthens the overall security and reliability of their cloud environments.
Negotiating shared responsibilities is an important aspect of cloud security but is not the direct outcome of risk management
practices. It's about clarifying roles between the customer and provider. Transferring compliance to the cloud service provider via
nheritance is not the complete picture. While cloud service providers may help with compliance, the responsibility for compliance
and risk management is still shared.

Reducing the need for compliance with regulatory requirements is incorrect. Robust risk management practices help ensure
compliance with regulatory requirements, not reduce the need for them.

NEW QUESTION # 333
What tool allows teans to easily locate and integrate with approved cloud services?

A. Contracts

B. Risk Register

C. Shared Responsibility Model
D. Service Registry

Answer: D

Explanation:
A Service Registry lists approved services, making it easy for teans to find and integrate compliant services.
Reference: [CCSK Knowledge Guide, Domain 3 - Risk and Compliance Tools]

NEW QUESTION # 334
Term which defined acquired IT Technologies without the knowledge of IT Department is:



A. Shadow IT

B. Shadow servers

C. Shadow devices

D. Shadow application

Answer: A

Explanation:
Shadow IT is a term often used to describe information-technology systems and solutions built and used inside organizations without
explicit organizational approval

NEW QUESTION # 335
What is the process to determine any weaknesses in the application and the potential ingress, egress, and actors involved before the
weakness is introduced to production?

A. Vulnerability Assessment
B. Threat Modelling

C. Threat Detection

D. STRIDE

Answer: B

Explanation:

Threat modelling is performed once an application design is created. The goal of threat modelling is to determne any weaknesses in
the application and the potential ingress, egress, and actors involved before the weakness is introduced to production. It is the
overall attack surface that is anplified by the cloud, and the threat model has to take that into account.

NEW QUESTION # 336
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