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Cloud Security Alliance Certificate of Competence in Zero Trust (CCZT)
Sample Questions (Q42-Q47):
NEW QUESTION # 42 
What does device validation help establish in a ZT deployment?

A. Trusted connection based on certificate-based keys
B. High-speed network connectivity
C. Unrestricted public access
D. Connection based on user

Answer: A

Explanation:
Explanation
Device validation helps establish a trusted connection based on certificate-based keys in a ZT deployment.
Device validation is the process of verifying the identity and posture of the devices that request access to the protected resources.
Device validation relies on the use of certificates, which are digital credentials that bind the device identity to a public key.
Certificates are issued by a trusted authority and can be used to authenticate the device and encrypt the communication. Device
validation helps to ensure that only healthy and compliant devices can access the resources, and that the connection is secure and
confidential.
References =
Certificate of Competence in Zero Trust (CCZT) prepkit, page 15, section 2.2.3 Zero Trust and Windows device health - Windows
Security, section "Device health attestation on Windows" Devices and zero trust | Google Cloud Blog, section "In a zero trust
environment, every device has to earn trust in order to be granted access."

NEW QUESTION # 43 
Which component in a ZTA is responsible for deciding whether to
grant access to a resource?

A. The policy component
B. The policy enforcement point (PEP)
C. The policy administrator (PA)
D. The policy engine (PE)

Answer: D

Explanation:
Explanation
The policy engine (PE) is the component in a ZTA that is responsible for deciding whether to grant access to a resource. The PE
evaluates the policies and the contextual data collected from various sources, such as the user identity, the device posture, the
network location, the resource attributes, and the environmental factors, and then generates an access decision. The PE
communicates the access decision to the policy enforcement point (PEP), which enforces the decision on the resource.
References =
Certificate of Competence in Zero Trust (CCZT) prepkit, page 14, section 2.2.2 What Is Zero Trust Architecture (ZTA)? - F5,
section "Policy Engine" What is Zero Trust Architecture (ZTA)? | NextLabs, section "Core Components"
[SP 800-207, Zero Trust Architecture], page 11, section 3.3.1

NEW QUESTION # 44 
Network architects should consider__________ before selecting an SDP model.
Select the best answer.

A. gateways
B. cost
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C. leadership buy-in
D. their use case

Answer: D

Explanation:
Explanation
Different SDP deployment models have different advantages and disadvantages depending on the organization's use case, such as
the type of resources to be protected, the location of the clients and servers, the network topology, the scalability, the performance,
and the security requirements. Network architects should consider their use case before selecting an SDP model that best suits their
needs and goals.
References =
Certificate of Competence in Zero Trust (CCZT) prepkit, page 21, section 3.1.2
6 SDP Deployment Models to Achieve Zero Trust | CSA, section "Deployment Models Explained" Software-Defined Perimeter
(SDP) and Zero Trust | CSA, page 7, section 3.1 Why SDP Matters in Zero Trust | SonicWall, section "SDP Deployment Models"

NEW QUESTION # 45 
Which of the following is a common activity in the scope, priority,
and business case steps of ZT planning?

A. Determine the organization's current state
B. Identify business and service owners
C. Prioritize protect surfaces
O C. Develop a target architecture

Answer: A

Explanation:
Explanation
A common activity in the scope, priority, and business case steps of ZT planning is to determine the organization's current state. This
involves assessing the existing security posture, architecture, policies, processes, and capabilities of the organization, as well as
identifying the key stakeholders, business drivers, and goals for the ZT initiative. Determining the current state helps to establish a
baseline, identify gaps and risks, and define the scope and priority of the ZT transformation.
References =
Zero Trust Planning - Cloud Security Alliance, section "Scope, Priority, & Business Case" The Zero Trust Journey: 4 Phases of
Implementation - SEI Blog, section "First Phase: Prepare"

NEW QUESTION # 46 
Which element of ZT focuses on the governance rules that define
the "who, what, when, how, and why" aspects of accessing target
resources?

A. Policy
B. Never trust, always verify
C. Scrutinize explicitly
D. Data sources

Answer: A

Explanation:
Policy is the element of ZT that focuses on the governance rules that define the "who, what, when, how, and why" aspects of
accessing target resources. Policy is the core component of a ZTA that determines the access decisions and controls for each
request based on various attributes and factors, such as user identity, device posture, network location, resource sensitivity, and
environmental context. Policy is also the element that enables the ZT principles of "never trust, always verify" and "scrutinize
explicitly" by enforcing granular, dynamic, and data-driven rules for each access request.
References =
* Certificate of Competence in Zero Trust (CCZT) prepkit, page 14, section 2.2.2
* What Is Zero Trust Architecture (ZTA)? - F5, section "Policy Engine"
* Zero Trust Architecture Project - NIST Computer Security Resource Center, slide 9



* [Zero Trust Frameworks Architecture Guide - Cisco], page 4, section "Policy Decision Point"

NEW QUESTION # 47
......
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