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M #295
What is the proper response for a NULL scan if the port is closed?

A. No response
B. PSH

C. SYN
D.RST

E. FIN

F. ACK

Ef: D
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A #296

Chandler works as a pen-tester in an IT-firm in New York. As a part of detecting viruses in the systems, he uses a detection method
where the anti-virus executes the malicious codes on a virtual machine to simulate CPU and memory activities. Which type of virus
detection method did Chandler use in this context?

A. Integrity checking

B. Scanning
C. Code Emulation

D. Heuristic Analysis
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In order to tailor your tests during a web-application scan, you decide to determine which web-server version is hosting the
application. On using the sV flag with Nmap. you obtain the following response:

80/tcp open http-proxy Apache Server 7.1.6

what Information-gathering technique does this best describe?

A. Banner grabbing
B. WhOIS lookup
C. Dictionary attack
D. Brute forcing

Ef: A

fif e«

Banner grabbing is a technique wont to gain info about a computer system on a network and the services running on its open ports.
administrators will use this to take nventory of the systems and services on their network. However, an to find will use banner
grabbing so as to search out network hosts that are running versions of applications and operating systems with known exploits.
Some samples of service ports used for banner grabbing are those used by Hyper Text Transfer Protocol (HTTP), File Transfer
Protocol (FTP), and Simple Mail Transfer Protocol (SMTP); ports 80, 21, and 25 severally. Tools normally used to perform banner
grabbing are Telnet, nmap and Netcat.

For example, one may establish a connection to a target internet server using Netcat, then send an HTTP request. The response can
usually contain info about the service running on the host:

Graphical user interface, text, application Description automatically generated

This nformation may be used by an administrator to catalog this system, or by an intruder to narrow down a list of applicable
exploits. To prevent this, network administrators should restrict access to services on their networks and shut down unused or
unnecessary services running on network hosts. Shodan is a search engine for banners grabbed from portscanning the Internet.

R #298
An attacker is analyzing traffic from a mobile app and finds that sensitive data like session tokens are being transmitted over HTTP
nstead of HTTPS. The attacker plans to intercept and manipulate the data during transmission. Which vulnerability is the attacker

exploiting?
A. Security Misconfiguration

B. Insecure Communication
C. Insufficient Input Validation

D. Improper SSL Pinning
E#: B

A -

Insecure communication is defined in CEH's mobile and IoT security modules as the failure to encrypt sensitive data transmitted
between a device and a server. When applications use plain HTTP instead of HTTPS, all traffic-including authentication tokens, user
identifiers, and session data-can be monitored and altered by an attacker through network sniffing or man-n-the-middle attacks.
CEH enphasizes that insecure transport channels represent one of the most common and critical weaknesses in mobile ecosystemns,
allowing attackers to harvest credentials or inject malicious commands. Security misconfiguration refers to improper server settings,



while SSL pinning issues involve certificate validation bypassing. Insufficient input validation pertains to application-side data
validation. None of these align as directly as insecure communication, which precisely describes the unencrypted data exposure.

H A #299

Tremp is an IT Security Manager, and he is planning to deploy an IDS in his small company. He is looking for an IDS with the
following characteristics: - Verifies success or failure of an attack - Monitors system activities Detects attacks that a network-based
IDS fails to detect - Near real-time detection and response - Does not require additional hardware - Lower entry cost Which type
of IDS is best suited for Tremp's requirements?

A. Gateway-based IDS
B. Open source-based
C. Network-based IDS
D. Host-based IDS

Ef#: D
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