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- First, you create or use an existing key in a supported external key management partner system.
This key has a unique URI or key path,
- Newt, you grant your Google Cloud praject access to use the key, in the external key management
partner system.
- In your Google Cloud project, you create a Clowd EKM koy, using the URL or key path for the
externally-managed key.
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An employer wants to track how bonus compensations have changed over time to identify employee outliers and correct eaming
disparities. This task must be performed without exposing the sensitive compensation data for any individual and must be reversible
to identify the outlier.

‘Which Cloud Data Loss Prevention API technique should you use to accomplish this?

A. CryptoHashConfig

B. CryptoReplaceFfxFpeConfig
C. Generalization

D. Redaction
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Explanation

De-identifymg sensitive data Cloud Data Loss Prevention (DLP) can de-identify sensitive data in text content, including text stored in
container structures such as tables. De-identification is the process of removing identifying information from data. The API detects
sensitive data such as personally identifiable information (PII), and then uses a de-identification transformation to mask, delete, or
otherwise obscure the data. For example, de-identification techniques can include any of the following: Masking sensitive data by
partially or fully replacing characters with a symbol, such as an asterisk (*) or hash (#). Replacing each instance of sensitive data with
a token, or surrogate, string. Encrypting and replacing sensitive data using a randomly generated or pre-determined key. When you
de-identify data using the CryptoReplaceFfxFpeConfig or CryptoDeterministicConfig infoType transformations, you can re-identify
that data, as long as you have the CryptoKey used to originally de-identify the data. https://cloud.google.convdlp/docs/deidentify-
sensitive-data

EE #207

Your organization wants to protect all workloads that run on Compute Engine VM to ensure that the instances weren't compromised
by boot-level or kernel-level matware. Also, you need to ensure that data in use on the VM cannot be read by the underlying host
system by using a hardware-based solution.

‘What should you do?

e A. *1 Use secure hardened images from the Google Cloud Marketplace* 2 When deploying the images activate the
Confidential Computing option* 3 Enforce the use of the correct images and Confidential Computing by using organization
policies

e B. *1 Activate Virtual Machine Threat Detection in Security Command Center (SCO Premium* 2 Monitor the findings in
SCC

e C. * 1 Use Google Shielded VM including secure boot Virtual Trusted Platform Module (VIPM) and integrity monitoring* 2
Create a Cloud Run function to check for the VM settings generate metrics and run the function regularly

e D. * 1 Use Google Shielded VM including secure boot Virtual Trusted Platform Module (VIPM) and integrity monitoring™ 2
Activate Confidential Computing® 3 Enforce these actions by using organization policies
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* Use Google Shielded VM including secure boot Virtual Trusted Platform Module (vVIPM) and integrity monitoring: Shielded VMs
provide verifiable integrity of the VM by ensuring that it was not tampered with or compromised at the boot level. They use features
like Secure Boot, VIPM, and integrity monitoring to detect and prevent malicious changes to the VM's operating system and
firmware.

* Activate Confidential Computing: Confidential Computing provides a secure environment for processing sensitive data. It uses
hardware-based enclaves to protect data in use by ensuring it cannot be accessed by the underlying host or any other unauthorized
entity. By leveraging Intel SGX or AMD SEV, it ensures that data remains encrypted even when it is being processed.

* Enforce these actions by using organization policies: Organization policies can enforce the use of Shielded VMs and Confidential
Computing across your organization. This ensures that all VMs comply with these security measures without requiring manual
configuration for each VM.

References



* Shielded VMs documentation
* Confidential Computing documentation
* Organization Policies documentation
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You need to audit the network segmentation for your Google Cloud footprint. You currently operate Production and Non-
Production infrastructure-as-a-service (IaaS) environments. All your VM instances are deployed without any service account
customization.

After observing the traffic in your custom network, you notice that all instances can commumicate freely - despite tag-based VPC
firewall rules in place to segment traffic properly - with a priority of 1000. What are the most likely reasons for this behavior?

A. All VM instances are residing in the same network subnet.

B. All VM instances are missing the respective network tags.

C. All VM instances are configured with the same network route.

D. A VPC firewall rule is allowing traffic between source/targets based on the same service account with priority 999.
E. A VPC firewall rule is allowing traffic between source/targets based on the same service account with priority 1001.
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A business unit at a multinational corporation signs up for GCP and starts moving workloads into GCP. The business unit creates a
Cloud Identity domain with an organizational resource that has hundreds of projects.

Your team becomes aware of this and wants to take over managing permissions and auditing the domain resources.

Which type of access should your team grant to meet this requirement?

A. Organization Policy Administrator
B. Organization Administrator

C. Security Reviewer

D. Organization Role Administrator
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Here are the permissions available to organizationRole Admin
iamroles.create

iamroles.delete

iamroles.undelete

iamroles.get

iamroles. list

iamroles.update

resourcemanager.projects. get
resourcemanager.projects.getlamPolicy
resourcemanager.projects. list
resourcemanager.organizations. get
resourcemanager.organizations. getlamPolicy

There are sufficient as per least privilege policy. You can do user management as well as auditing,
https//cloud.google.convianydocs/understanding-custom-roles
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Your organization wants to be continuously evaluated against CIS Google Cloud Computing Foundations Benchmark v1 3 0 (CIS
Google Cloud Foundation 1 3). Some of the controls are irrelevant to your organization and must be disregarded in evaluation. You
need to create an automated system or process to ensure that only the relevant controls are evaluated.

‘What should you do?

e A. Ask an external audit company to provide independent reports including needed CIS benchmarks. In the scope of the
audit clarify that some of the controls are not needed and must be disregarded.
¢ B. Download all findings from Security Command Center (SCC) to a CSV file Mark the findings that are part of CIS Google



Cloud Foundation 1 3 in the file Ignore the entries that are irrelevant and out of scope for the company.

e (. Mark all security findings that are irrelevant with a tag and a value that indicates a security exception Select all marked
findings and mute them on the console every time they appear Activate Security Command Center (SCC) Premum

e D. Activate Security Command Center (SCC) Premium Create a rule to mute the security findings in SCC so they are not
evaluated.

HE: D

Y.

* Activate Security Command Center (SCC) Premium: Security Command Center (SCC) Premium provides advanced security
analytics and best practice recommendations for your Google Cloud environment. It includes functionalities such as asset discovery,
vulnerability scanning, and security findings.

* Create a Custom Rule to Mute Irrelevant Security Findings:

* Navigate to the Security Command Center (SCC) in the Google Cloud Console.

* Go to the "Settings" tab and find the "Mute findings" section.

* Create a new mute rule by specifying the conditions that match the irrelevant controls you want to disregard. These conditions can
be based on attributes such as resource type, finding type, and other metadata.

* Apply this mute rule, which will ensure that the specified findings are not evaluated in your security posture assessments.

* Ensure Continuous Compliance Monitoring:

* The mute rules will automatically filter out the irrelevant findings, ensuring that only relevant controls from the CIS Google Cloud
Computing Foundations Benchmark v1.3.0 are evaluated.

* Regularly review and update the mute rules to adapt to any changes in your compliance requirements or security posture.
References:

* Security Command Center Documentation

* Creating and Managing Mute Rules
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