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Oracle Cloud Infrastructure 2025 Data Science Professional Sample
Questions (Q156-Q161):
NEW QUESTION # 156 
Which Web Application Firewall (WAF) service component must be configured to allow, block, or log network requests when they
meet specified criteria?

A. Bot Management
B. Protection rules
C. Web Application Firewall policy
D. Origin

Answer: B

Explanation:
Detailed Answer in Step-by-Step Solution:
* Objective: Identify the WAF component that controls request actions based on criteria.
* Understand WAF Components:
* Protection Rules: Define conditions and actions (e.g., allow, block, log).
* Bot Management: Handles bot traffic, not general request rules.
* Origin: Backend server endpoint, not rule-based.
* WAF Policy: Umbrella config, but rules specify actions.
* Evaluate Options:
* A: Protection rules-Set specific criteria and actions-correct.
* B: Bot Management-Bot-specific, not general requests.
* C: Origin-Defines source, not actions.
* D: WAF policy-Broad config, not the granular rules.
* Reasoning: Protection rules directly manage request behavior-fit the requirement.
* Conclusion: A is correct.
OCI documentation states: "Protection rules (A) in WAF define conditions (e.g., IP, URL) and actions (allow, block, log) for
incoming requests." Bot Management (B) targets bots, Origin (C) is a target server, and WAF Policy (D) encompasses rules but
isn't the action specifier-only A aligns with OCI's WAF configuration.
Oracle Cloud Infrastructure WAF Documentation, "Protection Rules".

NEW QUESTION # 157 
Which OCI service provides a managed Kubernetes service for deploying, scaling, and managing containerized applications?

A. Oracle Cloud Infrastructure Container Engine for Kubernetes
B. Oracle Cloud Infrastructure Container Registry
C. Oracle Cloud Infrastructure Streaming
D. Oracle Cloud Infrastructure Load Balancing

Answer: A

Explanation:
Detailed Answer in Step-by-Step Solution:
* Objective: Identify OCI's managed Kubernetes service.
* Evaluate Options:
* A: Container Registry-Stores images, not Kubernetes.
* B: Load Balancing-Network service, not Kubernetes.
* C: Container Engine (OKE)-Managed Kubernetes-correct.
* D: Streaming-Data streaming, not containers.
* Reasoning: C is OCI's Kubernetes offering-OKE.
* Conclusion: C is correct.
OCI documentation states: "OCI Container Engine for Kubernetes (OKE) (C) provides a managed service to deploy, scale, and
manage containerized applications using Kubernetes." A, B, and D serve other purposes- only C matches per OCI's container
services.
Oracle Cloud Infrastructure OKE Documentation, "Overview".



NEW QUESTION # 158 
Which statement is true about origin management in Web Application Firewall (WAF)?

A. Both the statements are true
B. Only statement A is true
C. Only statement B is true
D. Only a single origin can be active for a WAF
E. Multiple origins can be defined
F. Both the statements are false

Answer: A

Explanation:
Detailed Answer in Step-by-Step Solution:
* Objective: Determine truth about WAF origin management.
* Understand WAF: Protects apps by routing traffic via origins.
* Evaluate Statements:
* A: Multiple origins-True; WAF supports this.
* B: Single active origin-True; only one is active per policy.
* Evaluate Options:
* C: B only-False; A is true.
* D: Both false-Incorrect.
* E: Both true-Correct per OCI WAF.
* F: A only-False; B is true.
* Conclusion: E is correct.
OCI documentation states: "WAF allows defining multiple origins (A), but only one origin is active per WAF policy at a time (B)-
both are true (E)." C, D, and F misalign-E matches OCI's WAF origin management.
Oracle Cloud Infrastructure WAF Documentation, "Origin Management".

NEW QUESTION # 159 
Which Oracle Data Safe feature minimizes the amount of personal data and allows internal test, development, and analytics teams to
operate with reduced risk?

A. Data masking
B. Data auditing
C. Security assessment
D. Data discovery
E. Data encryption

Answer: A

Explanation:
Detailed Answer in Step-by-Step Solution:
* Objective: Identify the Data Safe feature that reduces personal data exposure.
* Understand Data Safe: Secures sensitive data in OCI databases.
* Evaluate Options:
* A: Encryption-Protects data, doesn't minimize it.
* B: Assessment-Identifies risks, doesn't alter data.
* C: Masking-Obfuscates personal data (e.g., SSNs)-correct.
* D: Discovery-Locates sensitive data, doesn't reduce it.
* E: Auditing-Tracks access, doesn't minimize data.
* Reasoning: Masking replaces sensitive data, reducing risk for teams-fits goal.
* Conclusion: C is correct.
OCI documentation states: "Data masking (C) in Data Safe transforms sensitive data into anonymized versions, minimizing exposure
for test, dev, and analytics use." A protects, B assesses, D finds, E audits- only C reduces data per OCI's Data Safe features.
Oracle Cloud Infrastructure Data Safe Documentation, "Data Masking Overview".



NEW QUESTION # 160 
Six months ago you created and deployed a model that predicts customer churn for a call center. Initially, it was yielding quality
predictions. However, over the last two months, users have been questioning the credibility of the predictions. Which TWO methods
would you employ to verify accuracy and lower customer churn?

A. Validate the model using recent data
B. Retrain the model
C. Drift monitoring
D. Operational monitoring
E. Redeploy the model

Answer: B,C

Explanation:
Detailed Answer in Step-by-Step Solution:
* Objective: Address declining model performance and improve churn prediction.
* Analyze Issue: Poor predictions suggest data drift or model staleness-common ML challenges.
* Evaluate Options:
* A. Drift monitoring: Tracks changes in data distribution-identifies root cause of accuracy drop- correct.
* B. Redeploy the model: Repeats deployment without fixing the issue-ineffective alone.
* C. Operational monitoring: Tracks system health (e.g., latency), not prediction quality.
* D. Retrain the model: Updates model with new data-directly improves accuracy-correct.
* E. Validate with recent data: Checks performance but doesn't fix-diagnostic, not corrective.
* Reasoning: A diagnoses drift (cause), D retrains to adapt (solution)-best combo to verify and lower churn.
* Conclusion: A and D are correct.
OCI documentation advises: "Drift monitoring (A) detects shifts in data distribution that degrade model performance, while retraining
(D) with fresh data restores accuracy." Redeployment (B) doesn't address drift, operational monitoring (C) focuses on infra, and
validation (E) is a check-not a fix. A and D align with OCI' s model maintenance strategy.
Oracle Cloud Infrastructure Data Science Documentation, "Model Monitoring and Retraining".

NEW QUESTION # 161
......
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