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PR #113
Which of the following techniques helps ncident handlers to detect man-in-the-middle attack by finding the new APs and trying to
connect an already established channel, even if the spoofed AP consists similar [P and MAC addresses as of the original AP?

e A. Access point monitoring

e B. Wireless client monitoring

e (. Network traffic monitoring

e D. General wireless traffic monitoring

BE: A
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Access point monitoring is the technique that helps incident handlers to detect man-in-the-middle (MitM) attacks by continuously
observing and managing the wireless access points (APs) within a network. This includes identifying unauthorized or new APs
attempting to connect to the network or mimic existing APs, even if they present similar [P and MAC addresses to legitimate access
points. Through access point monitoring, incident handlers can quickly identify and mitigate spoofed APs, thus preventing MitM
attacks that exploit wireless networks by intercepting and manipulating commumnications.

References:Incident Handler (ECTH v3) courses and study materials discuss network security monitoring strategies, including the
importance of monitoring access points to detect and prevent MitM attacks and other threats to wireless networks.

FRE #114
You are talking to a colleague who Is deciding what information they should include in their organization's logs to help with security
auditing. Which of the following iterms should you tell themto NOT log?

A. Timestamp

B. Session ID

C. userid

D. Source IP eddross

ZX: B
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Logging User IDs (D) can pose privacy concerns and may conflict with regulations such as the General Data Protection Regulation
(GDPR), which emphasizes the protection of personal data and privacy. Therefore, while logging details such as Timestamps,
Session IDs, and Source IP addresses are essential for security auditing to track when events occur, who is mitiating sessions, and
from where, care must be taken with User IDs. The handling of personally identifiable information (PII) must comply with privacy
laws and organizational policies to safeguard individual privacy rights.

References:Security best practices and compliance frameworks discussed in the ECIH v3 certification guide incident handlers on
what information should and should not be logged, emphasizing the need to balance security auditing requirements with privacy and
regulatory obligations.

P& #115

Michael is a part of the computer incident response team of a company. One of his responsibilities is to handle email incidents. The
company receives an email from an unknown source, and one of the steps that he needs to take is to check the validity of the email.
Which of'the following tools should he use?

A. Email Dossier
B. Yesware

C. Zendio

D. G Suite Toolbox

BEE: A

SRR

Email Dossier is a tool designed to assist in the investigation of email incidents by analyzing and validating email headers and
providing detailed information about the origin, routing, and authenticity of an email.

‘When Michael is tasked with handling an email incident and needs to check the validity of an email received from an unknown
source, Email Dossier can be utilized to trace the email's path, assess its credibility, and identify potential red flags associated with
phishing or other malicious email-based attacks.

References:The ECIH v3 curriculum emphasizes the importance of tools and techniques for email incident handling, including the use
of Email Dossier for mvestigating suspicious emails and aiding in the response to email-based threats.

R #116

Bob, an incident responder at CyberTech Solutions, is investigating a cybercrime attack occurred in the client company. He acquired
the evidence data, preserved it, and started performing analysis on acquired evidentiary data to identify the source of the crime and
the culprit behind the incident.

Identify the forensic nvestigation phase in which Bob is currently in.

e A Post-investigation phase



¢ B. Investigation phas
¢ C. Vulnerability assessment phase
¢ D. Pre-investigation phase

EX: B
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Bob is in the Investigation phase of the forensic investigation process. This phase involves the detailed examination and analysis of
the collected evidence to identify the source of the crime and the perpetrator behind the incident. It is a crucial step that follows the
acquisition and preservation of evidence, where the incident responder applies various techniques and methodologies to analyze the
evidentiary data. This analysis aims to uncover how the cybercrime was committed, trace the activities of the culprit, and gather
actionable intelligence to support legal actions and prevent future incidents.References:The ECIH v3 certification materials discuss
the stages of a forensic investigation, emphasizing the investigation phase as the point at which the incident responder analyzes
evidence to draw conclusions about the incident's specifics.

R RE #117

Khai was tasked with examining the logs from a Linux email server. The server uses Sendmail to execute the command to send
emailsand Syslog to maintain logs. To validate the data within email headers, which of the following directories should Khai check for
information such as source and destination IP addresses, dates, and timestamps?

A. /va r/log/sendmail/mailog
B. /va r/log/mail 1og

C. /var/log/sendmail

D. /Var/log/mailog

ZX: B
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