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Microsoft SC-401 Exam Overview:

Certification Vendor: Microsoft
Exam Name: Administering Information Security in Microsoft 365

Exam Number: SC-401
Exam Duration: 100 minutes

Certificate Validity Period: 1 year (renewable via free online assessment)
Exam Price: $165 USD

Exam Format: Drag and drop, Matching, Multiple choice, Case studies, Scenario-based questions
Real Exam Qty: 40–60

Related Certifications: Microsoft Certified: Information Protection Administrator Associate
Microsoft Certified: Security Administrator Associate

Passing Score: 700 (on a scale of 1000)
Available Languages: English, Japanese, Spanish, Portuguese (Brazil), French, German, Chinese (Simplified)

Recommended Training: Microsoft Learn: Administering Information Security in Microsoft 365 Learning Path

Exam Registration:
Microsoft Learn Exam Page
Pearson VUE Registration

Sample Questions: Microsoft SC-401 Sample Questions
Exam Way: Online proctored (OnVUE) or in-person at Pearson VUE test centers

Pre Condition: No mandatory prerequisites; recommended experience: working knowledge of Microsoft 365
services, PowerShell, Microsoft Entra ID, Microsoft Defender portal, and security concepts

Official Syllabus URL: https://learn.microsoft.com/en-us/credentials/certifications/resources/study-guides/sc-401
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Administering Information Security in Microsoft 365復習教材

Microsoft知ってほしいのは、人々が私たちの製造哲学の中心にいるということです。そのため、SC-401試験問
題をより高度なものにする直感的な機能に重点を置いています。 したがって、SC-401ガイドトレントを使用す
ると、SC-401試験に最も効率的かつ生産的な方法で簡単に合格し、献身と熱意を持って勉強する方法を学ぶこ
とができます。 Administering Information Security in Microsoft 365試験に合格して目標を達成するためのPassTest最良
のツールでなければなりません。

Microsoft SC-401 認定試験の出題範囲：

トピック 出題範囲

トピック 1

情報保護の実装：このセクションでは、情報セキュリティアナリストがデータの分類と保
護を行うスキルを評価します。機密情報の識別と管理、機密ラベルの作成と適用、
Windows、ファイル共有、Exchange の保護の実装を網羅します。受験者は、Microsoft
Purview を使用して、ドキュメントフィンガープリンティング、トレーニング可能な分類
器、暗号化戦略を構成する必要があります。

トピック 2

データ損失防止と保持の実装：このセクションでは、データ保護責任者（DLP）のデータ
損失防止（DLP）ポリシーと保持戦略の設計と管理能力を評価します。データセキュリ
ティポリシーの設定、エンドポイントDLPの構成、保持ラベルとポリシーの管理などが含
まれます。受験者は、Microsoft 365におけるアダプティブスコープ、ポリシーの優先順
位、データ復旧について理解している必要があります。

トピック 3

AIサービスで使用されるデータの保護：このセクションでは、AIガバナンススペシャリス
トがAI主導環境におけるデータセキュリティをどのように確保しているかを評価します。
Microsoft Purviewのコントロール実装、AI向けデータセキュリティポスチャ管理（DSPM）
の構成、コンプライアンスと保護を確保するためのAI関連のセキュリティリスクの監視な
どが含まれます。

トピック 4

リスク、アラート、アクティビティの管理：このセクションでは、セキュリティ運用アナ
リストのインサイダーリスク管理、アラートの監視、セキュリティアクティビティの調査
能力を評価します。リスクポリシーの設定、フォレンジック証拠の取り扱い、Microsoft
PurviewおよびDefenderツールを使用したアラートへの対応などが含まれます。また、監査
ログの分析とセキュリティワークフローの管理も必要です。

Microsoft Administering Information Security in Microsoft 365 認定 SC-401
試験問題 (Q36-Q41):
質問  # 36 
You have a Microsoft 365 E5 subscription that contains a trainable classifier named Trainable1.
You plan to create the items shown in the following table.

Which items can use Trainable 1?

A. Label1 and Policy1 only
B. Label1 and Label2 only
C. Label2, Policy1, and DLP1 only
D. Label2 only
E. Label1, Label2, Policy1, and DLP1

正解：C

https://www.mogiexam.com/SC-401-exam.html


解説：
A trainable classifier in Microsoft Purview is used to automatically identify and classify unstructured data based on content patterns.
The classifier can be used in:
1. Retention Labels (Label2) Supported
Trainable classifiers can be linked to retention labels to automatically classify and apply retention policies to documents.
2. Retention Label Policies (Policy1) Supported
Retention label policies define how and where retention labels are applied, including automatically using trainable classifiers.
3. Data Loss Prevention (DLP) Policies (DLP1) Supported
Trainable classifiers can be used in DLP policies to detect and protect sensitive content automatically.

質問  # 37 
You have a Microsoft 365 E5 subscription that contains thee users named User1, User2, and User3 and a file named File1.docx.
You create a sensitivity label named Label1 as shown in the following exhibit.

You apply Label1 to File1.
For which users can Microsoft 365 Copilot summarize File1?

A. User1 only
B. User1 and User2 only
C. No user
D. User1, User2, and User3

正解：A

解説：
When the sensitivity label applies encryption, the user must have the EXTRACT and VIEW usage rights for Copilot to summarize
the data.
User1 - Yes
User1 is Co-Author.
Microsoft 365 co-authors typically have both view and extract permissions when working on documents collaboratively. Co-authors
can view and edit the document, and also copy and extract content from it, depending on the specific permissions granted.
User2 - No
A "Reviewer" role generally has view permissions, but not necessarily extract permissions.
Reviewers can typically view the content of documents, files, or other resources, and often can add comments or make tracked
changes (depending on the specific implementation and settings). However, they may not have the ability to download or export the
content, unless explicitly granted those rights.
User3 - No
User3 has only view permission, not extract permissions.
Note:
If a user is the owner of a sensitivity label and that label is applied to a file, Microsoft 365 Copilot can summarize the file for that



user, provided the user also has the necessary usage rights, specifically EXTRACT and VIEW, granted by the sensitivity label,
according to Microsoft Learn. If the label includes encryption, these usage rights become crucial for Copilot's ability to access and
summarize the content.
Reference:
https://learn.microsoft.com/en-us/copilot/microsoft-365/microsoft-365-copilot-architecture-data- protection-auditing

質問  # 38 
You have a Microsoft SharePoint Online site named Site1 that has the users shown in the following table.

You create the retention labels shown in the following table.

You publish the retention labels to Site1.
On March 1,2023, you assign the retention labels to the files shown in the following table.

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

正解：

解説：

Explanation:



User1 can delete File1 on March 10, 2023.
No - File1 has Retention1 applied, which retains it for 4 years with a "Retain only" action. This means it cannot be deleted during the
retention period, which ends on March 1, 2027.
User2 can delete File1 on March 10, 2027.
No - User2 is a Member and does not have the Owner role, which is required to delete files under retention policies during the
retention period. Additionally, the "Retain only" action prevents deletion until the retention period ends on March 1, 2027.
User2 can edit File2 on March 15, 2025.
No - File2 has Retention2 applied, which retains it for 2 years with a "Retain and delete" action. This means the file is protected from
edits or deletions during the retention period, which ends on March 1, 2025. Since March 15, 2025, is after the retention period, the
file would be eligible for deletion, but the question specifies editing, which is restricted during the retention period.

質問  # 39 
You have a Microsoft 365 alert named Alert2 as shown in the following exhibit.

You need to manage the status of Alert2.
To which status can you change Alert2?

A. Investigating only
B. Dismissed only
C. Active or Investigating only
D. Investigating, Active, or Dismissed
E. The status cannot be changed.

正解：D

解説：
Despite status showing resolved it still can be changed. Select alert > Under Alert status > Actions > select "Edit comments" >
choose new status: Active, Investigating, Dismissed or Resolved. Alert status will change Note: Alert status When an alert is created,
its status is Active. As you review the details of each alert, you can update its status to any of the states listed below:
Active: default state of the alert until its status is changed
Investigating: alert is under investigation
Resolved: the alert doesn't require further investigation or follow-up
Dismissed: the alert isn't relevant or doesn't need investigation
Reference:
https://learn.microsoft.com/en-us/purview/compliance-manager-alert-policies
https://docs.microsoft.com/en-us/microsoft-365/compliance/dlp-configure-view-alerts-policies

質問  # 40 
You have a Microsoft 365 tenant



You need to create a new sensitive into type for items that contain the following:
* An employee ID number that consists of the hire date of the employee followed by a three digit number
* The words "Employee", "ID", or "Identification" within 300 characters of the employee ID number What should you use for the
primary and secondary elements? To answer, select the appropriate options m the answer area NOTE: Each correct selection is
worth one point

正解：

解説：

Explanation:

質問  # 41
......
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