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PR #22
An administrator wants to use the FortiGate automation stitch feature to quarantine compromised hosts.
Which native Google Cloud service should the administrator integrate with FortiGate to achieve this?

¢ A Google Cloud Interconnect
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¢ B. Google Cloud Run functions
¢ C. Google Cloud IAM

¢ D. Google Cloud App Engine
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Google Cloud Run allows you to run serverless containerized functions that can be triggered by FortiGate automation stitches to
performactions such as quarantining compromised hosts. It is the native service best suited for automating responses in cloud
environments.

=8 #23
An organization has decided to deploy an active-active high-availability cluster in Google Cloud.
Which three load balancing features are critical to the successful deployment of the cluster? (Choose three.)

A. The L3 DEFAULT protocol in the forwarding rule of the internal passthrough network load balancer
B. The symmetric hashing of the internal passthrough network load balancer

C. The forwarding rule for the internal passthrough network load balancer as the next hot for custom routes
D. The health check used by the internal and the external passthrough network load balancer

E. The session termmation of the external passthrough network load balancer
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Health checks ensure load balancers route traffic only to healthy cluster members.

Forwarding rules act as next hops in routing, directing traffic appropriately within the HA cluster.

Symmetric hashing ensures consistent and balanced traffic distribution across cluster members, critical for active-active deployments.

R RE #24

Refer to the exhibit.
Diagnose output

passive # diagnose debug application gcpd -1
passive # diagnose debug enable

passive # HA event

eip cluster-ip-vpm(34.68.13.24) is attached in remote instance: us-centrall-c/fgt-vpm, should be moved to local
[pid 900@]: failover eip: cluster-ip-vpm(34.68.13.24)

d.900a] : ics i I fgt-vpm
d'_ﬁiﬂﬁ: J.itaE n :Eﬂ, 2.16.0.2, vpc-vpm, accessConfig(external-nat), eip(34.68.13.24), tier(PREMIUM)
[pidecaedd :Ngetdl inkta nig: ,8172.16.1.2, vpc2-vpm

[pid 9000]: get instance nic: nic2, 172.16.2.2, vpc3-vpm, accessConfiglexternal-nat), eip(34.66.4.139), tier(PREMIUM)
[pid 9008): nice of instance fgt-vpm is using eip 34.68.13.24

[pid 9008]: remove eip 34.68.13.24 from instance fgt-vpmi(nice).

gcpd checking route: internal-route-vpa

failover route: internmal-route-vpm, move next hop from 172.16.1.2 to 172.16.1.3

[pid 90@4]): failover route: internal-route-vpm

[pid 9@@4]: remove route internal-route-vpm on next hop 172.16.1.2

gcpd checking forwardrule: fgt-forwarding-rule

failover forwardrule: fgt-forwarding-rule, move target from fgt-target-vpm to fgt-target2-vpm
[pid 9006): failover forwardrule: fgt-forwarding-rule

[pid 9086]: set target forwardrule fgt-forwarding-rule point to target instance fgt-target2-wvpm
[pid 9884): route internal-route-vpm is updated to mext hop 172.16.1.3 successfully.

[pid 9@08]: attach eip 34.68.13.24 to instance fgt-2-vpm(nic@).

[pid 900d]: eip cluster-ip-vpm(34.68.13.24) is attached to local successfully.

[pid 9086]: forwardrule fgt-forwarding-rule is updated to next hop fgt-target2-vpam successfully.
==== gcpd ha failover exit ====

An administrator is troubleshooting an issue when a high-availability (HA) failover occurs.
Which conclusion can you draw from the debug output?

A. Both cluster members are located in the same zone.

B. The HA cluster is accessible using HTTPS on 34.68.13.24 and 34.66.4.139.

C. The HA cluster is deployed using the software-defined network (SDN) connector.

D. The health check has successfully updated the internal customroute to forward all internal traffic to
172.16.1.3.
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The debug output shows the internal route being updated and moved to the new next hop (172.16.1.3), indicating the health check
and failover process successfully redirected internal traffic to the active HA node.

& #25
Refer to the exhibit.
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Which two statements about F ortliVeb nstances deployed in Google Cloud are true?

A. You can deploy FortiWeb using pay-as-you-go or bring-your-own-license.
B. You can configure the FortiWeb instance with only one network interface.
C. By default, you can access FortiWeb using HTTPS on port 443.

D. You can change the operation mode of FortiWeb.
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FortiWeb's operation mode can be changed, such as between reverse proxy and transparent modes, to suit different deployment
scenarios.

FortiWeb in Google Cloud supports flexible licensing models, including pay-as-you-go and bring-your-own- license (BYOL).

FIRE #26

Your organization has deployed an active-active high-availability (HA) FortiGate cluster n Google Cloud.
You have noticed a significant increase in asymimetrical traffic flow.

Which two actions can you take to mitigate the issue? (Choose two.)

A. Enable source NAT for ingress traffic.

B. Enable the layer 3 unified threat management (UTM) scanning feature if the FortiGate devices are on ForiOS 6.4 or later.
C. Enable destination NAT for ingress traffic.

D. Enable symmetric hashing on the external load balancer.
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Enabling source NAT ensures consistent source IPs, promoting symmetric traffic flow.
Symmetric hashing on the load balancer helps distribute traffic flows evenly and consistently across cluster members, reducing

asymetric routing,
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