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CompTIA Cybersecurity Analyst (CySA+) Certification Exam Sample
Questions (Q125-Q130):
NEW QUESTION # 125 
A security administrator needs to provide access from partners to an Isolated laboratory network inside an organization that meets
the following requirements:
* The partners' PCs must not connect directly to the laboratory network.
* The tools the partners need to access while on the laboratory network must be available to all partners
* The partners must be able to run analyses on the laboratory network, which may take hours to complete Which of the following
capabilities will MOST likely meet the security objectives of the request?

A. Deployment of a jump box to allow access to the Laboratory network and use of VDI in non-persistent mode to provide
the necessary tools for analysis
B. Deployment of a firewall to allow access to the laboratory network and use of VDI In persistent mode to provide the
necessary tools for analysis
C. Deployment of a jump box to allow access to the laboratory network and use of VDI in persistent mode to provide the
necessary tools for analysis
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D. Deployment of a firewall to allow access to the laboratory network and use of VDI in non-persistent mode to provide the
necessary tools tor analysis

Answer: A

Explanation:
A jump box is a system that is connected to two networks and acts as a gateway or intermediary between them1. A jump box can
help to isolate and secure a network by limiting the direct access to it from other networks. A jump box can also help to monitor and
audit the traffic and activity on the network. A VDI (Virtual Desktop Infrastructure) is a technology that allows users to access
virtual desktops that are hosted on a server2. A VDI can help to provide users with the necessary tools and applications for analysis
without installing them on their own PCs. A VDI can also help to reduce the maintenance and management costs of the desktops. A
VDI can operate in two modes: persistent and non-persistent. In persistent mode, each user has a dedicated virtual desktop that
retains its settings and data across sessions. In non-persistent mode, each user has a temporary virtual desktop that is deleted or
reset after each session3. In this scenario, deploying a jump box to allow access to the laboratory network and using VDI in non-
persistent mode can meet the security objectives of the request. The jump box can prevent the partners' PCs from connecting
directly to the laboratory network and reduce the risk of unauthorized access or compromise. The VDI in non-persistent mode can
provide the necessary tools for analysis without storing any data on the partners' PCs or the virtual desktops. The VDI in non-
persistent mode can also allow the partners to run long analyses without losing their progress or results. Deploying a firewall (B) may
not be sufficient or effective, as a firewall only filters or blocks traffic based on rules and does not provide access or tools for
analysis. Using VDI in persistent mode (A) may not be secure or efficient, as persistent mode stores data on the virtual desktops that
may be sensitive or confidential.

NEW QUESTION # 126 
A security analyst needs to provide a copy of a hard drive for forensic analysis. Which of the following would allow the analyst to
perform the task?

A. 
B. 
C. 
D. 

Answer: C

Explanation:
Option C shows a device that can perform a forensic copy of a hard drive. A forensic copy, also known as a forensic image or a
bit-stream image, is an exact, unaltered digital copy of a piece of digital evidence. A forensic copy captures everything on the hard
drive, including active and latent data, and preserves the integrity of the original evidence. A forensic copy can be used for forensic
analysis without risking any changes to the original drive1. Option C shows a device that can connect to two hard drives and create
a forensic copy from one drive to another using a write-blocker. A write-blocker is a tool that prevents any data from being written
to the destination drive, ensuring that only a read-only copy is made2.

NEW QUESTION # 127 
Clients are unable to access a company's API to obtain pricing data. An analyst discovers sources other than clients are scraping the
API for data, which is causing the servers to exceed available resources. Which of the following would be BEST to protect the
availability of the APIs?

A. Certificate-based authentication
B. IP whitelisting
C. Virtual private network
D. Web application firewall

Answer: D

NEW QUESTION # 128 
As part of an exercise set up by the information security officer, the IT staff must move some of the network systems to an off-site
facility and redeploy them for testing. All staff members must ensure their respective systems can power back up and match their
gold image. If they find any inconsistencies, they must formally document the information.



Which of the following BEST describes this test?

A. Parallel
B. Full interruption
C. Walk through
D. Simulation

Answer: D

NEW QUESTION # 129 
An information security analyst is compiling data from a recent penetration test and reviews the following output:
The analyst wants to obtain more information about the web-based services that are running on the target.
Which of the following commands would MOST likely provide the needed information?

A. ftpd 10.79.95.173.rdns.datacenters.com 443
B. telnet 10.79.95.173 443
C. ping -t 10.79.95.173.rdns.datacenters.com
D. tracert 10.79.95.173

Answer: D

NEW QUESTION # 130
......
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