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B #12
‘Which International Standard can be used to implement an integrated management system with ISO/IEC

270017
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A. None of the above
B. ISO 9001

C. ISO/IEC 27013
D. ISO/IEC 27003

Ef: C

R -

ISO/IEC 27013 provides specific guidance on theintegration of ISO/IEC 27001 (Information Security Management) and ISO/IEC
20000-1 (IT Service Management). It offers practical advice for organizations seeking a unified management system approach.
While ISO/IEC 27003 (A) provides guidance on ISMS implementation, it does not address integration. ISO 9001 (C) is the Quality
Management Standard and can be integrated, but the specific standard designed forintegrating 27001 with ITSMis ISO/IEC 27013.
Therefore, the correct answer isB: ISO/IEC 27013, as it is explicitly published for this purpose.

ZE#13
Which statement about the conduct of audits is true?

o A The certificate issued after a successful re-certification audit in typical schemes lasts for one year

¢ B. During Stage 1 of a certification audit, evidence is collected by observing activities

¢ C. Orne ofthe focus areas for a surveillance audit is the output from internal audits and management reviews
e D. Third party audits are conducted by a customer of the organization

Ef#: C

R :

Clause 9.2 (Internal Audit) and Clause 9.3 (Management Review) highlight that audit outputs and management reviews are key
mnputs for evaluating ISMS performance. Surveillance audits, conducted by Certification Bodies, check ongoing compliance and
effectiveness. ISO certification schemes (per ISO/IEC

17021) require surveillance audits to verify whether corrective actions and continuous improvements are being made. A critical focus
area is theresults of internal audits and management reviews, ensuring that the organization maintains its ISMS between certification
cycles.

Option A is incorrect - third-party audits are performed by independent Certification Bodies, not customers.

Option B 1s incorrect - certificates are typically valid forthree yearswith annual surveillance. Option D is incorrect - Stage 1 is
primarily adocumentation and readiness review, not evidence observation.

Therefore, the verified correct answer isC.

i #14
Identify the missing word(s) in the following sentence.

"Information security, cybersecurity and privacy protection - [ ? ]"is the title of ISO/IEC 27005.

A. Information security controls

B. Information security management systems - Requirements

C. Guidance on managing information security risks

D. Guidelines for information security management systems auditing

Ef: C

AR

Comprehensive and Detailed Explanation From Exact Extract ISO/IEC 27005 standards:

ISO/IEC 2700522022 is titled:

"Information security, cybersecurity and privacy protection - Guidance on managing information security risks." This standard
provides structured methodologies for identifying, analyzing, evaluating, and treating risks, in alignment with ISO/IEC 27001's risk
management requirerments (Clause 6.1.2 and 6.1.3). It supports organizations in implementing the risk management process that
underpins an ISMS. Options A and B are titles of other ISO standards (ISO/IEC 27007 for auditing, ISO/IEC 27001 for
requirenents). Option D refers to ISO/IEC 27002 (controls).

Thus, the correct answer isC: Guidance on managing information security risks.

B #15



Which trend in information security performance is required to be considered during a management review of the ISMS?

e A Validity of information continuity controls

¢ B. Decisions related to continual improvement opportunities
e C. Relevant external and internal requirements changes

¢ D. Achieverment of information security objectives

IEfE: D

R -

Clause 9.3.2 (Management Review Inputs) states that management reviews shall include:

"'c) nformation on the information security performance, including trends in: (1) nonconformities and corrective actions; (2)
monitoring and measurement results; (3) audit results; and (4) fulfilment of information security objectives." This makesachievement
of information security objectives(option A) a required trend to be considered.

While external/internal requirements (C) and continual improvement opportunities (D) are also part of management review inputs,
they are not specifically listed under "trends in performance.” Option B is outside the direct requirement.

Thus, the verified answer iSA.

B #16
Which statement describes Annex A of ISO/IEC 27001?

A. Defines the criteria for accepting risks

B. Defines a mandatory list of controls that shall be implemented

C. Provides measures to determine risk treatment effectiveness

D. Provides a reference list of information security controls and their requirements

IEf#: D

A -

Annex A of ISO/IEC 27001:2022 is titled:

"Reference control objectives and controls." It provides areference list of information security controls, structured into 4 themes:
organizational, people, physical, and technological.

The standard explicitly states in Clause 6.1.3: "Organizations can design controls as required or identify them from any source.
Annex A contains a list of possible information security controls." This means controls in Annex A are not mandatory (elimmnating
option C). Risk acceptance criteria (A) are defined in Clause 6.1.2, not Annex A. Annex A also does not provide measures for
treatment effectiveness (D).

Thus, Annex A is best described as areference list of information security controls. Correct answer:B.

BHE#17
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