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NEW QUESTION # 156 
A Windows user is having trouble accessing a fileshare. The technician would like to confirm the username that the machine is
currently logged in to. Which of the following should the technician use?

A. whoami
B. hostname
C. tracert
D. net user

Answer: A

Explanation:
The whoami command displays the username of the currently logged-in user in Windows.

NEW QUESTION # 157 
A secretary receives an email from the CEO requesting immediate vendor payment. Later, the CEO says they never sent it. Which
social engineering tactic is this?

A. Whaling
B. Spear phishing
C. Evil twin
D. Impersonation

Answer: B

Explanation:
Comprehensive and Detailed Explanation From Exact Extract:
Spear phishingtargets a specific individual using personalized tactics, as seen in emails impersonating a CEO to deceive a secretary.
FromQUENTIN DOCTER - COMPTIA A+ COMPLETE study GUIDE:
"Spear phishing targets specific individuals or roles within an organization using tailored messages to increase success rates."

NEW QUESTION # 158 
A user created a file on a shared drive and wants to prevent its data from being accidentally deleted by others. Which of the
following applications should the technician use to assist the user with hiding the file?

A. File Explorer
B. Device Manager
C. Administrative Tools
D. Indexing Options

Answer: A

Explanation:
File Explorer allows the user to modify file attributes, such as hiding the file, to help prevent accidental deletion by others.

NEW QUESTION # 159 
Whenever a user clicks on a .jpg, Notepad opens and displays illegible characters. Otherwise, the workstation functions normally.
Which of the following is the most likely cause of this issue?

A. A new image editor needs to be installed on the user's computer.
B. The default application for image files is misconfigured.
C. The workstation has been infected with malware.
D. The operating system needs the most current update.

Answer: B

Explanation:
The behavior indicates that Windows is opening .jpg files with the wrong default application.



Correcting the file association resolves the issue.

NEW QUESTION # 160 
An engineer notices that many websites prompt users to input login and payment details. The engineer wants to require the browser
to encrypt communications. Which of the following best helps to protect sensitive data?

A. Enabling HTTPS-Only Mode
B. Disabling JavaScript
C. Enabling a pop-up blocker
D. Disabling all cookies

Answer: A

Explanation:
The correct answer is D. Enabling HTTPS-Only Mode, because HTTPS ensures that all communication between the browser and
websites is encrypted using TLS (Transport Layer Security). This protects sensitive information such as usernames, passwords, and
payment details from interception.
According to the Quentin Docter - CompTIA A+ Complete Study Guide, HTTPS encrypts data in transit, preventing attackers
from eavesdropping or modifying communications. HTTPS-only modes in modern browsers block or warn users when a site does
not support secure connections.
The Travis Everett & Andrew Hutz - All-in-One Exam Guide emphasizes that HTTPS is essential for protecting authentication
credentials and financial information, especially on public or untrusted networks.
Enforcing HTTPS-only connections ensures users cannot accidentally submit data over unencrypted HTTP.
The Mike Meyers / Mark Soper Lab Manual clarifies that disabling cookies or JavaScript may break website functionality but does
not guarantee encryption. Pop-up blockers address nuisance behavior, not data security.
Because the objective is to encrypt browser communications and protect sensitive data, enabling HTTPS- Only Mode is the most
effective and direct solution, making D the correct answer.

NEW QUESTION # 161
......
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