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Microsoft Security Operations Analyst Sample Questions (Q254-Q259):

NEW QUESTION # 254

You have a Microsoft Sentinel workspace.

Youneed to create a KQL query that will identify successful sign-ins from multiple countries during the last three hours.
How should you complete the query? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point
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let timeframe = ago(3h);

let threshold = 5;

| imAuthentication E'

imNetworkSession
imProcessCreate
imWebSession

e Microsoft

| where EventType=='Logon' and EventResulte='Success'

| where isnotempty(SrcGeoCountry)

| summarize StartTime = min(TimeGenerasted), Endiis& = Bax(TimeGenerated), Vendorsemake_set(EventVendor), Products=mske_set(EventProduct),

NumOfCountries = dcount( DstGeoCoumli - ) by TargetUserld, TargetUserPrincipalName, TargetUserType

SrcGeoRegiofi”

| where NumOfCountries »>= threshold

Answer:

Explanation:

let timeframe = ago(dh);

let threshold = 5;

! imAuthentication E‘

imNetworkSession
imProcessCreate
imWebSession

| where TimeSernerated > timeframe
| where EventTypes='Logon’ snd EventResultes"Success’
| where i*mtwty{srta\:\couﬁ:r,}

| summarize StartTime = min(TimeGenersfed), EndTise = max(TimeGenerated), Vendors=make_set(EventVendor), Productse=make_set(EventProduct), °

NumOfCountries = deount( DstGeoCoumﬁ ¥ | ) by TargetUserld, TargetUserPrincipalieme, TargetUserType

Region

e mecores SN T CrOSOF

NEW QUESTION # 255

You have a Microsoft Sentinel workspace named Workspacel and 200 custom Advanced Security Information Model (ASIM)
parsers based on the DNS schema. You need to make the 200 parsers available in Workspacel.

The solution must minimize administrative effort. What should you do first?

A. Create an XML file based on the DNS tenplate.
B. Copy the parsers to the Azure Monitor Logs page.
C. Create a YAML file based on the DNS tenplate.
D. Create a JSON file based on the DNS tenplate.

Answer: B

NEW QUESTION # 256

You have a Microsoft Sentinel workspace.

You have a KQL query. The query returns Microsoft Sentinel incidents that are stored in the Securityincident table and occurred
during the last 90 days.

Youneed to create a Microsoft Sentinel workbook that will include a visualization of the query.

To what should you set Data source and Resource type for the workbook? To answer, select the appropriate options in the answer



area.
NOTE: Each correct selection is worth one point.

Answer Area

Data source: {Analytics) -
ure Data Explorer

| Azure Resource Graph
2*’ Azure Resource Manair
& Logs (Basic)

‘b Resource type: Microsoft Sentinel ¥
Application insights

. M |cr0505u10Q

Security Alert
Workspace

Answer:

Explanation:
Answer Area

Microsoft

Data source: _Logs (Analytics)
| Azure Data Explorer
. Azure'Resource Graph
JAzure Resource Manager

I

Logs (Analytics)
Logs (Basic)
Resource type: Microsoft Sentinel R

Application insights
Log Analyti

Security Alert

Workspace
Explanation:

Data sounf® “Lods (Analytics)

Resdurce type: isrosoft Sentinel
WM icrosoft

NEW QUESTION # 257

You have an Azure Functions app that generates thousands of alerts in Azure Security Center each day for normal activity.
Youneed to hide the alerts automatically in Security Center.

Which three actions should you perform in sequence in Security Center? Each correct answer presents part of the solution.
NOTE: Each correct selection is worth one point.



Actions Answer area

Select Pricing & settings.

Select Security alerts.

Select IP as the entity type and specify
the IP address. |

Select Azure Re€ource as the e;ﬁg_ ) @
type and specify the ID.

' Select Suppression rules, and then
- select Create new suppression rule. |

Select Security ﬁnlch | cro Sth

Answer:

Explanation:
Actions Answer area
_____________________________________ g

Select Pricing & settings : : Select Security policy I

v pnesnmurmanry [§ JUPSSTONE, \ MFEPIERENE l
, Select Security alerts. } P e - - -
= e~ I Select Suppression rules, and then

I _-select Create new suppression rule.

T T o R s R Select Azure Resource as the entity @
type and specify the ID. I

— o e me e e e e e e s e e e e

E Mrerose E--—i

lect Security policy.

Explanation:

Select Security policy.

| Select Suppression rules, and then
~select Create new suppression rule.

Select Azure Resource as the entity
type and specify the dDsoft
Reference:

https//techcommunity. microsoft.com/tS/azure-security-center/suppression-rules- for-azure-security-center- alerts-are-now/ba-
p/1404920



NEW QUESTION # 258

You have a Microsoft Sentinel workspace.

You need to configure a report visual for a custom workbook. The solution must meet the following requirements:
* The count and usage trend of AppDisplayName must be included

* The TrendList column must be useable in a sparkline visual,

How should you complete the KQL query? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

Answer Area

SigninLogs
| where ResultType == @ and AppDisplayName != ""

| summarize count() by AppDisplayName

| !lum K
Si

let
lookup TrendList = count() on TimeGenerated in fFange({(TimeRange:start), {TimeRange:end}, 4h) by AppDisplayName

- )J V- pand
. | top 10 by count_ dSOft

SigninLogs

|  make-series ¥  TreadList = count() on TimeGenerated in range((TimeRange:start), (TimeRange:end), 4h) by AppDisplayName
 make_bag()
make-series
' mv-expand
render

) on AppDisplayName

| top 10 by count_ desc

Answer:
Explanation:
Answer Area
SigninLogs
| where ResultType == @ and AppDisplayMame != *"
| summarize count() by AppDisplayMame

I [ioin > | .
| emm— BB\Microsoft

Iet

| lookup TrendList = count() on TimeGenerated ip r;ﬂe({TheRal‘e_:ﬂ! (TimeRange:end), 4h) by AppDisplayName

mv-expand
e

| top 10 by count_ desc

SigninLogs

|  make-series ¥  TrendList = count() on TimeGenerated in range((TimeRange:start), (TimeRange:end), 4h) by AppDisplayMame
 make_bag()

render
) on AppDisplayhame

| ton 18 bv count  desr

Explanation:



Answer Area
SigninLogs
where ResultType == @ and AppDisplaylame |= *©

summarize count() by AppDisplayName

nake-sere Trendl ishe= unt () on TimeGenerated in range((TimeRange:start), {TimeRange:end), 4h) by AppDisplayhame
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