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mit Losungen (Q90-Q95):

90. Frage
What is the purpose of the HTMLS Gateway in CyberArk Remote Access Architecture when integrated with Privilege Cloud?

e A It combines Zero Trust access along with biometric authentication and seamless just-in-time provisioning for remote
vendors connecting to CyberArk Privilege Cloud.
¢ B. It authenticates connections between the Remote Access Cloud Service and the customer’s Privilege Cloud environment.
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e C. It provides VPN access to critical target systemns.
e D. It tunnels the session between the Remote Access Connector and the Privileged Session Manager.

Antwort: D

Begrindung;

CyberArk documents that the HTMLS gateway tunnels the session using a secure WebSocket over port 443

, enabling users to access PSM sessions froma web browser (instead of requiring an RDP client connection from the endpoint).
In Privilege Cloud remote access for employees, CyberArk describes using Remote Access and HTMLS to enable secure remote
access sessions through PSM "from any web browser," eliminating the need for VPN clients.

Given the provided answer choices, A is the only option that matches the documented "tunneling” role of the HTMLS Gateway
(even though the most precise phrasing in CyberArk docs is "tunnels the session between the end user and the PSM machine").
Why the other options are incorrect:

* B: Authentication is handled by Privilege Cloud/IdP mechanisms; the HTMLS gateway's documented role is session tunneling, not
being the primary authenticator.

* C: CyberArk explicitly positions HTMLS remote access as eliminating the need for VPN clients (not providing VPN).

* D: This is marketing language not reflected as the HTMLS gateway's documented purpose.

91. Frage
Which components can be installed when running the Privilege Cloud Connector installation package?
(Choose two.)

A. Privileged Session Manager for SSH (PSM for SSH)
B. Privileged Session Manager (PSM)

C. Central Credential Provider (CCP)

D. Secure Tunnel

E. Central Policy Manager (CPM)

Antwort: B,E

Begriindung;

In the Privilege Cloud Installer (Standard) procedure, the Connector installer explicitly prompts you to select which components you
want to mstall: "CPM/PSM/Both." That means the installation package supports installing;

* PSM (Windows connector)

*CPM

Why the other options are not correct for this installer package:

* C (Secure Tunnel) is treated as a separate component (downloaded as a Secure Tunnel Client Installer package), not one of the
"CPM/PSM/Both" choices in the Connector installer step.

* D (CCP) 1s not listed as an installable component in the Privilege Cloud Connector installer flow shown in the official procedure.
* E (PSM for SSH) is selected/downloaded as a separate component to support UNIX/Linux, not installed via the Connector
mstaller's "CPM/PSM/Both" selection.

92. Frage
How can a platform be configured to work with load-balanced PSMs?

A. Include details of the PSMs with load balancing in the Basic_psm.ini file on each PSM server.

B. Use the Privilege Cloud Portal to update the Session Management settings for the platform in the Master Policy.
C. Remove all entries from configured PSM Servers except for the ID of the PSMs with load balancing,

D. Create a new PSM definition that targets the load balancer IP address and assign to the platform.

Antwort: D

Begrindung;

To configure a platform to work with load-balanced Privileged Session Managers (PSMs), you should:

* Create a new PSM definition that targets the load balancer IP address and assign it to the platform (Option B). This approach
mvolves configuring the platform settings to direct session traffic through a load balancer that distributes the load across multiple
PSM servers. This is effective in environments where high availability and fault tolerance are priorities.

Reference: CyberArk's setup guidelines for high-availability environments typically recommend configuring platforns to utilize load
balancers to ensure continuous availability and optimal distribution of session management tasks.



93. Frage
You want to improve performance on the CPM by restricting accounts for the CYBRWINDAD platform to only the WINDEMEA
and WINDEMEA ADMIN Safes. How do you set this in CyberArk?

¢ A. Inthe CYBRWINDAD platform, under UI & Workflows > Properties > Optional, configure AllowedSafes and set it to
(WINDEMEA)(WINDEMEA ADMIN).

¢ B. Modify cpm.ini on the relevant CPM(s) and add AllowedSafesCYBRWINDAD and set it to (WINDEMEA)|
(WINDEMEAADMIN).

¢ C. Inthe settings for Configuration/CPM assigned to the WINDEMEA and WINDEMEAADMIN Safes, configure
AllowedSafes and set it to (WINDEMEA)|(WINDEMEAADMIN).

¢ D. Inthe CYBRWINDAD platform, under Automatic Password Management > General, configure AllowedSafes and set it
to (WINDEMEA)|(WINDEMEA ADMIN).

Antwort: D

Begrindung;

CyberArk's official guidance for restricting a platform to specific Safes is to set the AllowedSafes platform parameter in the General
section of the platform under Automatic Password Management.

AllowedSafes uses a regular expression to match Safe names, which is why a pattern such as (WINDEMEA)|

(WINDEMEA ADMIN) is used to allow exactly those two Safe names.

94. Frage
Which statements are correct regarding enabling end users from multiple domains in the same forest to authenticate to CyberArk
Privilege Cloud? (Choose two.)

¢ A. Configuring authentication for users in multiple domains in the same forest is not recommended due to potential
performance issues.

¢ B. CyberArk recommends consolidating users from multiple domains in the same forest into the CyberArk Cloud Directory
for this specific use case.

e C. This can be accomplished when the users' Active Directory accounts are in domains with domain controllers that have a
two-way, transitive trust relationship with the domain controller to which the connector is connected.

¢ D. CyberArk does not permit end users from multiple domains to authenticate to CyberArk Privilege Cloud, it only allows
users from multiple directory services, such as AD, Azure AD, CyberArk Cloud Directory, etc.

e E. To enable authentication for users in multiple domains in the same forest, you should install separate CyberArk Identity
Connectors for each independent domain.

Antwort: C,E

Begrindung;

CyberArk's official connector guidance (CyberArk Identity / Identity Administration-used with Privilege Cloud Shared Services for
AD user authentication) says that for trusted domains in a single forest, you use this model when the domain controllers have a two-
way, transitive trust relationship with the domain controller the connector is joined to.

It also clarifies that a single connector can be used for the entire domain tree or forest in that trusted- domain model, and
authentication requests are handled according to AD trust relationships within the forest

/tree.

https://docs.cyberark.convidentity/latest/en/content/coreservices/connector/userauthmultdomain. htm
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