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Topic Details

¢ Product Overview: This section of the exam measures skills of Security Admnistrators and focuses on
understanding PingAccess features, finctionality, and its primary use cases. It also covers how PingAccess

Topic 1 . . . .
P mtegrates with other Ping products to support secure access management solutions.

¢ General Maintenance and File System: This section of the exam measures the skills of System Engineers

and addresses maintenance tasks such as license management, backups, configuration imports or exports,
Topic 2 auditing, and product upgrades. It also includes the purpose of log files and an overview of the PingAccess
file system structure with important configuration files.

¢ Policies and Rules: This section of the exam measures the skills of Security Administrators and focuses on

how PingAccess evaluates paths for applying policies and resources. It covers the role of different rule
Topic 3 types, their configuration, and the implementation of rule sets and rule set groups for consistent policy
enforcement.

¢ General Configuration: This section of the exam measures skills of Security Administrators and introduces

the different object types within PingAccess such as applications, virtual hosts, and web sessions. It
Topic 4 explains managing application resource properties, creating web sessions, configuring identity mappings,
and navigating the administrative console effectively.

e Installation and Initial Configuration: This section of the exam measures skills of System Engineers and

reviews installation prerequisites, methods of nstalling or removing PingAccess, and securing configuration
Topic 5 database passwords. It explains the role of run.properties entries and outlines how to set up a basic on-
premise PingAccess cluster.

¢ Integrations: This section of the exam measures skills of System Engineers and explains how PingAccess

mtegrates with token providers, OAuth and OpenID Connect configurations, and site authenticators. It also
Topic 6 ncludes the use of agents and securing web, API, and combined applications through appropriate
mtegration settings.

Ping Identity Certified Professional - PingAccess Sample Questions (Q61-
Q66):

NEW QUESTION # 61

An admmnistrator configures the following:

* HTTP Request Parameter Rule for'can read=yes"

* Web Session Attribute Rule forOpt-in= yes

* Web Session Attribute Rule forgroup = customerService

* Rule SetA(ALL) # includes (HTTP Request Parameter Rule)

* Rule SetB(ANY) # includes (Opt-in yes, group customerService)

* Rule Set GroupC(ALL) # includes (Rule Set A, Rule Set B)Assigned to the web application.
Which set of conditions must be met to be able to access the application?

e A. The request requires a parameter called can read with a value of yes. Additionally, the authenticated user must be in
customrer service and have the opt-in attribute set to yes.

e B. The request requires a parameter called can_read with a value of yes unless the authenticated user is in either customer
service or has the opt-in attribute set to yes.

e C. The request requires a parameter called can read with a value of yes unless the authenticated user is in customer service
and the opt-in attribute set to yes.

e D. The request requires a paranmeter called can read with a value of yes. The authenticated usernust be either in customer
service or have the opt-in attribute set to yes.

Answer: D

Explanation:

The Rule Set GroupC(ALL) requiresboth Rule Set A and Rule Set Bto evaluate to true.
* Rule Set A (ALL)requirescan_read=yes.

* Rule Set B (ANY)requireseitherOpt-in=yesORgroup=customerService.



* Together in Rule Set Group C (ALL), both conditions must hold:

* can_read=yesmust be present in the request.

* User must have eitheropt-in=yesor be in thecustomerServicegroup.

This matchesOption Dexactly.

* Option Ais incorrect; it requires both attributes in Rule Set B, but B is ANY (either is sufficient).

* Option Bis incorrect; the "unless" wording is misleading - the parameter is always required because Rule Set A uses ALL.
* Option Cis incorrect; same reasoning as above, B is AN'Y not AND.

* Option Dis correct -can_read=yes AND(opt-in=yesORgroup=customerService).

Reference:PingAccess Administration Guide -Rules, Rule Sets, and Rule Set Groups

NEW QUESTION # 62
An application owner would like customized errors for rule violations within an application. Where is this configured?

A. Within the Root Resource of the Application
B. When assigning a Rule to a Resource

C. Within the Rule definition

D. When combining Rules into Rule Sets

Answer: A

Explanation:

PingAccess allows administrators to configirecustom error pages or messagesat theRoot Resource levelof an application. This
ensures that when rule violations (e.g., authorization failures) occur, the application can display tailored error responses.

Exact Extract:

"Custom error handling for rule violations is configured within the Root Resource of an application."”

* Option Ais incorrect - assigning a rule to a resource does not allow defining custom errors.

* Option Bis correct - the Root Resource is where admmistrators define custom error handling for the entire application.

* Option Cis incorrect - Rule Sets only combine rules; they do not handle error responses.

* Option Dis incorrect - individual rule definitions do not contain custom error configurations.

Reference:PingAccess Administration Guide -Configuring Application Resources and Error Handling

NEW QUESTION # 63
How many admmnistrators are supported using HTTP Basic Authentication in the Administrative Console?

A0
B. 1
C.2
D.3

Answer: C

Explanation:

When usingHTTP Basic Authentication(admin.auth=native), PingAccess only supports asingle administrative account(the default
admin user). For multiple administrators, SSO integration (e.g., OIDC) is required.

Exact Extract:

"When admin authentication is set to native (HTTP Basic), only one administrative user is supported. For multiple admins, configure
UI authentication with an OIDC provider."

* Option A (1000)is incorrect.

* Option B (1)is correct - only one basic auth admin account.

* Option C (10)andOption D (100)are incorrect.

Reference:PingAccess Administration Guide - Admin Authentication

NEW QUESTION # 64
What is the purpose of thepa.operational. modeconfiguration setting?

e A, To determine if a cluster node is enabled or disabled
e B. To determine the role the server perfors in a cluster



¢ (. To determine if a server should participate in cluster replication
¢ D. To determine whether a server is a development or production server

Answer: B

Explanation:

Thepa.operational. modeproperty inrun.propertiesdefines therole of the nodein a PingAccess deployment (e.
2,STANDALONE,CLUSTERED CONSOLE,CLUSTERED CONSOLE REPLICA,ENGINE).
Exact Extract:

"Thepa.operational. modeproperty determines the role of the server in the cluster, such as standalone, console, console replica, or
engine."

* Option Ais incorrect - replication is implicit in certain roles, not controlled directly.

* Option Bis correct - the setting specifies whether the node is admin console, replica, or engine.

* Option Cis incorrect - development vs production is not a function of this setting.

* Option Dis incorrect - it does not enable/disable nodes.

Reference:PingAccess Administration Guide -run.properties

NEW QUESTION # 65
‘Which two browsers are supported for the PingAccess Admin console? (Choose 2 answers.)

A. Brave

B. Apple Safari
C. Opera

D. Microsoft Edge
E. Google Chrome

Answer: D,E

Explanation:

PingAccess officially supportsGoogle ChromeandMicrosoft Edgefor the administrative console. Other browsers (Safari, Opera,
Brave) may work but are not officially supported.

Exact Extract:

"The PingAccess administrative console is supported on current versions of Google Chrome and Microsoft Edge."
* Option A (Safari)is not officially supported.

* Option B (Opera)is not supported.

* Option C (Google Chrome)is correct.

* Option D (Microsoft Edge)is correct.

* Option E (Brave)is not officially supported.

Reference:PingAccess Release Notes -System Requirements
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