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You use FortiManager to configure SD-WAN on three branch devices.
When you install the device settings. FortiManager prompts you with the error "Copy Failed" for the device branch1_fat When you
click the log button. FortiManager displays the message shown in the exhibit.



A. Check the connection between branch1_fgt and FortiManager
B. Check the metadata variable definitions, and review the per-device mapping configuration.
C. Remove the installation target for the SD-WAN member port4. You cannot combine metadata variable and installation
targets.
D. Based on the exhibits, which statement best describes the issue and how you can resolve it?
E. Gateways for all members in a zone must be defined the same way. Specify the gateway of the SD-WAN member port!
without metadata variables.

Answer: B

NEW QUESTION # 92 
Refer to the exhibit.

Which two conclusions can you draw from the output shown? (Choose two.)

A. UDP traffic destined to the subnet 10.22.0.0/24 matches a manual SD-WAN rule.
B. UDP traffic destined to the subnet 10.22.0.0/24 matches a policy route.
C. One SD-WAN rule is defined with application categories as the destination.
D. One SD-WAN rule allows traffic load balancing.

Answer: B,C

Explanation:
One SD-WAN rule is defined with application categories as the destination → The diagnose output shows application control
matches such as Microsoft.Portal, Operational.Technology, and Social.Media, confirming that SD-WAN rules are using application
categories as destinations.
UDP traffic destined to the subnet 10.22.0.0/24 matches a policy route → The first entry (id=1) shows protocol=17 (UDP) with
destination 10.22.0.0/24, confirming this traffic is handled by a policy route instead of an SD-WAN rule.



NEW QUESTION # 93 
The FortiGate devices are managed by ForliManager, and are configured for direct internet access (DIA). You confirm that DIA is
working as expected for each branch, and check the SD- WAN zone configuration and firewall policies shown in the exhibits.



Then, you use the SD-WAN overlay template to configure the IPsec overlay tunnels. You create the associated SD-WAN rules to
connect existing branches to the company hub device and apply the changes on the branches.
After those changes, users complain that they lost internet access. DIA is no longer working.
Based on the exhibit, which statement best describes the possible root cause of this issue?

A. The SD-WAN overlay template didn't configure a firewall policy to allow traffic through the overlay.
B. The SD-WAN overlay template updates the SD-WAN template and the rules.
C. The SD-WAN overlay template defines a zone for each underlay interface and moves the interfaces into those zones.
D. The SD-WAN overlay template redefines the interface gateway addresses if they are defined with metadata variables.

Answer: C

Explanation:
The SD-WAN overlay template defines a zone for each underlay interface and moves the interfaces into those zones. This statement



perfectly describes the likely sequence of events. The template, when applied, re-organizes the interfaces and zones, causing the
existing firewall policy that relies on the old zone configuration to fail. This is the most plausible root cause.

NEW QUESTION # 94 
Refer to the exhibit.

The administrator analyzed the traffic between a branch FortiGate and the server located in the data center, and noticed the behavior
shown in the diagram.
When the LAN clients located behind FGT1 establish a session to a server behind DC-1, the administrator observes that, on DC-1,
the reply traffic is routed overT2. even though T1 is the preferred member in the matching SD-WAN rule.
What can the administrator do to instruct DC-1 to route the reply traffic through the member with the best performance?

A. Enable auxiliary-session under config system settings.
B. Enable reply-session under config system sdwan.
C. FortiGate route lookup for reply traffic only considers routes over the original ingress interface.
D. Enable snat-route-change under config system global.

Answer: B

Explanation:
When asymmetric routing is observed (such as reply traffic not following the optimal path), the solution is:
"The auxiliary-session feature, enabled under config system settings, allows FortiGate to consider multiple egress interfaces for reply
traffic, not just the original ingress interface. This is crucial for SD-WAN environments where the best path may differ between
forward and return directions, especially when performance or policy rules are dynamically evaluated." Activating this ensures reply
traffic is always sent on the member with the best real-time metrics.
Reference:
[FCSS_SDW_AR-7.4 1-0.docx Q23]
FortiOS 7.4 CLI Reference, "auxiliary-session for SD-WAN Path Optimization"

NEW QUESTION # 95 
Refer to the exhibit.



The exhibit shows the BGP configuration on the hub in a hub-and-spoke topology. The administrator wants BGP to advertise
prefixes from spokes to other spokes over the IPsec overlays, including additional paths. However, when looking at the spoke
routing table, the administrator does not see the prefixes from other spokes and the additional paths Which three settings must the
administrator configure inside each BGP neighbor group so spokes can learn the prefixes of other spokes and their additional paths?
(Choose three.)

A. Set additional-pathto send
B. Enable route-reflector-client.
C. Set additional-pathto forward
D. Enable route-reflector-server
E. Set adv-additional-pathto the number of additional paths to advertise.

Answer: A,B,E

Explanation:
The hub must send additional paths to spokes (set additional-path send).
The hub must treat each spoke as a route-reflector client so spoke routes are reflected to other spokes.
The hub must specify how many additional paths to advertise (set adv-additional-path <n>).

NEW QUESTION # 96
......
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