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Amazon AWS Certified Data Engineer - Associate (DEA-C01) Sample
Questions (Q192-Q197):
NEW QUESTION # 192 
During a security review, a company identified a vulnerability in an AWS Glue job. The company discovered that credentials to
access an Amazon Redshift cluster were hard coded in the job script.
A data engineer must remediate the security vulnerability in the AWS Glue job. The solution must securely store the credentials.
Which combination of steps should the data engineer take to meet these requirements? (Choose two.)

A. Access the credentials from a configuration file that is in an Amazon S3 bucket by using the AWS Glue job.
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B. Store the credentials in AWS Secrets Manager.
C. Store the credentials in the AWS Glue job parameters.
D. Store the credentials in a configuration file that is in an Amazon S3 bucket.
E. Grant the AWS Glue job 1AM role access to the stored credentials.

Answer: B,E

Explanation:
AWS Secrets Manager is a service that allows you to securely store and manage secrets, such as database credentials, API keys,
passwords, etc. You can use Secrets Manager to encrypt, rotate, and audit your secrets, as well as to control access to them using
fine-grained policies. AWS Glue is a fully managed service that provides a serverless data integration platform for data preparation,
data cataloging, and data loading. AWS Glue jobs allow you to transform and load data from various sources into various targets,
using either a graphical interface (AWS Glue Studio) or a code-based interface (AWS Glue console or AWS Glue API).
Storing the credentials in AWS Secrets Manager and granting the AWS Glue job 1AM role access to the stored credentials will
meet the requirements, as it will remediate the security vulnerability in the AWS Glue job and securely store the credentials. By using
AWS Secrets Manager, you can avoid hard coding the credentials in the job script, which is a bad practice that exposes the
credentials to unauthorized access or leakage. Instead, you can store the credentials as a secret in Secrets Manager and reference
the secret name or ARN in the job script. You can also use Secrets Manager to encrypt the credentials using AWS Key
Management Service (AWS KMS), rotate the credentials automatically or on demand, and monitor the access to the credentials
using AWS CloudTrail. By granting the AWS Glue job 1AM role access to the stored credentials, you can use the principle of least
privilege to ensure that only the AWS Glue job can retrieve the credentials from Secrets Manager. You can also use resource-based
or tag-based policies to further restrict the access to the credentials.
The other options are not as secure as storing the credentials in AWS Secrets Manager and granting the AWS Glue job 1AM role
access to the stored credentials. Storing the credentials in the AWS Glue job parameters will not remediate the security vulnerability,
as the job parameters are still visible in the AWS Glue console and API. Storing the credentials in a configuration file that is in an
Amazon S3 bucket and accessing the credentials from the configuration file by using the AWS Glue job will not be as secure as
using Secrets Manager, as the configuration file may not be encrypted or rotated, and the access to the file may not be audited or
controlled. Reference:
AWS Secrets Manager
AWS Glue
AWS Certified Data Engineer - Associate DEA-C01 Complete Study Guide, Chapter 6: Data Integration and Transformation,
Section 6.1: AWS Glue

NEW QUESTION # 193 
A company receives .csv files that contain physical address data. The data is in columns that have the following names: Door_No,
Street_Name, City, and Zip_Code. The company wants to create a single column to store these values in the following format:

Which solution will meet this requirement with the LEAST coding effort?

A. Write a Lambda function in Python to read the files. Use the Python data dictionary type to create the new column.
B. Use AWS Glue DataBrew to read the files. Use the NEST TO ARRAY transformation to create the new column.
C. Use AWS Glue DataBrew to read the files. Use the NEST TO MAP transformation to create the new column.
D. Use AWS Glue DataBrew to read the files. Use the PIVOT transformation to create the new column.

Answer: C

Explanation:
The NEST TO MAP transformation allows you to combine multiple columns into a single column that contains a JSON object with
key-value pairs. This is the easiest way to achieve the desired format for the physical address data, as you can simply select the
columns to nest and specify the keys for each column. The NEST TO ARRAY transformation creates a single column that contains
an array of values, which is not the same as the JSON object format. The PIVOT transformation reshapes the data by creating new



columns from unique values in a selected column, which is not applicable for this use case. Writing a Lambda function in Python
requires more coding effort than using AWS Glue DataBrew, which provides a visual and interactive interface for data
transformations. References:
* 7 most common data preparation transformations in AWS Glue DataBrew (Section: Nesting and unnesting columns)
* NEST TO MAP - AWS Glue DataBrew (Section: Syntax)

NEW QUESTION # 194 
A data engineer needs to create an Amazon Athena table based on a subset of data from an existing Athena table named
cities_world. The cities_world table contains cities that are located around the world. The data engineer must create a new table
named cities_us to contain only the cities from cities_world that are located in the US.
Which SQL statement should the data engineer use to meet this requirement?

A. Option B
B. Option D
C. Option C
D. Option A

Answer: D

Explanation:
To create a new table named cities_usa in Amazon Athena based on a subset of data from the existing cities_world table, you should
use an INSERT INTO statement combined with a SELECT statement to filter only the records where the country is 'usa'. The
correct SQL syntax would be:
* Option A: INSERT INTO cities_usa (city, state) SELECT city, state FROM cities_world WHERE country='usa';This statement
inserts only the cities and states where the country column has a value of
'usa' from the cities_world table into the cities_usa table. This is a correct approach to create a new table with data filtered from an
existing table in Athena.
Options B, C, and D are incorrect due to syntax errors or incorrect SQL usage (e.g., the MOVE command or the use of UPDATE
in a non-relevant context).
References:
Amazon Athena SQL Reference
Creating Tables in Athena

NEW QUESTION # 195 
A data engineer is building an automated extract, transform, and load (ETL) ingestion pipeline by using AWS Glue. The pipeline
ingests compressed files that are in an Amazon S3 bucket. The ingestion pipeline must support incremental data processing.
Which AWS Glue feature should the data engineer use to meet this requirement?

A. Triggers
B. Workflows
C. Job bookmarks
D. Classifiers



Answer: C

Explanation:
Problem Analysis:
The pipeline processes compressed files in S3 and must support incremental data processing.
AWS Glue features must facilitate tracking progress to avoid reprocessing the same data.
Key Considerations:
Incremental data processing requires tracking which files or partitions have already been processed.
The solution must be automated and efficient for large-scale ETL jobs.
Solution Analysis:
Option A: Workflows
Workflows organize and orchestrate multiple Glue jobs but do not track progress for incremental data processing.
Option B: Triggers
Triggers initiate Glue jobs based on a schedule or events but do not track which data has been processed.
Option C: Job Bookmarks
Job bookmarks track the state of the data that has been processed, enabling incremental processing.
Automatically skip files or partitions that were previously processed in Glue jobs.
Option D: Classifiers
Classifiers determine the schema of incoming data but do not handle incremental processing.
Final Recommendation:
Job bookmarks are specifically designed to enable incremental data processing in AWS Glue ETL pipelines.
Reference:
AWS Glue Job Bookmarks Documentation
AWS Glue ETL Features

NEW QUESTION # 196 
A data engineer is launching an Amazon EMR duster. The data that the data engineer needs to load into the new cluster is currently
in an Amazon S3 bucket. The data engineer needs to ensure that data is encrypted both at rest and in transit.
The data that is in the S3 bucket is encrypted by an AWS Key Management Service (AWS KMS) key. The data engineer has an
Amazon S3 path that has a Privacy Enhanced Mail (PEM) file.
Which solution will meet these requirements?

A. Create an Amazon EMR security configuration. Specify the appropriate AWS KMS key for local disk encryption for the
S3 bucket. Specify the Amazon S3 path of the PEM file for in-transit encryption. Use the security configuration during EMR
cluster creation.
B. Create an Amazon EMR security configuration. Specify the appropriate AWS KMS key for at-rest encryption for the S3
bucket. Specify the Amazon S3 path of the PEM file for in-transit encryption. Use the security configuration during EMR
cluster creation.
C. Create an Amazon EMR security configuration. Specify the appropriate AWS KMS key for at-rest encryption for the S3
bucket. Specify the Amazon S3 path of the PEM file for in-transit encryption.Create the EMR cluster, and attach the security
configuration to the cluster.
D. Create an Amazon EMR security configuration. Specify the appropriate AWS KMS key for at-rest encryption for the S3
bucket. Create a second security configuration. Specify the Amazon S3 path of the PEM file for in-transit encryption. Create
the EMR cluster, and attach both security configurations to the cluster.

Answer: B

Explanation:
The data engineer needs to ensure that the data in an Amazon EMR cluster is encrypted both at rest and in transit. The data in
Amazon S3 is already encrypted using an AWS KMS key. To meet the requirements, the most suitable solution is to create an
EMR security configuration that specifies the correct KMS key for at- rest encryption and use the PEM file for in-transit encryption.
* Option C: Create an Amazon EMR security configuration. Specify the appropriate AWS KMS key for at-rest encryption for the
S3 bucket. Specify the Amazon S3 path of the PEM file for in- transit encryption. Use the security configuration during EMR cluster
creation.This option configures encryption for both data at rest (using KMS keys) and data in transit (using the PEM file for
SSL/TLS encryption). This approach ensures that data is fully protected during storage and transfer.
Options A, B, and D either involve creating unnecessary additional security configurations or make inaccurate assumptions about the
way encryption configurations are attached.
References:
* Amazon EMR Security Configuration
* Amazon S3 Encryption
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