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Amazon SCS-C03 Exam Syllabus Topics:

Topic Details

¢ Security Foundations and Governance: This domain addresses foundational security practices ncluding
policies, compliance frameworks, risk management, security automation, and audit procedures for AWS
environments.

Topic 1

¢ Infrastructure Security: This domain focuses on securing AWS infrastructure including networks, compute
resources, and edge services through secure architectures, protection mechanisis, and hardened

configurations.

o Identity and Access Management: This domain deals with controlling authentication and authorization
through user identity management, role-based access, federation, and implementing least privilege
principles.

Topic 2

Topic 3
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Amazon AWS Certified Security - Specialty Sample Questions (Q161-Q166):

NEW QUESTION # 161
A company runs an application on a fleet of Amazon EC2 instances. The company can remove instances from the fleet without risk
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to the application. All EC2 instances use the same security group named ProdFleet.

Amazon GuardDuty and AWS Config are active in the company's AWS account.

A security engineer needs to provide a solution that will prevent an EC2 instance from sending outbound traffic if GuardDuty
generates a cryptocurrency finding event. The security engineer creates a new security group named Isolate that contains no
outbound rules. The security engineer configures an AWS Lambda function to remove an EC2 instance from the ProdFleet security
group and add it to the Isolate security group.

‘Which additional step will meet this requirement?

¢ A. Configure an AWS Config rule that invokes the Lambda function if a CryptoCurrency:EC2/* configuration change event
occurs for an EC2 mstance.

¢ B. Configure an Amazon EventBridge rule that invokes the Lambda function if GuardDuty generates a
CryptoCurrency:EC2/* finding event.

¢ C. Configure GuardDuty to directly invoke the Lambda function if GuardDuty generates a CryptoCurrency:EC2/* finding
event.

¢ D. Configure an Amazon EventBridge rule that invokes the Lambda finction if AWS Config detects a CryptoCurrency:EC2/*
configuration change event for an EC2 instance.

Answer: B

Explanation:

Amazon GuardDuty generates security findings when it detects suspicious or malicious activity, including CryptoCurrency:EC2/*
findings that indicate an EC2 instance may be involved in unauthorized cryptocurrency mining. According to AWS Certified Security
- Specialty documentation, GuardDuty findings are published as events toAmazon EventBridge(formerly Amazon CloudWatch
Events).

Amazon EventBridge is the recommended service for buildingautomated incident response workflows. By creating an EventBridge
rule that listens for GuardDuty findings of type CryptoCurrency:EC2/*, the security engineer can automatically invoke a Lambda
function to isolate the affected EC2 instance by modifying its security group attachments.

Option A is incorrect because GuardDuty does not directly invoke Lambda fimctions. Option B and Option D are incorrect because
AWS Config tracks configuration compliance and resource changes, not real-time threat detection events. Cryptocurrency findings
are security detections, not configuration changes.

AWS documentation explicitly describes this pattern-GuardDuty # EventBridge # Lambda # remediation action-as a best practice
for automated threat response and containment.

* AWS Certified Security - Specialty Official Study Guide

* Amazon GuardDuty User Guide - Findings

* Amazon EventBridge User Guide

* AWS Incident Response Best Practices

NEW QUESTION # 162
A company has several Amazon S3 buckets that do not enforce encryption in transit. A security engineer must implement a solution
that enforces encryption in transit for all the company's existing and fiture S3 buckets. Which solution will meet these requirements?

e A. Create an AWS CloudTralil trail. Enable S3 data events on the trail. Create an AWS Lambda function that applies a
bucket policy to deny requests when the value of the aws:Secure Transport condition key is False. Configure the CloudTrail
trail to invoke the Lambda finction.

e B. Enable AWS Config. Configure the s3-bucket-ssl-requests-onty AWS Config managed rule and set the rule trigger type to
Hybrid. Create an AWS Systems Manager Automation runbook that applies a bucket policy to deny requests when the value
of the aws:Secure Transport condition key is False. Configure automatic remediation. Set the runbook as the target of the rule.

e C. Enable Amazon Inspector. Create a custom AWS Lambda rule. Create a Lambda fimction that applies a bucket policy to
deny requests when the value of the aws:SecureTransport condition key is False. Set the Lambda function as the target of the
rule.

e D. Enable AWS Config. Create a proactive AWS Config Custom Policy rule. Create a Guard clause to evaluate the S3
bucket policies to check for a value of True for the aws:Secure Transport condition key. Ifthe AWS Config rule evaluates to
NON_COMPLIANT, block resource creation.

Answer: B

Explanation:

To enforce encryption in transit for Amazon S3, AWS best practice is to require HTTPS (TLS) by using a bucket policy condition
that denies any request where aws:SecureTransport is false. The requirement includes both existing buckets and future buckets, so
the control must continuously evaluate configuration drift and automatically remediate. AWS Config is the service intended for



continuous configuration compliance monitoring across resources, and AWS Config managed rules provide standardized checks
with low operational overhead. The s3-bucket-ssl-requests- only managed rule evaluates whether S3 buckets enforce SSL-only
requests, aligning directly with enforcing encryption in transit. Setting the trigger type to Hybrid ensures evaluation both on
configuration changes and periodically. Automatic remediation with an AWS Systers Manager Automation runbook allows the
organization to apply or correct the bucket policy consistently at scale without manual work. This approach also supports
governance by maintaining a measurable compliance status while actively fixing noncompliance. Option A is not the best fit because a
"proactive" custom policy rule does not by itself remediate existing buckets and "block resource creation” is not how AWS Config
enforces controls. Option C is incorrect because Amazon Inspector is a vulnerability management service and does not govern S3
bucket transport policies. Option D is inefficient and indirect because CloudTrail data events are not a compliance engine and would
require custom processing.

NEW QUESTION # 163

A company uses a collaboration application. A security engineer needs to configure automated alerts from AWS Security Hub in the
us-west-2 Region for the application. The security engineer wants to receive an alert in a channel in the application every time
Security Hub receives a new finding,

The security engineer creates an AWS Lambda function to convert the message to the format that the application requires. The
Lambda function also sends the message to the application's API. The security engineer configures a corresponding Amazon
EventBridge rule that specifies the Lambda function as the target.

After the EventBridge rule is implemented, the channel begins to constantly receive alerts from Security Hub. Many of the alerts are
Amazon Inspector alerts that do not require any action. The security engineer wants to stop the Amazon Inspector alerts.

‘Which solution will meet this requirement with the LEAST operational effort?

e A Create a Security Hub custom action that automatically sends findings from all services except Amazon Inspector to the
EventBridge event bus.

¢ B. Update the Lambda finction code to find pattern matches of events from Amazon Inspector and to suppress the findings.

¢ C. Modify the value of the ProductAm attribute in the event pattern of the EventBridge rule to
"anything-but": ["arn:aws:securityhub:us-west-2::product/ aws/inspector"].

¢ D. Create an Amazon Sinple Notification Service (Amazon SNS) topic to send messages to the application. Set a filter
policy on the topic subscriptions to reject any messages that contain the product/aws/inspector string.

Answer: C

Explanation:

To filter out specific findings, such as those from Amazon Inspector, EventBridge event patterns can be used to selectively route
events. By updating the ProductArmn attribute in the event pattern with anything-but for Amazon Inspector's ProductAm
(arn:aws:securityhub:us-west- ), only findings from other services will trigger the Lambda finction. This approach allows the security
engineer to filter

2:product/aws/inspector

out unnecessary alerts with minimal operational effort, avoiding the need for additional filtering in Lambda or SNS.

NEW QUESTION # 164

A company uses AWS 1AM Identity Center with SAML 2.0 federation. The company decides to change its federation source from
one identity provider (IdP) to another. The underlying directory for both IdPs is Active Directory. Which solution will meet this
requirement?

e A. Reconfigure all existing [AM roles in the company's AWS accounts to explicitly trust the new IdP as the principal.

e B. Modify the attribute mappings within the TAM Identity Center trust relationship to match information that the new IdP
sends.

e C. Confirm that the Network Time Protocol (NTP) clock skew is correctly set between IAM Identity Center and the new
IdP endpoints.

e D. Disable all existing users and groups within [AM Identity Center that were part of the federation with the original IdP.

Answer: B

Explanation:

AWS TAM Identity Center relies on SAML assertions and attribute mappings to associate federated users with identities, groups,
and permission sets. According to the AWS Certified Security - Specialty documentation, when changing identity providers while
maintaining the same underlying directory, existing users and group identities can be preserved by updating attribute mappings to
align with the new IdP's SAML assertions.



By modifying the attribute mappings, IAM Identity Center can correctly interpret usernames, group memberships, and unique
identifiers sent by the new IdP without requiring changes to AWS account roles or permission sets. This approach minimizes
operational effort and avoids disruption to access management.

Option A unnecessarily disables identities and causes access outages. Option C is incorrect because [AM Identity Center abstracts
role trust relationships, and roles do not directly trust the IdP. Option D is unrelated to federation source configuration and only
affects authentication timing issues.

AWS best practices recommend updating attribute mappings when switching IdPs that share the same directory source.

NEW QUESTION # 165

A security engineer uses Amazon Macie to scan a company's Amazon S3 buckets for sensitive data. The company has many S3
buckets and many objects stored in the S3 buckets. The security engineer must identify S3 buckets that contain sensitive data and
nust perform additional scanning on those S3 buckets.

‘Which solution will meet these requirements with the LEAST administrative overhead?

¢ A. Configure Macie automated discovery to continuously sample data from the S3 buckets. Perform full scans of the S3
buckets where Macie discovers sensitive data.

¢ B. Configure Macie scans to run on the S3 buckets. Aggregate the results of the scans in an Amazon DynamoDB table. Use
the DynamoDB table for queries.

e C. Create an AWS Lambda fimction as an S3 event destination for the S3 buckets. Configure the Lambda finction to start a
Macie scan of an object when the object is uploaded to an S3 bucket.

¢ D. Configure S3 Cross-Region Replication (CRR) on the S3 buckets to replicate the objects to a second AWS Region.
Configure Macie in the second Region to scan the replicated objects daily.

Answer: A

Explanation:

Amazon Macie'sautormated sensitive data discoveryis designed for exactly this: at scale, Macie continuously evaluates
andsamplesobjects across S3 buckets to identify where sensitive data (PII, financial data, credentials, etc.) is likely present. This
gives the security engineer a low-touch way toidentify which buckets contain sensitive datawithout having to orchestrate per-bucket
scanning workflows. Once Macie flags buckets with sensitive data findings, the engineer can then prioritize and runadditional, more
targeted scanning(for example, deeper classification jobs on those specific buckets) rather than scanning everything exhaustively all
the time.

NEW QUESTION # 166
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