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Amazon AWS Certified Generative Al Developer - Professional Sample
Questions (Q21-Q26):

NEW QUESTION # 21

A specialty coffee company has a mobile app that generates personalized coffee roast profiles by using Amazon Bedrock with a
three-stage prompt chain. The pronpt chain converts user inputs into structured metadata, retrieves relevant logs for coffee roasts,
and generates a personalized roast recommendation for each customer.

Users in multiple AWS Regions report inconsistent roast recommendations for identical inputs, slow inference during the retrieval
step, and unsafe recommendations such as brewing at excessively high temperatures. The company must improve the stability of
outputs for repeated mputs. The company must also improve app performance and the safety of the app's outputs. The updated
solution must ensure 99.5% output consistency for identical inputs and achieve inference latency of less than 1 second. The solution
must also block unsafe or hallucinated recommendations by using validated safety controls.

Which solution will meet these requirements?

e A. Cache prompt results in Amazon ElastiCache. Use AWS Lambda functions to pre-process metadata and to trace end-to-
end latency. Use AWS X-Ray to identify and remediate performance bottlenecks.

e B. Use Amazon Bedrock Agents to manage chaining, Log model inputs and outputs to Amazon CloudWatch Logs. Use logs
from Amazon CloudWatch to perform A/B testing for prompt versions.

e (. Deploy Amazon Bedrock with provisioned throughput to stabilize inference latency. Apply Amazon Bedrock guardrails
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that have semantic denial rules to block unsafe outputs. Use Amazon Bedrock Prompt Management to manage prompts by
using approval workflows.

¢ D. Use Amazon Kendra to improve roast log retrieval accuracy. Store normalized prompt metadata within Amazon
DynamoDB. Use AWS Step Functions to orchestrate multi-step prompts.

Answer: C

Explanation:

Option A best meets the combined requirements of low latency, stability, and validated safety controls by using purpose-built
Amazon Bedrock features designed for production GenAl operations. The company's latency target of under 1 second and its
observation of degradation during spikes strongly indicate capacity and throughput variability. Provisioned throughput for Amazon
Bedrock is intended to deliver more predictable performance by reserving inference capacity for a chosen model, reducing throttling
risk and stabilizing response times under load. This directly improves operational consistency across Regions where on-demand
capacity can vary.

The requirement to "block unsafe or hallucinated recommendations" is most directly addressed by Amazon Bedrock Guardrails.
Guardrails provide managed safety enforcement, including sensitive information controls and configurable content policies. Using
semantic denial rules enables the application to prevent unsafe guidance such as dangerous brewing temperatures or other harmful
procedural instructions, enforcing safety at the model boundary rather than relying on downstream filtering.

The remaining requirement is "99.5% output consistency for identical inputs." While generative models can be probabilistic,
production systems achieve practical consistency by controlling prompt versions, inputs, and policy behavior. Amazon Bedrock
Prompt Management supports controlled prompt lifecycle practices, including versioning and approval workflows, which reduce
unintended drift across deployments and Regions. By ensuring the same approved prompt templates and parameters are used
consistently, the company can materially improve repeatability for the same structured inputs and retrieval context, which is essential
in multi-stage prompt chains.

The other options are inconmplete. B improves experimentation and observability but does not enforce safety controls or stabilize
latency. C can improve performance, but it does not provide validated safety enforcement at inference time. D can help retrieval
relevance, but it does not address unsafe outputs or inference stability.

Therefore, A is the only option that simultaneously targets predictable latency, governance of prompt behavior, and strong safety
controls within Amazon Bedrock.

NEW QUESTION # 22

A company is using Amazon Bedrock to build a customer-facing Al assistant that handles sensitive customer inquiries. The company
nmust use defense-in-depth safety controls to block sophisticated prompt injection attacks. The company must keep audit logs of all
safety mterventions. The Al assistant must have cross- Region failover capabilities.

Which solution will meet these requirements?

¢ A. Configure Amazon Bedrock guardrails with custom content filters and word filters set to high.Configure cross-Region
guardrail replication for failover. Store logs in AWS CloudTrail for compliance auditing,

e B. Configure Amazon Bedrock guardrails with content filters set to high to protect against prompt injection attacks. Use a
guardrail profile to implement cross-Region guardrail inference. Use Amazon CloudWatch Logs with custom metrics to
capture detailed guardrail intervention events.

¢ C. Deploy Amazon Comprehend custom classifiers to detect prompt injection attacks. Use Amazon API Gateway request
validation. Use CloudWatch Logs to capture intervention events.

¢ D. Configure Amazon Bedrock guardrails with content filters set to high. Use AWS WAF to block suspicious inputs. Use
AWS CloudTrail to log API calls.

Answer: B

Explanation:

Option A provides the most complete, AWS-native defense-in-depth solution for protecting against prompt injection attacks while
meeting audit and resiliency requirements. Amazon Bedrock guardrails are designed specifically to enforce safety policies on both
user inputs and model outputs, including protections against prompt injection and jailbreak attempts.

Setting content filters to high increases sensitivity to malicious or manipulative inputs. Guardrail profiles allow the same guardrail
configuration to be applied consistently across multiple Regions, enabling cross- Region inference and failover without configuration
drift. This directly satisfies the requirement for regional resilience.

Amazon CloudWatch Logs captures detailed guardrail intervention events, including when content is blocked, modified, or flagged.
Custom metrics derived from these logs enable fine-grained auditing, alerting, and reporting on safety enforcement actions. This
provides a more detailed audit trail of safety interventions than API-level logs alone.

Option B adds WAF protection but lacks detailed guardrail intervention logging. Option C introduces additional services and custom
logic that increase complexity and may miss model-specific injection patterns.



Option D references replication concepts that are not aligned with Bedrock guardrail operational models and relies on word filters,
which are insufficient against sophisticated pronmpt injection techniques.

Therefore, Option A best meets the requirements for layered protection, auditability, and cross-Region resilience using managed
Amazon Bedrock safety controls.

NEW QUESTION # 23

A company is building a serverless application that uses AWS Lambda functions to help students around the world summarize notes.
The application uses Anthropic Claude through Amazon Bedrock. The company observes that most of the traffic occurs during
evenings in each time zone. Users report experiencing throttling errors during peak usage times in their time zones.

The company needs to resolve the throttling issues by ensuring continuous operation of the application. The solution must maintain
application performance quality and must not require a fixed hourly cost during low traffic periods.

‘Which solution will meet these requirements?

¢ A Create custom Amazon CloudWatch metrics to monitor model errors. Set up a failover mechanism to redirect invocations
to a backup AWS Region when the errors exceed a specified threshold.

¢ B. Enable invocation logging in Amazon Bedrock. Monitor InvocationL atency, InvocationClientErrors, and
InvocationServerErrors metrics. Distribute traffic across multiple versions of the same model.

¢ (. Enable invocation logging in Amazon Bedrock. Monitor key metrics such as Invocations, InputTokenCount,
OutputTokenCount, and InvocationThrottles. Distribute traffic across cross-Region inference endpoints.

¢ D. Create custom Amazon CloudWatch metrics to monitor model errors. Set provisioned throughput to a value that is safely
higher than the peak traffic observed.

Answer: C

Explanation:

Option C is the correct solution because it resolves throttling while preserving performance and avoiding fixed costs during low-
traffic periods. Amazon Bedrock supports on-demand inference with usage-based pricing, making it well suited for applications with
time-zone-dependent traffic spikes.

Throttling during peak hours typically occurs when inference requests exceed available regional capacity.

Cross-Region inference allows Amazon Bedrock to automatically distribute requests across multiple AWS Regions, reducing
contention and preventing throttling without requiring reserved or provisioned capacity.

This approach ensures continuous operation while maintaining low latency for users in different geographic locations.

Invocation logging and native metrics such as InvocationThrottles, InputTokenCount, and OutputTokenCount provide visibility into
usage patterns and capacity constraints. Monitoring these metrics enables teans to validate that traffic distribution is working as
intended and that performance remains consistent during peak periods.

Option A introduces fixed hourly costs by relying on provisioned throughput, which directly violates the requirement to avoid
unnecessary spend during low-traffic periods. Option B introduces regional failover complexity and reactive behavior instead of
proactive load distribution. Option D does not address the root cause of throttling, as distributing traffic across model versions within
the same Region does not increase available capacity.

Therefore, Option C best aligns with AWS Generative Al best practices for scalable, cost-efficient, global serverless applications.

NEW QUESTION # 24

A company is creating a generative Al (GenAl) application that uses Amazon Bedrock foundation models (FMs). The application
must use Microsoft Entra ID to authenticate. All FM API calls must stay on private network paths. Access to the application must
be limited by department to specific model families. The company also needs a comprehensive audit trail of model interactions.
Which solution will meet these requirements?

e A Create an identity provider (IdP) connection in IAM to authenticate by using Microsoft Entra ID.
Assign department permission sets to control access to specific model families. Deploy AWS Lambda finctions in private
subnets with a NAT gateway for egress to Amazon Bedrock public endpoints.
Enable CloudWatch Logs to capture model interactions for auditing purposes.

¢ B. Configure OpenID Connect (OIDC) federation between Microsoft Entra ID and IAM. Use attribute- based access
control to map departiment attributes to specific model access permissions. Apply SCP policies to restrict access to Amazon
Bedrock FM famillies based on department. Use Microsoft Entra ID's built-in logging capabilities to maintain an audit trail of
model interactions.

e C. Configure SAML federation between Microsoft Entra ID and AWS Identity and Access Management.
Create department-specific IAM roles that allow only the required Modelld values. Create AWS PrivateLink interface VPC
endpoints for Amazon Bedrock runtime services. Enable AWS CloudTrail to capture Amazon Bedrock API calls. Configure



Amazon Bedrock model invocation logging to record detailed model interactions.

¢ D. Create a SAML identity provider (IdP) in I[AM to authenticate by using Microsoft Entra ID. Use IAM permissions
boundaries to limit department roles' access to specific model families. Configure public Amazon Bedrock API endpoints with
VPC routing to maintain private network connectivity. Set up CloudTrail with Amazon S3 Lifecycle rules to manage audit logs
of model interactions.

Answer: C

Explanation:

Option A is the correct solution because it satisfies authentication, private connectivity, fine-grained authorization, and auditing using
AWS-recommended patterns.

SAML federation between Microsoft Entra ID and IAM is a mature, well-supported integration that enables centralized enterprise
authentication. Department-specific [AM roles allow precise control over which Bedrock Modelld values each department can
invoke, enforcing access by model family.

Using AWS PrivateLink interface VPC endpoints for Amazon Bedrock runtime services ensures that all inference traffic stays on
private AWS network paths, with no public internet exposure. NAT gateways and public endpoints, as used in other options, violate
this requirement.

AWS CloudTrail provides authoritative audit logs of all Bedrock API calls, which is required for compliance.

Amazon Bedrock model invocation logging complements Cloud Trail by capturing detailed prompt and response metadata for
deeper auditing and investigation.

Option B uses public endpomts via NAT. Option C incorrectly claims public endpoints can be private. Option D relies on IdP-side
logs, which do not capture Bedrock API activity.

Therefore, Option A is the only solution that fully meets security, compliance, and observability requirements.

NEW QUESTION # 25

A financial services company uses an Al application to process financial documents by using Amazon Bedrock. During business
hours, the application handles approximately 10,000 requests each hour, which requires consistent throughput.

The company uses the CreateProvisionedModelThroughput API to purchase provisioned throughput. Amazon CloudWatch metrics
show that the provisioned capacity is unused while on-demand requests are being throttled. The company finds the following code in
the application:

response = bedrock runtime.invoke model(

modelld="anthropic.claude-v2",

body=json.dumps(payload)

)

The company needs the application to use the provisioned throughput and to resolve the throttling issues.
Which solution will meet these requirements?

¢ A. Add exponential backoff retry logic to handle throttling exceptions during peak hours.

¢ B. Increase the number of model units (MUs) in the provisioned throughput configuration.

e (. Replace the model ID parameter with the ARN of the provisioned model that the CreateProvisionedModelThroughput
API returns.

¢ D. Modify the application to use the mvokeModelWithResponseStream API instead of the invokeModel APL

Answer: C

Explanation:

Option B is the correct solution because Amazon Bedrock provisioned throughput is only used when the application explicitty
mvokes the provisioned model ARN, not the base foundation model ID. In the provided code, the application is calling the standard
model identifier (anthropic.claude-v2), which routes requests to on-demand capacity instead of the purchased provisioned
throughput.

When the CreateProvisionedModelThroughput API is used, Amazon Bedrock returns a provisioned model ARN that represents the
reserved capacity. Applications must reference this ARN in the modelld parameter when invoking the model. Ifthe base model ID is
used instead, Bedrock treats the request as on-demand traffic, which explains why CloudWatch metrics show unused provisioned
capacity alongside throttled on- demand requests.

Option A would increase capacity but would not fix the root cause because the application is not using the provisioned resource at
all. Option C adds resiliency but does not ensure usage of provisioned throughput and would still incur throttling. Option D changes
the response delivery mechanism but does not affect capacity routing,

Therefore, Option B directly resolves the throttling issue by correctly routing traffic to the reserved capacity and ensures that the
company benefits from the provisioned throughput it has purchased.



NEW QUESTION # 26
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