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HA #12
What is the impact of poorly configured playbook triggers in a SOC environment?

A. Improved efficiency of threat detection

B. Increased marketing capabilities

C. Decreased accuracy in automated responses

D. Enhanced personal relationships among SOC staff

Ef: C

HM #13
What is the primary purpose of configuring playbook triggers in SOC automation?

A. To document incident response procedures

B. To schedule regular maintenance windows

C. To initiate automated responses based on specific conditions
D. To manually control network traffic

Ef#: C

B #14

According to the National Institute of Standards and Technology (NIST) cybersecurity framework, incident handling activities can
be divided into phases.

In which incident handling phase do you quarantine a compromised host in order to prevent an adversary fromusing it as a stepping
stone to the next phase of an attack?

A. FEradication
B. Analysis

C. Containment
D. Recovery

EfE: C

AR :

NIST Cybersecurity Framework Overview:

The NIST Cybersecurity Framework provides a structured approach for managing and mitigating cybersecurity risks. Incident
handling is divided into several phases to systematically address and resolve incidents.

Incident Handling Phases:

Preparation: Establishing and maintaining an incident response capability.

Detection and Analysis: Identifying and investigating suspicious activities to confirm an incident.

Containment, Eradication, and Recovery:

Containment: Limiting the impact of the incident.

Eradication: Removing the root cause of the incident.

Recovery: Restoring systems to normal operation.

Containment Phase:

The primary goal of the containment phase is to prevent the incident from spreading and causing further damage.

Quarantining a Compromised Host:

Quarantining involves isolating the compromised host from the rest of the network to prevent adversaries from moving laterally and
causing more harm


https://www.xhs1991.com/FCSS_SOC_AN-7.4.html

Techniques include network segmentation, disabling network interfaces, and applying access controls.

Reference: NIST Special Publication 800-61, "Computer Security Incident Handling Guide" NIST Incident Handling Detailed
Process:

Step 1: Detect the compromised host through monitoring and analysis.

Step 2: Assess the impact and scope of the compromiise.

Step 3: Quarantine the compromised host to prevent further spread. This can involve disconnecting the host from the network or
applying strict network segmentation.

Step 4: Documrent the containment actions and proceed to the eradication phase to remove the threat completely.

Step 5: After eradication, initiate the recovery phase to restore normal operations and ensure that the host is securely reintegrated
into the network. Importance of Containment:

Containment is critical in mitigating the immediate impact of an incident and preventing further damage. It buys time for responders to
investigate and remediate the threat effectively.

Reference: SANS Institute, "Incident Handler's Handbook" SANS Incident Handling Reference: NIST Special Publication 800-61,
"Computer Security Incident Handling Guide" SANS Institute, "Incident Handler's Handbook" By quarantining a compromised host
during the containment phase, organizations can effectively limit the spread of the incident and protect their network from further
compromise.

B #15
‘Which two ways can you create an incident on FortiAnalyzer? (Choose two.)

A. By rumning a playbook

B. Using a connector action

C. Manually, on the Event Monitor page
D. Using a custom event handler

iFf@E: C. D

BRI :

Understanding Incident Creation in FortiAnalyzer:

FortiAnalyzer allows for the creation of ncidents to track and manage security events.

Incidents can be created both automatically and manually based on detected events and predefined rules.

Analyzing the Methods:

Option A: Using a connector action typically involves integrating with other systerrs or services and is not a direct method for
creating incidents on FortiAnalyzer.

Option B: Incidents can be created manually on the Event Monitor page by selecting relevant events and creating incidents from
those events.

Option C: While playbooks can automate responses and actions, the direct creation of incidents is usually managed through event
handlers or manual processes.

Option D: Custom event handlers can be configured to trigger incident creation based on specific events or conditions, automating
the process within FortiAnalyzer. Conclusion:

The two valid methods for creating an incident on FortiAnalyzer are manually on the Event Monitor page and using a custom event
handler.

Reference: Fortinet Documentation on Incident Management in FortiAnalyzer.

FortiAnalyzer Event Handling and Customization Guides.

HH #16
What is a key consideration when managing playbook templates for SOC automation?

A. The entertainment value of playbook simulations

B. The color coordination of playbook interfaces

C. The popularity of templates among SOC analysts

D. The comprehensiveness and adaptability of the templates

IEf#: D

W #17
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