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Amazon AWS Certified Advanced Networking Specialty Exam Sample
Questions (Q41-Q46):
NEW QUESTION # 41 
Changes made to a security group attached to an Application Load Balancer resulted in connectivity issues for a company's
production web application.
The Network Engineer needs to lock down permissions for the company's AWS account, automate auditing for any changes, and
set up notifications.
What actions should accomplish this?
Response:

A. Configure IAM role policies to lock down permissions for specific users. Configure Amazon GuardDuty to audit and
monitor configuration changes, configure Amazon SNS to send notifications.
B. Configure IAM user policies to lock down permissions for specific users. Enable AWS CloudTrail to identify API calls
from users. Use AWS Config to audit any changes, and configure Amazon SNS to send notifications.
C. Configure IAM user policies to lock down permissions for specific users. Enable AWS CloudTrail to identify the API calls
from users. Configure AWS CodeCommit to audit any changes in configurations, and configure Amazon SNS to send
notifications.
D. Configure IAM user policies to lock down permissions for specific users. Enable AWS CloudTrail to identify the API
class from users. Configure Amazon Macie to use machine learning to identify any configuration changes, and configure
Amazon SNS to send notifications.

Answer: B

NEW QUESTION # 42 
In Amazon CloudFront, if you need to quickly remove objects from a distribution, you can:
Response:

A. invalidate the objects.
B. delete the objects from cache.
C. delete your distribution and recreate it.
D. remove your Amazon S3 bucket.

Answer: A

NEW QUESTION # 43 
What are two reasons that could cause an HTTP health check to fail?
(Choose two.)
Note: Answers to this question are not verified by our experts, please study yourself and select the appropriate answers.
Contribute: Please send the correct answers with reference text/link on feedback@VMexam.com to get up to 50% cashback.
Response:

A. Security group blocking port 80 to the instance
B. No Internet Gateway
C. HTTP server not running
D. NACL blocking port 443 to the instance

Answer: A,C

NEW QUESTION # 44 
A multinational organization has applications deployed in three different AWS regions. These applications must securely
communicate with each other by VPN.
According to the organization's security team, the VPN must meet the following requirements:
- AES 128-bit encryption
- SHA-1 hashing
- User access via SSL VPN



- PFS using DH Group 2
- Ability to maintain/rotate keys and passwords
- Certificate-based authentication
Which solution should you recommend so that the organization meets the requirements?
Response:

A. A third-party VPN solution deployed from AWS Marketplace
B. AWS hardware VPN between the virtual private gateway and customer gateway
C. A private MPLS solution from an international carrier
D. AWS hardware VPN between the virtual private gateways in each region

Answer: A

NEW QUESTION # 45 
What two items are required for all AWS VPNs?
(Choose two.)
Response:

A. Virtual Private Gateway
B. A hardware router
C. Customer Gateway
D. ASN

Answer: A,C

NEW QUESTION # 46
......
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