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Palo Alto Networks XDR-Analyst Exam Syllabus Topics:

Topic Details

Topic 1 Endpoint Security Management:

Topic 2
Alerting and Detection Processes: This domain covers identifying alert types and sources, prioritizing alerts
through scoring and custom configurations, creating incidents, and grouping alerts with data stitching
techniques.

Topic 3
Incident Handling and Response: This domain focuses on investigating alerts using forensics, causality
chains and timelines, analyzing security incidents, executing response actions including automated
remediation, and managing exclusions.

Topic 4
Data Analysis: This domain encompasses querying data with XQL language, utilizing query templates and
libraries, working with lookup tables, hunting for IOCs, using Cortex XDR dashboards, and understanding
data retention and Host Insights.

Topic 5
This domain addresses managing endpoint prevention profiles and policies, validating agent operational
states, and assessing the impact of agent versions and content updates.

Palo Alto Networks XDR Analyst Sample Questions (Q57-Q62):
NEW QUESTION # 57 
Which profiles can the user use to configure malware protection in the Cortex XDR console?

A. Malware Protection profile
B. Anti-Malware profile
C. Malware profile
D. Malware Detection profile

Answer: A

Explanation:
The user can use the Malware Protection profile to configure malware protection in the Cortex XDR console. The Malware
Protection profile defines the actions that Cortex XDR takes when it detects malware on your endpoints. You can configure different
actions for different types of malware, such as ransomware, password theft, or child process. You can also configure the scan
frequency and scope for periodic malware scans. The Malware Protection profile is part of the Endpoint Security policy that you
assign to your endpoints. Reference:
Malware Protection Profile
Endpoint Security Policy

NEW QUESTION # 58 
Which Type of IOC can you define in Cortex XDR?

A. App-ID
B. e-mail address
C. full path
D. destination port

Answer: C

Explanation:
Cortex XDR allows you to define IOCs based on various criteria, such as file hashes, registry keys, IP addresses, domain names,
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and full paths. A full path IOC is a specific location of a file or folder on an endpoint, such as C:\Windows\System32\calc.exe. You
can use full path IOCs to detect and respond to malicious files or folders that are located in known locations on your endpoints12.
Let's briefly discuss the other options to provide a comprehensive explanation:
A . destination port: This is not the correct answer. Destination port is not a type of IOC that you can define in Cortex XDR.
Destination port is a network attribute that indicates the port number to which a packet is sent. Cortex XDR does not support
defining IOCs based on destination ports, but you can use XQL queries to filter network events by destination ports3.
B . e-mail address: This is not the correct answer. E-mail address is not a type of IOC that you can define in Cortex XDR. E-mail
address is an identifier that is used to send and receive e-mails. Cortex XDR does not support defining IOCs based on e-mail
addresses, but you can use the Cortex XDR - IOC integration with Cortex XSOAR to ingest IOCs from various sources, including
e-mail addresses4.
D . App-ID: This is not the correct answer. App-ID is not a type of IOC that you can define in Cortex XDR. App-ID is a feature of
Palo Alto Networks firewalls that identifies and controls applications on the network. Cortex XDR does not support defining IOCs
based on App-IDs, but you can use the Cortex XDR Analytics app to create custom rules that use App-IDs as part of the rule
logic5.
In conclusion, full path is the type of IOC that you can define in Cortex XDR. By using full path IOCs, you can enhance your
detection and response capabilities and protect your endpoints from malicious files or folders.
Reference:
Create an IOC Rule
XQL Reference Guide: Network Events Schema
Cortex XDR - IOC
Cortex XDR Analytics App
PCDRA: Which Type of IOC can define in Cortex XDR?

NEW QUESTION # 59 
When viewing the incident directly, what is the "assigned to" field value of a new Incident that was just reported to Cortex?

A. New
B. It is blank
C. Unassigned
D. Pending

Answer: C

Explanation:
The "assigned to" field value of a new incident that was just reported to Cortex is "Unassigned". This means that the incident has not
been assigned to any analyst or group yet, and it is waiting for someone to take ownership of it. The "assigned to" field is one of the
default fields that are displayed in the incident layout, and it can be used to filter and sort incidents in the incident list. The "assigned
to" field can be changed manually by an analyst, or automatically by a playbook or a rule12.
Let's briefly discuss the other options to provide a comprehensive explanation:
A . Pending: This is not the correct answer. Pending is not a valid value for the "assigned to" field. Pending is a possible value for the
"status" field, which indicates the current state of the incident. The status field can have values such as "New", "Active", "Done",
"Closed", or "Pending"3.
B . It is blank: This is not the correct answer. The "assigned to" field is never blank for any incident. It always has a default value of
"Unassigned" for new incidents, unless a playbook or a rule assigns it to a specific analyst or group12.
D . New: This is not the correct answer. New is not a valid value for the "assigned to" field. New is a possible value for the "status"
field, which indicates the current state of the incident. The status field can have values such as "New", "Active", "Done", "Closed", or
"Pending"3.
In conclusion, the "assigned to" field value of a new incident that was just reported to Cortex is "Unassigned". This field can be used
to manage the ownership and responsibility of incidents, and it can be changed manually or automatically.
Reference:
Cortex XDR Pro Admin Guide: Manage Incidents
Cortex XDR Pro Admin Guide: Assign Incidents
Cortex XDR Pro Admin Guide: Update Incident Status

NEW QUESTION # 60 
Which of the following is NOT a precanned script provided by Palo Alto Networks?

A. quarantine_file



B. delete_file
C. process_kill_name
D. list_directories

Answer: D

Explanation:
Palo Alto Networks provides a set of precanned scripts that you can use to perform various actions on your endpoints, such as
deleting files, killing processes, or quarantining malware. The precanned scripts are written in Python and are available in the Agent
Script Library in the Cortex XDR console. You can use the precanned scripts as they are, or you can customize them to suit your
needs. The precanned scripts are:
delete_file: Deletes a specific file from a local or removable drive.
quarantine_file: Moves a specific file from its location on a local or removable drive to a protected folder and prevents it from being
executed.
process_kill_name: Kills a process by its name on the endpoint.
process_kill_pid: Kills a process by its process ID (PID) on the endpoint.
process_kill_tree: Kills a process and all its child processes by its name on the endpoint.
process_kill_tree_pid: Kills a process and all its child processes by its PID on the endpoint.
process_list: Lists all the processes running on the endpoint, along with their names, PIDs, and command lines.
process_list_tree: Lists all the processes running on the endpoint, along with their names, PIDs, command lines, and parent
processes.
process_start: Starts a process on the endpoint by its name or path.
registry_delete_key: Deletes a registry key and all its subkeys and values from the Windows registry.
registry_delete_value: Deletes a registry value from the Windows registry.
registry_list_key: Lists all the subkeys and values under a registry key in the Windows registry.
registry_list_value: Lists the value and data of a registry value in the Windows registry.
registry_set_value: Sets the value and data of a registry value in the Windows registry.
The script list_directories is not a precanned script provided by Palo Alto Networks. It is a custom script that you can write yourself
using Python commands.
Reference:
Run Scripts on an Endpoint
Agent Script Library
Precanned Scripts

NEW QUESTION # 61 
Which Exploit Prevention Module (EPM) provides better entropy for randomization of memory locations?

A. DLL Security
B. Memory Limit Heap spray check
C. UASLR
D. JIT Mitigation

Answer: C

Explanation:
UASLR stands for User Address Space Layout Randomization, which is a feature of Exploit Prevention Module (EPM) that
provides better entropy for randomization of memory locations. UASLR adds entropy to the base address of the executable image
and the heap, making it harder for attackers to predict the memory layout of a process. UASLR is enabled by default for all
processes, but can be disabled or customized for specific applications using the EPM policy settings. Reference:
Exploit Prevention Module (EPM) entropy randomization memory locations
Exploit protection reference

NEW QUESTION # 62
......

In today's highly competitive Palo Alto Networks market, having the XDR-Analyst certification is essential to propel your career
forward. To earn the Palo Alto Networks XDR-Analyst certification, you must successfully pass the XDR-Analyst Exam. However,
preparing for the Palo Alto Networks XDR-Analyst exam can be challenging, with potential hurdles like exam anxiety and time
constraints.
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