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HEE #51

A Palo Alto Networks firewall configured with GlobalProtect VPN is experiencing an issue where remote users can establish a
VPN connection but cannot access any internal network resources. Troubleshooting steps confirm that client-side routing is correct,
and the VPN tunnel is established. The GlobalProtect gateway security policy logs show 'deny' actions with ' Application: incomplete’'
and 'Service: unknown-tcp'. Which combination of factors is most likely contributing to this problem?

e A. Missing or incorrect security policy rules allowing traffic from the GlobalProtect tunnel zone to internal zones, combined
with a 'Service: application-default' setting that is preventing proper App-ID classification initially.

¢ B. Incorrect source NAT configuration on the GlobalProtect security policy and a missing security zone for the VPN tunnel
mterface.

¢ C. The GlobalProtect gateway is configured for SSL VPN but the client is attempting to connect via [Psec, leading to
protocol mismatch and decryption failure.

e D. The 'tunnel interface' for GlobalProtect is incorrectly assigned to a virtual router that does not have routes to the mnternal
networks.

e E. Certificate validation failure between the GlobalProtect client and the gateway, preventing session establishment beyond the
mitial handshake.

HE: A

MY

The key indicators here are ' Application: incomplete’ and 'Service: unknown-tcp' in the logs, along with established VPN but no
resource access. This strongly suggests that while the tunnel is up, the security policy is denying the traffic. 'Application: incomplete'
often occurs when the firewall cannot fully classify the application (e.g., due to a security policy dropping the mitial packets, or
'application-default' service being too restrictive before App-ID completes). Ifthe service is 'application-default' for a policy that's
meant to pass traffic, and the initial packets don't match known application defaults, it can be dropped. The primary issue is a lack of
an explicit allow policy from the GlobalProtect tunnel zone to the internal zones, and potentially the 'Service' field being too
restrictive, preventing initial App-1D classification and thus leading to 'incomplete’ and "'unknown-tcp' classifications before a proper
App-ID can be determined. If the policy uses 'application-default' and the mitial packets (e.g., DNS, authentication) don't conform
to a known App-1D, it gets dropped, making the application 'inconmplete’.

A2 #52
In which section of the PAN-OS GUI does an administrator configure URL Filtering profiles?

A. Objects

B. Device

C. Network ab
D. Policies

HE: A

Y.

URL Filtering profiles are configured in the Objects section of the PAN-OS GUI. A URL Filtering profile defines the actions that the
firewall takes for different URL categories, such as allow, block, alert, continue, or override. You can also configure settings for
credential phishing prevention, URL filtering inline machine learning, and safe search enforcement in a URL Filtering profile1. To
create or modify a URL Filtering profile, you need to go to Objects > Security Profiles > URL Filtering2. Reference: URL Filtering
Profile, Create a URL Filtering Profile, Updated Certifications for PAN-OS 10.1, Palo Alto Networks Certified Network Security
Admuistrator (PAN-OS 10.0) or [Palo Alto Networks Certified Network Security Admmistrator (PAN-OS 10.0)].

A2 #53
An enterprise is planning to deploy custom applications in a private cloud, with strict requirements for end-to-end encryption. These
applications will use certificate pinning to prevent Man-in-the-Middle attacks. The security team needs to ensure that Palo Alto


https://www.koreadumps.com/NetSec-Analyst-practice-test.html

Networks firewalls provide application-level visibility (App-ID, Content-1D, Threat Prevention) into this traffic without breaking the
certificate pinning.
Which of'the following approaches is feasible, and what is a critical consideration?

¢ A Leverage a 'No Decryption' policy rule for the pinned applications, acknowledging that App-1D will still function for initial
session identification, but Content-ID and Threat Prevention will be limited for the encrypted payload.

¢ B. Certificate pinning is inherently incompatible with inline SSL decryption. The firewall should be configured for 'No
Decryption' for this traffic, and visibility will be limited to Layer 3/4 information and initial App-ID derived from handshake.
Application-level security should be enforced at the endpoint or application layer itself, potentially using a Web Application
Firewall (WAF) or API Gateway.

¢ C. Implement 'SSL Decryption Excluding Server Certificates' to allow initial handshake logging, and use a custom URL

category for these applications to bypass all decryption.

D. Configure SSL Forward Proxy decryption with the firewall's root CA certificate installed on all application servers.

E. Use SSL Inbound Inspection, ensuring the firewall's decryption profile is configured to 'Block Sessions with Untrusted

Certificates'.

He: B
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Certificate pinning means the client (or server) is configured to only trust a specific certificate or public key, not just any certificate
signed by a trusted CA. When an mline firewall performs SSL decryption, it presents its own generated certificate (signed by its root
CA) to the client. This certificate will not match the pinned certificate/key, causing the client application to termmnate the connection
due to a trust violation. Therefore, certificate pining is fimdamentally incompatible with inline SSL decryption. The best approach is
to exempt this traffic from decryption and rely on other security controls or logging at different layers for visibility. Option C is
partially correct in that App-1D works, but it doesn't fully explain the implication on Content-1D/Threat-ID. Option E is the most
comprehensive and accurate answer, acknowledging the inherent conflict and suggesting alternative security measures.

A2 #54
An organization wants to decrypt outbound traffic to ensure no malware is hidden in HTTPS sessions. Which type of decryption
policy must be configured on the firewall to act as a "Man-in-the-Middle'?

A. SSL Inbound Inspection
B. SSH Proxy

C. Decryption Broker

D. SSL Forward Proxy

2
m

SH: D
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Comprehensive and Detailed 150 to 250 words of Explanation From Palo Alto Networks Network Security Analyst Knowledge:
To inspect outbound traffic from internal users to external websites, the firewall must use SSL Forward Proxy. In this mode, the
firewall acts as a transparent proxy. When a user attempts to connect to a secure site (like a cloud storage provider), the firewall
intercepts the request, establishes its own secure connection to the destination, and then creates a separate secure connection back
to the user.

This allows the firewall to decrypt the traffic, inspect it for threats (using Content-ID), and then re-encrypt it before sending it to the
destination. This is distinct from SSL Inbound Inspection (Option A), which is used to protect internal servers from external users by
using the server's own private key. For a Network Security Analyst, implementing Forward Proxy is a critical objective to eliminate
the "blind spot" created by encrypted traffic, which now accounts for the majority of all web commumication.

EE #55

A large-scale smart city deployment includes thousands of IoT devices, ranging from smart streetlights to environmental sensors and
traffic cameras. The security architect needs to design a scalable and flexible 10T security policy framework on Palo Alto Networks
NGFWs, considering fiture growth and varying security requirements for different device types. Which of the following design
principles and configurations are crucial for achieving this scalability and flexibility? (Multiple Response)

e A Utilize 'ToT Device Groups' extensively, categorizing devices by type (e.g., 'Streetlight-Io T, "Traffic-Camera-loT') and
applying distinct 'ToT Security Profiles' and security policies to each group, rather than individual IPs.

¢ B. Integrate with a dedicated IoT security platform (e.g., IoT Security by Palo Alto Networks) for enhanced device visibility,
behavioral analytics, and automated policy recommendations that feed into the NGFW.



e C. Implement a hierarchical policy structure, with general 'Allow' rules for common IoT services at the top, followed by more
specific 'Deny' rules for known threats or restricted applications at the bottom.

¢ D. Leverage 'Policy Based Forwarding (PBF)' to direct IoT traffic to different security zones based on device vendor,
allowing for vendor-specific security profiles.

¢ E. Define custom'Application Objects' for every unique IoT device communication pattern, and create one-to-one security
rules for each device and its application.

He: AB
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For scalability and flexibility in a large IoT deployment:

A: Correct. Using 'loT Device Groups' is fundamental. It allows grouping similar devices and applying common policies, greatly
simplifying management as new devices are added.

B: Incorrect. Security policies should generally follow a 'deny by default' principle, with specific 'allow’ rules at the top, followed by
more general 'deny' rules. A broad 'allow' at the top defeats the purpose of granular IoT security.

C: Incorrect. PBF is for routing decisions, not for applying security profiles based on device attributes. Security zones are typically
based on network segmentation, not vendor.

D: Correct. Dedicated IoT security platforns provide deep visibility and automation that firewalls alone cannot achieve at scale.
They enhance Device-1D and provide insights for policy tuning,

E: Incorrect. This approach is not scalable. Managing individual application objects and rules for thousands of devices would be an
operational nightmare and negate the benefits of Device-1D and [oT Device Groups.
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