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Fortinet FCSS_SDW_AR-7.4 Exam Syllabus Topics:

Topic Details

Topic 1
Configure Performances SLAs: Designed for network administrators, this part focuses on setting up
performance Service Level Agreements (SLAs) within SD-WAN environments. Candidates must show
proficiency in defining criteria to monitor and maintain network performance and reliability.

Topic 2
Rules and Routing: Targeted at network engineers, this section assesses the ability to configure SD-WAN
rules and routing policies. Candidates will be tested on managing traffic flow and prioritization across the
SD-WAN infrastructure.

Topic 3
SD-WAN Troubleshooting: This part assesses the troubleshooting skills of network support specialists.
Candidates should be able to diagnose and resolve issues related to SD-WAN rules, session behaviors,
routing inconsistencies, and ADVPN connectivity problems to maintain seamless network operations.

Topic 4
SD-WAN Configuration: This section of the exam measures the skills of network engineers and covers
configuring a basic SD-WAN setup. Candidates are expected to demonstrate their ability to define SD-
WAN members and zones effectively, ensuring foundational network segmentation and management.
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precious time on useless things. They handpicked what the FCSS_SDW_AR-7.4 Study Guide usually tested in exam recent years
and devoted their knowledge accumulated into these FCSS_SDW_AR-7.4 actual tests. We are on the same team, and it is our
common wish to help your realize it. So good luck!

Fortinet FCSS - SD-WAN 7.4 Architect Sample Questions (Q44-Q49):
NEW QUESTION # 44 
Refer to the exhibits.

The exhibits show an SD-WAN event log, the member status, and the SD-WAN rule configuration.
Which two conclusions can you draw from the information shown? (Choose two.)

A. The administrator configured the SD-WAN rule ID 1 with the default strategy mode.
B. The administrator configured the service ID 1 with the highest priority member for port2.
C. FortiGate updated the outgoing interface list on the rule so it prefers port2.
D. Port2 has a lower latency than port1.

Answer: C,D

Explanation:
The SD-WAN rule (config service edit 1) is configured with set mode priority. This means the rule selects the best interface based
on a defined performance metric, as opposed to a simple static priority or SLA. The event log (image_41cfb5.png) shows Metric
latency and Message Service prioritized by performance metric will be redirected in sequence order. This indicates that the rule is
using latency to determine the preferred member.
Given that the log message is about a change, and the most logical reason for a change in a priority mode is that a different member
is now the best performer, it implies that the latency on port2 has become lower than that on port1.
The log message Service prioritized by performance metric will be redirected in sequence order confirms that FortiGate is changing
the member being used for this service. Because the mode is priority, FortiGate dynamically selects the member that currently meets
the best performance criteria, which in this case is latency. The log implies a new member has been selected as the most optimal, and
with the default configuration, the members are sorted based on their performance, so the outgoing interface list is effectively updated
to prefer the new best-performing member (port2).

NEW QUESTION # 45 
What are three key routing principles of SD-WAN? (Choose three.)

A. SD-WAN rules are skipped if the best route to the destination is a static route
B. SD-WAN rules are skipped if the best route to the destination is not an SD-WAN member.
C. Policy routes have precedence over SD-WAN rules.
D. Directly connected routes have precedence over SD-WAN rules.
E. SD-WAN members are skipped if they do not have a valid route to the destination.

Answer: B,C,E

Explanation:
Fortinet outlines key SD-WAN routing principles:
"Policy routes are always evaluated before SD-WAN rules, meaning if a policy route matches, SD-WAN steering is bypassed. If
the best route for a destination is not via an SD-WAN member, SD-WAN rules do not apply, and members are ignored if they lack
a valid route. This hierarchy ensures traffic always follows the most deterministic and valid path according to configuration."
Understanding these principles is critical for correct SD-WAN and routing integration.

NEW QUESTION # 46 
Refer to the exhibits.
The administrator configured a device blueprint and CLI scripts as shown in the exhibits, to prepare for onboarding FortiGate
devices in the company's stores. Later, a technician prepares a FortiGate 51G with a basic configuration and connects it to the
network. The basic configuration contains the port1 configuration and the minimal configuration required to allow the device to
connect to FortiManager.
After the device first connects to FortiManager, FortiManager updates the device configuration.
Based on the exhibits, which actions does FortiManager perform?
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A. FortiManager updates access rights only for port1. FortiManager cannot update the IP address because it was already set
manually.
B. FortiManager updates the configuration of port1, port2, and port5. The three ports might get new IP addresses.
C. FortiManager updates the device configuration according to the selected templates. It applies the corp_st template first.
D. FortiManager does not update the port1 configuration because FortiManager does not change the configuration of
interfaces with fgfm access.

Answer: B

Explanation:
Enforce Device Configuration is enabled and the blueprint applies the provisioning CLI templates. The LAN- interface script sets
port1 and port2 to DHCP and assigns a static IP to port5 (using the branch_id variable).
Therefore, when FortiManager pushes the blueprint, it updates the configurations of port1, port2, and port5 - and their IP addresses
may change accordingly.

NEW QUESTION # 47 
You are planning a new SD-WAN deployment with the following criteria:
- Two regions
- Most of the traffic is expected to remain within its region
- No requirement for inter-region ADVPN
To remain within the recommended best practices, which routing protocol should you select for the overlays?

A. OSPF for the routing within each region and EBGP between the regions.
B. IBGP with BGP on loopback within each region and EBGP between the regions.
C. IBGP within each region and between the regions.
D. IBGP with BGP per overlays within each region and IBGP with BGP on loopback between the regions.

Answer: B

Explanation:
For SD-WAN deployments that span multiple regions-where most traffic is intra-region and there is no requirement for inter-region
ADVPN-the best practice is to use IBGP with BGP on loopback interfaces for routing within each region and EBGP between the
regions. This approach ensures robust and scalable routing, isolates regional routing domains, and enables policy control at region
boundaries. BGP on loopback is preferred for its reliability and flexibility, as it enables peering that is not tied to specific physical
interfaces.
EBGP between regions allows each region to maintain independent routing policies and summarization, optimizing performance and
manageability. By separating IBGP (intra-region) and EBGP (inter-region), you create a modular architecture that scales easily and
simplifies fault isolation and troubleshooting.
References:
[FCSS_SDW_AR-7.4 1-0.docx Q10]
Fortinet SD-WAN Reference Architecture Guide 7.4, "Regional Routing Best Practices" FortiOS 7.4 SD-WAN Overlay Design
Guidelines

NEW QUESTION # 48 
When a customer delegate the installation and management of its SD-WAN infrastructure to an MSSP, the MSSP usually keeps the
hub within its infrastructure for ease of management and to share costly resources.
In which two situations will the MSSP install the hub in customer premises? (Choose two.)

A. The customer expects a large amount of VoIP traffic.
B. The customer requires SIA with centralized breakout.
C. The administrator expects a large volume of traffic between the branches.
D. The majority of the branch traffic is directed to a corporate data center.

Answer: C,D

NEW QUESTION # 49
......
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