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E M #396
An administrator has received approval for a change request for an upcoming server deployment. Which of the following steps

should be completed NEXT?

A. Performa risk analysis.

B. Implement the deployment.

C. Document the lessons learned.
D. Verify end user acceptance

EfE: A
R -
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Explanation

Before making any changes to the system, it is important to assess the risks associated with the change and determine whether it is
worth implementing, Risk analysis involves identifying potential risks, assessing their likelihood and impact, and determning what
steps can be taken to mitigate them It is important to perform this step before making any changes, as this allows the administrator
to make an informed decision about whether or not the change should be implemented. Once the risks have been assessed and the
administrator has decided to go ahead with the change, the next step is to implement the deployment.

HA #397
A user purchased a netbook that has a web-based, proprietary operating system. Which of the following operating systens is
MOST likely installed on the netbook?

A. Linux

B. macOS

C. Windows
D. Chrome OS

Ef#: D

A -

4. Chrome OS. Retrieved from https://en.wikipedia.org/wiki/Chrome OS 5. What is Chrome OS? Retrieved from
httpsy//www.google.com/chromebook/chrome-os/ A netbook with a web-based, proprietary operating system is most likely running
Chrome OS. Chrome OS is a web-based operating system developed by Google that is designed to work with web applications
and cloud storage. It is optimized for netbooks and other low-power devices and is designed to be fast, secure, and easy to use.

E R #398

A network technician is deploying a new machine in a small branch office that does not have a DHCP server.

The new machine automatically receives the IP address of 169.254.0.2 and is unable to commumicate with the rest of the network.
Which of the following would restore commumnication?

e A ARP table

¢ B. Static entry

e C. NTP specification
e D. APIPA address

IEf#: B
fR

A static entry is the best option to restore communication for the new machine in a small branch office that does not have a DHCP
server. A static entry means manually configuring the IP address, subnet mask, default gateway, and DNS server for the network
adapter of the machine. A static entry ensures that the machine has a valid and unique IP address that matches the network
configuration and can communicate with the rest of the network.

The new machine automatically receives the IP address of 169.254.0.2 because it uses APIPA (Automatic Private [P Addressing),
which is a feature that enables computers to self-assign an IP address when a DHCP server is not available. However, APIPA only
works for local commumnication within the same subnet, and does not provide a default gateway or a DNS server. Therefore, the
new machine is unable to communicate with the rest of the network, which may be on a different subnet or require a gateway or a
DNS server to access.

The other options are not related to restoring communication for the new machine. ARP table is a cache that stores the mapping
between [P addresses and MAC addresses for the devices on the network. NTP specification is a protocol that synchronizes the
clocks of the devices on the network.

References:

* CompTIA A+ Certification Exam Core 2 Objectives]

* CompTIA A+ Core 2 (220-1102) Certification Study Guide2

* What is APIPA (Automatic Private [P Addressing)? - Study-CCNA3

* How to Configure a Static I[P Address in Windows and OS X4

M #399
Which of the following wireless security features can be enabled lo allow a user to use login credentials to attach lo available



corporate SSIDs?

e A TACACS+
e B. WPA2/AES
e C. Preshared key
¢ D. Kerberos

Ef#: B

fiR e«

WPA2/AES (Wi-Fi Protected Access 2/Advanced Encryption Standard) is a wireless security standard that supports enterprise
mode, which allows a user to use login credentials (username and password) to authenticate to available corporate SSIDs (service
set identifiers). TACACS+ (Terminal Access Controller Access-Control System Plus) and Kerberos are network authentication
protocols, but they are not wireless security features. Preshared key is another wireless security feature, but it does not use login
credentials.

Verified References: https://www.comptia.org/blog/wireless-security-standards https://www.comptia.org/certifications/a

E A #400
Which of the following languages would a technician most likely use to automate the setup of various services on multiple systems?

e A. PowerShell
e B.C#

e C.SQL

e D HTML

Ef: A

A :

Detailed Explanation with Core 2 References:PowerShell is a powerful scripting language used in Windows environments to
autormate administrative tasks and configure services across multiple systems.

According to Core 2, understanding scripting languages like PowerShell is essential for automating admmistrative fimctions (Core 2
Objective 4.8).
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