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EAE #88
A company suspects a web server may have been infiltrated by a rival corporation. The security engineer reviews the web server
logs and finds the following:

The security engineer looks at the code with a developer, and they determine the log entry is created when the following line is run:
Which of'the following is an appropriate security control the company should implement?

A. Parameterize a query in the path variable to prevent SQL injection.
B. Use server-side processing to avoid XSS vulnerabilities in path input.
C. Restrict directory permission to read-only access.

D. Separate the itens in the system call to prevent command injection.

HE: D

Y.

The company using the wrong port is the most likely root cause of why secure LDAP is not working. Secure LDAP is a protocol
that provides secure communication between clients and servers using LDAP (Lightweight Directory Access Protocol), which is a
protocol that allows querying and modifying directory services over TCP/IP. Secure LDAP uses SSL (Secure Sockets Layer) or
TLS (Transport Layer Security) to encrypt LDAP traffic and prevent unauthorized disclosure or nterception.

EE #89
Which of the following should be established when configuring a mobile device to protect user internet privacy, to ensure the
comnection is encrypted, and to keep user activity hidden? (Select TWO).

A. VDI

B. Tunneling

C.RDP

D. MDM

E. MAC address randomization

F. proxy
HE. EF

M.

The methods that can be used to protect user internet privacy, to ensure the connection is encrypted, and to keep user activity
hidden are proxy and MAC address randomization. A proxy is a server that acts as an intermediary between a user and the internet,
hiding the user's IP address and location from websites and other online services. A proxy can also encrypt the connection between
the user and the proxy server, preventing anyone from snooping on the user's traffic. MAC address randomization is a feature that
changes the MAC address of a mobile device periodically or when connecting to different networks. A MAC address is a unique
identifier of a network interface that can be used to track the device's location and activity. MAC address randomization can help
protect the user's privacy by making it harder for third parties to link the device to a specific user or network. Verified References:
httpss//www.techtarget.comy/searchsecurity/definition/proxy-server
httpss//www.techtarget.com/searchnetworking/definition/MAC-address-randomization
httpss//www.techtarget.comysearchsecurity/definition/MAC-address-Media- Access-Control-address

EE #90

An organization's finance system was recently attacked. A forensic analyst is reviewing the contents Of'the compromised files for
credit card dat a.

Which of the following commands should the analyst run to BEST determine whether financial data was lost?

A. OptionD
B. Option C
C. Option B
D. Option A
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HAE2 #91
A large number of emails have been reported, and a security analyst is reviewing the following information from the emails:
As part of the image process, which of the following is the FIRST step the analyst should take?

A. Compare the 'Return-Path" and "Received" fields.

B. Block the email address carl.b@comptial com, as it is sending spam to subject matter experts
C. Validate the final "Received" header against the DNS entry of the domain.

D. Ignore the emnails, as SPF validation is successful, and it is a false positive
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The "Received" header is a field in the email header that shows the path the email has taken from the sender to the recipient. The
DNS entry of the domain is a record in the Domain Name System (DNS) that specifies the server responsible for handling email for
a particular domain. By comparing the "Received" header to the DNS entry, the analyst can determine whether the email has been
routed through the correct servers and whether it is likely to be legitimate.

Blocking the email address carl.b@comptial.com (option A) may be necessary if the emails are confirmed to be spam, but it should
not be the first step in the triage process. Validating the

"Return-Path" and "Received" fields (option C) may be necessary as part of the triage process, but it is not the first step. Ignoring the
emails because SPF validation is successful (option D) is not a recommended approach, as SPF validation alone is not sufficient to
determine the legitimacy of an email

HE #92

A security consultant is designing an infrastructure security solution for a client company that has provided the following requirements:
* Access to critical web services at the edge must be redundant and highly available.

* Secure access services nust be resilient to a proprietary zero-day vulnerability in a single component.

* Automated transition of secure access solutions must be able to be triggered by defined events or manually by security operations
staff.

Which of the following solutions BEST meets these requirements?

e A Reverse TLS proxy configuration using OpenVPN/OpenSSL with scripted failover functionality that connects critical web
services out to endpoint computers.

¢ B. Two separate secure access solutions orchestrated by SOAR with components provided by the same vendor for

compatibility.

C. Remote access services deployed using vendor-diverse redundancy with event response driven by playbooks.

D. Implementation of multiple IPSec VPN solutions with diverse endpoint configurations enabling user optionality in the

selection of a remote access provider

HE. C

ME:

Remote access services deployed using vendor-diverse redundancy with event response driven by playbooks is the best solution to
meet the requirements. Vendor-diverse redundancy means using different vendors or technologies to provide the same service or
function, which can increase the availability and resilience of the service. For example, if one vendor's VPN solution fails due to a
zero-day vulnerability, another vendor's VPN solution can take over without affecting the users. Event response driven by playbooks
means using predefined workflows or scripts to automate the actions or decisions that need to be taken in response to certain events
or triggers. For exanple, a playbook can define how to switch between different remote access solutions based on certain criteria or
conditions, such as performance, availability, security, or manual mput.

Playbooks can also be integrated with SOAR platforns to leverage their capabilities for orchestration, automation, and response.
Verified References:

* httpsy//cyware.conysecurity-guides/security-orchestration-automation-and-response/what-is-vendor- agnostic-security-
orchestration-automation-and-response-soar-40e4

* https//www.paloaltonetworks.com/cyberpedia/what-is-a-security-playbook
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