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Amazon AWS Certified SysOps Administrator - Associate (SOA-C02) Sample
Questions (Q489-Q494):
NEW QUESTION # 489 
A SysOps administrator needs to implement a solution to track configuration changes to security groups of Amazon EC2 instances.
The solution also must remediate any noncompliant security groups.
Which solution will meet these requirements?

A. Use AWS CloudTrail to track configuration changes. Use AWS Config for remediation.
B. Use AWS Config to track configuration changes. Configure AWS Config to use AWS Systems Manager Automation
runbook for remediation.
C. Use AWS CloudTrail to track configuration changes. Configure CloudTrail to use AWS Systems Manager Automation
runbooks for remediation.
D. Use AWS Config to track configuration changes. Use AWS CloudTrail for remediation.

https://drive.google.com/open?id=1slZ2h6n8hj4RiYcY3DV2-1CMjQ0xlmaZ
https://www.examcollectionpass.com/Amazon/SOA-C02-latest-exam-dumps.html
https://www.vce4dumps.com/SOA-C02-valid-torrent.html
https://www.dumpstillvalid.com/SOA-C02-prep4sure-review.html
https://www.practicevce.com/Amazon/SOA-C02-practice-exam-dumps.html


Answer: B

Explanation:
AWS Config records and evaluates security group changes. You can attach an automatic remediation action that runs an AWS
Systems Manager Automation runbook to fix noncompliant groups, fulfilling both tracking and remediation with minimal overhead.

NEW QUESTION # 490 
A SysOps administrator is creating an Amazon EC2 Auto Scaling group in a new AWS account. After adding some instances, the
SysOps administrator notices that the group has not reached the minimum number of instances. The SysOps administrator receives
the following error message:
Which action will resolve this issue?

A. Adjust the account spending limits for Amazon EC2 on the AWS Billing and Cost Management console
B. Modify the EC2 quota for that AWS Region in the EC2 Settings section of the EC2 console.
C. Request a quota Increase for the Instance type family by using Service Quotas on the AWS Management Console.
D. Use the Rebalance action In the Auto Scaling group on the AWS Management Console.

Answer: C

Explanation:
The error message indicates that the current quota for the number of EC2 instances allowed in the specified region has been
reached. To resolve this issue, a quota increase must be requested.
* Request Quota Increase:
* Open the Service Quotas console at Service Quotas Console.
* Navigate to Amazon EC2 service.
* Find the specific quota for the instance type family that you need to increase.
* Select the quota and choose Request quota increase.
* Provide the necessary details and submit the request.
This action will initiate a request to AWS to increase the limit, allowing you to launch additional instances once the request is
approved.
References:
* Service Quotas
* Requesting a Quota Increase

NEW QUESTION # 491 
A company migrated a two-tier web application from an on-premises environment to AWS by using a rehost strategy. The company
hosts the web tier on Amazon EC2 instances in a public subnet. The instances have Elastic IP addresses. The database tier is a
single EC2 instance that runs Microsoft SQL Server. All the resources are in one Availability Zone.
A SysOps administrator must implement a new architecture to improve the application's security and make the application highly
available. The new architecture must require minimum application code changes and administrative overhead.
Which combination of steps will meet these requirements? (Choose two.)

A. Launch an additional EC2 instance to host SQL Server. Place the new database EC2 instance in a second AWS Region.
Enable replication between the two database EC2 instances.
B. Use AWS Database Migration Service (AWS DMS) to migrate the database EC2 instance to Amazon RDS for SQL
Server with Multi-AZ Database Mirroring (DBM).
C. Place the web-tier instances in an Auto Scaling group. Configure the Auto Scaling group to support a Multi-AZ
deployment into private subnets that are behind an internet-facing Application Load Balancer.
D. Use AWS Database Migration Service (AWS DMS) to migrate the database EC2 instance to Amazon DynamoDB.
E. Place the web-tier instances in an Auto Scaling group. Configure the Auto Scaling group in multiple AWS Regions. Deploy
the EC2 instances into private subnets that are behind an internet- facing Application Load Balancer.

Answer: B,C

Explanation:
Migrating the web tier into an Auto Scaling group deployed in private subnets behind an internet- facing Application Load Balancer
improves security by limiting direct internet exposure and enhances availability via Multi-AZ deployment.
Migrating the SQL Server database from an EC2 instance to Amazon RDS for SQL Server with Multi-AZ deployment using
Database Mirroring minimizes administrative overhead while increasing the database tier's availability.



NEW QUESTION # 492 
A company hosts a web portal on Amazon EC2 instances. The web portal uses an Elastic Load Balancer (ELB) and Amazon Route
53 for its public DNS service. The ELB and the EC2 instances are deployed by way of a single AWS CloudFormation stack in the
us-east-1 Region. The web portal must be highly available across multiple Regions.
Which configuration will meet these requirements?

A. Deploy a copy of the stack in the us-west-2 Region. Create a single start of authority (SOA) record in Route 53 that
includes the IP address from each ELB. Configure the SOA record with health checks. Use the ELB in us-east-1 as the
primary record and the ELB in us-west-2 as the secondary record.
B. Deploy a new group of EC2 instances in the us-west-2 Region. Associate the new EC2 instances with the existing ELB,
and configure load balancer health checks on all EC2 instances. Configure the ELB to update Route 53 when EC2 instances
in us-west-2 fail health checks.
C. Deploy a new group of EC2 instances in the us-west-2 Region. Configure EC2 health checks on all EC2 instances in each
Region. Configure a peering connection between the VPCs. Use the VPC in us-east-1 as the primary record and the VPC in
us-west-2 as the secondary record.
D. Deploy a copy of the stack in the us-west-2 Region. Create an additional A record in Route 53 that includes the ELB in
us-west-2 as an alias target. Configure the A records with a failover routing policy and health checks. Use the ELB in us-east-
1 as the primary record and the ELB in us-west-2 as the secondary record.

Answer: D

Explanation:
When you create a hosted zone, Route 53 automatically creates a name server (NS) record and a start of authority (SOA) record
for the zone. https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/migrate-dns-domain-in-use.html#migrate-dns-create-
hosted-zone
https://en.wikipedia.org/wiki/SOA_record

NEW QUESTION # 493 
A company's SysOps administrator has created an Amazon EC2 instance with custom software that will be used as a template for
all new EC2 instances across multiple AWS accounts. The Amazon Elastic Block Store (Amazon EBS) volumes that are attached to
the EC2 instance are encrypted with AWS managed keys.
The SysOps administrator creates an Amazon Machine Image (AMI) of the custom EC2 instance and plans to share the AMI with
the company's other AWS accounts. The company requires that all AMIs are encrypted with AWS Key Management Service
(AWS KMS) keys and that only authorized AWS accounts can access the shared AMIs.
Which solution will securely share the AMI with the other AWS accounts?

A. In the account where the AMI was created, modify the key policy of the AWS managed key to provide
kms:DescnbeKey. kms:ReEncrypt\ kms:CreateGrant, and kms:Decrypt permissions to the AWS accounts that the AMI will
be shared with. Modify the AMI permissions to specify the AWS account numbers that the AMI will be shared with.
B. In the account where the AMI was created, create a customer master key (CMK). Modify the key policy to provide
kms:DescrlbeKey, kms:ReEncrypt\ kms:CreateGrant, and kms:Decrypt permissions to the AWS accounts that the AMI will
be shared with. Create a copy of the AMI. and specify the CMK. Modify the permissions on the copied AMI to make it
public.
C. In the account where the AMI was created, create a customer master key (CMK). Modify the key policy to provide
kms:DescribeKey, kms:ReEncrypt*. kms:CreateGrant, and kms;Decrypt permissions to the AWS accounts that the AMI will
be shared with. Create a copy of the AMI. and specify the CMK. Modify the permissions on the copied AMI to specify the
AWS account numbers that the AMI will be shared with.
D. In the account where the AMI was created, create a customer master key (CMK). Modify the key policy to provide
kms:DescribeKey, kms ReEncrypf, kms:CreateGrant, and kms:Decrypt permissions to the AWS accounts that the AMI will
be shared with. Modify the AMI permissions to specify the AWS account numbers that the AMI will be shared with.

Answer: C

NEW QUESTION # 494
......
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