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Cisco Implementing Cisco Enterprise Wireless Networks Sample Questions
(Q21-Q26):

NEW QUESTION # 21
Refer to the exhibit.
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No. | Time Source Destination Protecol | Lengih | Info

0.003747 10.48.39.251 10.48.71.21 UDP 146 | 9999 = 2003 Len=104
1.087479 10.48.39.214 10.48.71.21 UDP 130 [ 9999 = 2003 Len=88
17335T7 10.48.39.214 10.48.71.21 UDP 130 | 9999 = 2003 Len=88
2999859 10.48.39.251 10.48.71.21 uDp 178 | 9999 = 2003 Len=136
3.001227 10.48.39.251 1048.71.21 UDP 162 | 9999 < 2003 Len=120
4355249 10.48.39.214 10487121 | UDP 146 | 9999 = 2003 Len=104
£.999538 10.48.39.25] 10487121 |UDP 178 | 9999 = 2003 Len=136
6000959 10.48.39.25] 10487121 |UDP 146 | 9999 = 2003 Len=104
5999418 10.48.39.251 10.48.71.21 UDP 146 | 9999 = 2003 Len=104
9.000791 10.48.39.251 10.48.71.21 UDP 178 | 9999 = 2003 Len=136
9.262904 10.48.39.214 10.48.71.21 UDP 146 | 9999 = 2003 Len=104
10.894 785 10.48.39.214 10.48.71.21 uDP 130 | 9999 = 2003 Len=88
11.995126 10.48.39.25]1 10.48.71.21 uDP 194 | 9999 = 2003 Len=152
11.999193 10.48.39.251 10.48.71.21 uDpP 162 | 9999 =¥ 2003 Len=120
14.994902 10.48.39.25] 1048.71.21 |UDP 178 | 9999 = 2003 Len=136
14.996368 10.48.39.251 10.48.71.21 UDP 162 W') 2003 Lew=120
17994857 | 104839251 | 10487120, | UDP 146 | 8999 2008 Lai=1
17.996231 1048.35251 | 1048.7121 . | UDP 162 | 8999 35003 Lai=1
18.102843 10.48.39.251 10487121 UDP 130 | 9999 = 2003 Len=88
21098408 104839 251 10.48.71.21 UDP ﬁ 2
21099952 10.48.39251 | 10487121 | UDP 162:| 9899 2 =
4098574 10.48.39.251 10.48.71.21 UDP 146 | 9999 = 2003 Len=104
24099804 10.48.39.251 10.48.71.21 UDP 162 | 9999 <» 2003 Len=120
27.095009 10.48.39.25]1 10.48.71.21 uDP 162 | 9999 = 2003 Len=120
27.099839 10.48.39.25] 10.48.71.21 UDP 130 | 9999 = 2003 Len=88
28880307 10.48.39.164 10.48.71.21 UDP 146 | 9999 = 2003 Len=104
18881569 10.48.39.214 10.48.71.21 CAFPP 146 | CAPP MD3 Encrypted
30094237 10.48.39.251 10.48.71.21 UDP 178 | 9999 = 2003 Len=136
30097812 10.48.39.25]1 10.48.701.21 uDp 146 | 9999 = 2003 Len=104
31| 30.503451 10.48.39.214 10.48.701.21 uDe 130 | 9999 = 2003 Len=58
32| 30.515926 10.48.39.164 10.48.71.21 UDP 130 | 9999 =» 2003 Len=88
» Frame 1 162 byles onwire (1206 bits), 162 bytes caplured (1206 bis)
= Ethernet I, Sec: Ciscoine_2a c4 a3 (000686 2a:c4 a3), Dst Virware_994e 19 (00.50.56:99 42.19)
» Intermet Protocol Versson 4, Src: 10 48 30 251, Dst 10487121
» Uses Datagram Protocol, Src Porl. 9999 (9999). Dst Port 2003 (2003)
« Data (120 byles)
Data: ae 21 44 10 00 00 bd 54 ef 05 i cb b7 8 03 cT
[Length: 120]

The image shows a packet capture that was taken at the CLI of the Cisco CMX server. It shows UDP traffic from the WLC
coming into the server. What does the capture prove?
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A. The Cisco CMX server receives NMSP traffic from the WLC.
B. The Cisco CMX server receives SNMP traffic fromthe WLC.
C. The Cisco CMX server receives NetFlow data from the WLC.
D. The Cisco CMX server receives Angle-of- Arrival data from the WLC.

Answer: A

Explanation:

The image provided shows a packet capture with multiple entries displaying UDP traffic between two IP addresses using different
ports (notably port number '16666' which is commonly used for NMSP). Network Mobility Services Protocol (NMSP) is used by
wireless controllers like WLCs to commumnicate with management software such as Cisco's Mobility Services Engine or CMX. This
protocol helps in managing various mobility services across wireless networks. References: CCNP Enterprise Wireless Design
ENWLSD

300-425 and Implementation ENWLSI 300-430 Official Cert Guide

NEW QUESTION # 22

A Cisco CMX 3375 appliance on the 10.6.1 version code counts duplicate client entries, which creates wrong location analytics.
The issue is primarily from iOS clients with the private MAC address feature enabled. Enabling this feature requires an upgrade of
the Cisco CMX 3375 appliance in a high availability pair to version 10.6.3. SCP transfers the Cisco CMX image, but the upgrade
script run fails. Which configuration change resolves this issue?

A. Save configuration and use the upgrade script to upgrade the high availability pair without breaking the high availability.
B. Run root patch to first upgrade to version 10.6.2 and then migrate to version 10.6.3.

C. Upgrade the high availability pair to version 10.6.2 image first and then upgrade to version 10.6.3.

D. Break the high availability using the cnmxha config disable command and upgrade the primary and secondary individuality.

Answer: D
Explanation:



https//www.cisco.comy/c/en/us/support/docs/availability/high-availability/2 1 3664-configure-cmx-high-availability. html

NEW QUESTION # 23

On a branch office deployment, it has been noted that if the FlexConnect AP is in standalone mode and loses connection to the
WLC, all clients are disconnected, and the SSID is no longer advertised. Considering that FlexConnect local switching is enabled,
which setting is causing this behavior?

A. ISENAC is enabled

B. Client Exclusion is enabled

C. 802.11r Fast Transition is enabled
D. FlexConnect Local Auth is disabled

Answer: D

Explanation:

When FlexConnect APs are in standalone mode due to losing connection to the WLC, they should still be able to serve clients if
local switching and authentication are enabled. The issue described occurs because FlexConnect Local Authentication is disabled.
With local auth enabled, the AP can authenticate clients directly, without needing to communicate with the WLC, thus allowing the
SSID to remain advertised and clients to stay connected even if the WLC is unreachable.

NEW QUESTION # 24
Ina Cisco WLAN deployment, it is required that all Aps from branchl remain operational even if the control plane CAPWAP
tunnel is down because of a WAN failure to headquarters. Which operational mode must be configured on the APs?

A. connected
B. lightweight
C. disconnected
D. standalone

Answer: D

Explanation:

Ina Cisco WLAN deployment where it is required that all APs from branchl remain operational even if the control plane
CAPWAP tunnel is down, the operational mode that must be configured on the APs is standalone (option B). In standalone mode,
the APs can continue to fimction and provide network access to clients even without a connection to the WLC, which is essential
during a WAN failure to headquarters. References: CCNP Enterprise Wireless Design ENWLSD 300-425 and Implementation
ENWLSI 300-430 Official Cert Guide, with a focus on AP operational modes and their behavior during network disruptions.

NEW QUESTION # 25
An engineer must implement intrusion protection the WLAN. The AP coverage is adequate and on-channel attacks are the primary
concern. The building is historic, which makes adding APs difficult. Which Ap mode and submode must be implemented?

A. Ap mode: local, Ap submode: none

B. Ap mode: local, Ap submode: WIPS

C. Ap mode: monitor, Ap submode: WIPS
D. Ap mode: monitor, Ap submode: none

Answer: B
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