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CertiProf Certified ISO/TIEC 27001:2022 Foundation Sample Questions (Q16-
Q21):

NEW QUESTION # 16
What does ISO/IEC 27001:2022 require in order to evaluate information security performance and the effectiveness of the
Information Security Management System?

e A. A person designated by top management with expertise to evaluate information security performance and system
effectiveness

e B. A consultancy to accurately perform the evaluation of information security performance and validate the effectiveness of the
management system
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¢ C. Information security tools to evaluate information security performance and system effectiveness
¢ D. The organization must determine what needs to be monitored and measured, including information security processes and
controls

Answer: D

Explanation:

ISO/IEC 27001:2022 requires the organization to determine what needs to be monitored and measured, including information
security processes and controls, the methods for monitoring, measurement, analysis, and evaluation, when these activities will be
performed, and when the results will be analyzed and evaluated.

The standard does not mandate a specific tool, consultant, or designated individual for compliance. Therefore, option C is the
correct answer.

NEW QUESTION # 17
Management review must include consideration of:

A. Opportunities for continual improvement

B. All of the above

C. Changes in external and internal issues that are relevant to the ISMS
D. The status of actions from previous management reviews

Answer: B

Explanation:

ISO/IEC 27001:2022 specifies the inputs to management review. These include changes in external and internal issues relevant to
the ISMS, feedback on performance including nonconformities and corrective actions, follow-up actions fiom previous reviews, and
opportunities for continual improvement. Since all of the listed elements are valid management review inputs, the correct answer is D.

NEW QUESTION # 18
In the context of clause 6.1 actions to address risks and opportunities, the weakness of an asset or control that can be exploited by a
threat is known as:

A. Risk

B. Impact

C. Threat

D. Vulnerability

Answer: D

Explanation:

A vulnerability is a weakness of an asset, control, or other element that can be exploited by one or more threats. In information
security risk assessment, vulnerabilities are considered together with threats, likelihood, and impact in order to understand and
evaluate risk. A threat is a potential cause of an unwanted incident, while impact refers to the consequence. Therefore, option C is
correct.

NEW QUESTION # 19
According to ISO/IEC 27001:2022 clause 4.3, what aspects nust be considered when determining the scope of the Information
Security Management System?

A. Assets and resources

B. Risks and opportunities

C. External and internal issues, and interfaces and dependencies
D. Threats and vulnerabilities

Answer: C



Explanation:

Clause 4.3 of ISO/IEC 27001:2022 requires the organization to determine the boundaries and applicability of the ISMS. When
determining the scope, the organization must consider the external and internal issues referred to in clause 4.1, the requirements
referred to in clause 4.2, and interfaces and dependencies between activities performed by the organization and those performed by
other organizations. Therefore, option D is the correct answer.

NEW QUESTION # 20
What details must be included in a Statement of Applicability?

A. Justification for the inclusion of controls

B. The controls considered necessary
C. All of the above
D. Justification for the exclusion of controls

Answer: C

Explanation:

InISO/IEC 27001:2022, the Staterment of Applicability is a required documented output of the information security risk treatment
process. It must contain the necessary controls, including whether they are implemented, and the justification for their inclusion. It
nust also include justification for excluding controls from Annex A when they are not applicable. Therefore, all three elements listed
moptions A, B, and C are part of a proper Statement of Applicability, making option D the correct answer.
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