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Sample Questions
Which configuration must be made on the firewall before it can read User-ID-to-IP-addressmapping tables from external sources?

D. User-ID Agents
C. Captive Portal
A. Group Mapping Settings
B. Server Monitoring

For an external device to consume a local User-ID-to-IP-address mapping table, which data isused for authentication between the
devices?

D. certificates added to the User-ID agent configuration
B. User-ID agent's Server Monitor Account information
C. administrators account information on the source device with the User-ID role set
A. the source device's Data Redistribution Collector Name and Pre-Shared Key

User-ID-to IP-address mapping tables can be read by which product or service?

D. Prisma Cloud
A. Cortex XDR
B. Panorama Log Collector
C. AutoFocus

Palo Alto Networks Certified Network Security Engineer Exam Sample
Questions (Q106-Q111):
NEW QUESTION # 106 
A firewall engineer creates a source NAT rule to allow the company's internal private network 10.0.0.0/23 to access the internet.
However, for security reasons, one server in that subnet (10.0.0.10/32) should not be allowed to access the internet, and therefore
should not be translated with the NAT rule.
Which set of steps should the engineer take to accomplish this objective?

A. 1. Create a source NAT rule (NAT-Rule-1) to translate 10.0.0/23 with source address translation set to dynamic IP and
port.
2. Create another NAT rule (NAT-Rule-2) with source IP address in the original packet set to 10.0.0.10/32 and source
translation set to none.
3. Place (NAT-Rule-2) above (NAT-Rule-1).
B. 1- Create a NAT rule (NAT-Rule-1) and set the source address in the original packet to 10.0.0.0/23.
2. Check the box for negate option to negate this IP subnet from NAT translation.
C. 1. Create a source NAT rule (NAT-Rule-1) to translate 10.0.0/23 with source address translation set to dynamic IP and
port.
2. Create another NAT rule (NAT-Rule-2) with source IP address in the original packet set to 10.0.0.10/32 and source
translation set to none.
3. Place (NAT-Rule-1) above (NAT-Rule-2).
D. 1. Create a NAT rule (NAT-Rule-1) and set the source address in the original packet to 10.0.0.10/32.
2. Check the box for negate option to negate this IP from the NAT translation.

Answer: A

Explanation:
In Palo Alto Networks firewalls, the processing of NAT rules occurs in a top-down fashion, similar to security policies. To exclude a
specific IP address from a broader source NAT rule, a more specific NAT rule must be placed above the broader rule.
C . Place a more specific NAT rule above the broader one:
Create a source NAT rule (NAT-Rule-1) to translate the broader network range (10.0.0.0/23) with dynamic IP and port
translation. This rule allows the majority of the subnet to access the internet through NAT.
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Create another NAT rule (NAT-Rule-2) with the source IP address in the original packet set specifically to the IP address that
should not be translated (10.0.0.10/32). In this rule, set the source translation to none, indicating that this traffic should not be
translated and thus not allowed to access the internet.
Place NAT-Rule-2 above NAT-Rule-1 in the NAT policy list. This ensures that the more specific rule (NAT-Rule-2) is evaluated
first. If traffic matches NAT-Rule-2, it will not be translated or allowed to the internet, effectively excluding the specific server from
internet access.
This configuration leverages the principle of specificity and the order of operation in NAT policies to exclude a specific IP address
from source NAT translation, thereby preventing it from accessing the internet.

NEW QUESTION # 107 
Click the Exhibit button

An administrator has noticed a large increase in bittorrent activity. The administrator wants to determine where the traffic is going on
the company.
What would be the administrator's next step?

A. Right-Click on the bittorrent link and select Value from the context menu
B. Create a global filter for bittorrent traffic and then view Traffic logs.
C. Click on the bittorrent application link to view network activity
D. Create local filter for bittorrent traffic and then view Traffic logs.

Answer: C

NEW QUESTION # 108 
A network engineer troubleshoots a VPN Phase 2 mismatch and decides that PFS (Perfect Forward Secrecy) needs to be enabled.
What action should the engineer take?

A. Enable PFS under the IKE gateway advanced options
B. Enable PFS under the IPSec Tunnel advanced options.
C. Add an authentication algorithm in the IPSec Crypto profile.
D. Select the appropriate DH Group under the IPSec Crypto profile.

Answer: A

NEW QUESTION # 109 
View the GlobalProtect configuration screen capture.
What is the purpose of this configuration?



A. It enables a client to perform a reverse DNS lookup on 192.168.10.1 to detect that it is an internal client.
B. It forces an internal client to connect to an internal gateway at IP address 192.168.10.1.
C. It configures the tunnel address of all internal clients to an IP address range starting at 192.168.10.1.
D. It forces the firewall to perform a dynamic DNS update, which adds the internal gateway's hostname and IP address to the
DNS server.

Answer: A

Explanation:
Explanation/Reference: https://www.paloaltonetworks.com/documentation/80/globalprotect/globalprotect-admin-guide/
globalprotect-portals/define-the-globalprotect-client-authentication-configurations/define-the-globalprotect- agent-configurations

NEW QUESTION # 110 
A user at an external system with the IP address 65.124.57.5 queries the DNS server at 4. 2.2.2 for the IP address of the web
server, www,xyz.com. The DNS server returns an address of 172.16.15.1 In order to reach Ire web server, which Security rule
and NAT rule must be configured on the firewall?

A)

B)

C)

D)

A. Option D
B. Option C
C. Option A
D. Option B



Answer: B

NEW QUESTION # 111
......
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