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GIAC Certified Incident Handler Sample Questions (Q197-Q202):

NEW QUESTION # 197

Victor works as a professional Ethical Hacker for SecureNet Inc. He wants to use Steganographic file system method to
encrypt and hide some secret information. Which of the following disk spaces will he use to store this secret

nformation?

Each correct answer represents a complete solution. Choose all that apply.
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A. Hidden partition
B. Unused Sectors
C. Slack space
D. Durrb space

Answer: A,B,C

NEW QUESTION # 198

Adam works as a Security Analyst for Umbrella Inc. CEO of the company ordered him to implement two-factor authentication for
the employees to access their networks. He has told him that he would like to use some type of hardware device in tandem with a
security or identifying pin number. Adam decides to implement smart cards but they are not cost effective.

Which of the following types of hardware devices will Adam use to implement two-factor authentication?

A. Proximity cards

B. Biometric device

C. Security token

D. One Time Password

Answer: C

Explanation:
Section: Volume C

NEW QUESTION # 199

You work as a Security Administrator for Net Perfect Inc. The company has a Windows-based network.

You want to use a scanning technique which works as a reconnaissance attack. The technique should direct to a specific host or
network to determine the services that the host offers.

Which of the following scanning techniques can you use to accomplish the task?

A. SYN scan

B. Host port scan
C. Nmap

D. IDLE scan

Answer: B

NEW QUESTION # 200
Which of the following statements are true about tcp wrappers?
Each correct answer represents a complete solution. Choose all that apply.

e A tcp wrapper provides access control, host address spoofing, client username lookups, etc.

¢ B. tcp wrapper allows host or subnetwork IP addresses, names and/or ident query replies, to be used as tokens to filter for
access control purposes.

e C. When a user uses a TCP wrapper, the inetd daemon runs the wrapper program tcpd instead of running the server program
directly.

e D. tcp wrapper protects a Linux server from IP address spoofing,

Answer: A,B,C

Explanation:
Section: Volume A
Explanation/Reference:

NEW QUESTION # 201
You are the Administrator for a corporate network. You are concerned about denial of service attacks.
Which of the following would be the most help against Denial of Service (DOS) attacks?



A. Stateful Packet Inspection (SPI) firewall
B. Network surveys.

C. Honey pot

D. Packet filtering firewall

Answer: A

NEW QUESTION # 202
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