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Google Cloud Certified - Professional Cloud Security Engineer Exam Sample
Questions (Q31-Q36):
NEW QUESTION # 31 
You want to set up a secure, internal network within Google Cloud for database servers. The servers must not have any direct
communication with the public internet. What should you do?

A. Assign a static public IP address to each database server. Use firewall rules to restrict external access.
B. Assign a private IP address to each database server. Use a NAT gateway to provide internet connectivity to the database
servers.
C. Create a VPC with a private subnet. Assign a private IP address to each database server.
D. Assign both a private IP address and a public IP address to each database server.

Answer: B

NEW QUESTION # 32 
Applications often require access to "secrets" - small pieces of sensitive data at build or run time. The administrator managing these
secrets on GCP wants to keep a track of "who did what, where, and when?" within their GCP projects.
Which two log streams would provide the information that the administrator is looking for? (Choose two.)

A. Data Access logs
B. Agent logs
C. System Event logs
D. VPC Flow logs
E. Admin Activity logs

Answer: A,E

Explanation:
https://cloud.google.com/secret-manager/docs/audit-logging

NEW QUESTION # 33 
What are the steps to encrypt data using envelope encryption?
* A. Generate a data encryption key (DEK) locally.
* Use a key encryption key (KEK) to wrap the DEK.
* Encrypt data with the KEK.
* Store the encrypted data and the wrapped KEK.
* B. Generate a key encryption key (KEK) locally.
* Use the KEK to generate a data encryption key (DEK).
* Encrypt data with the DEK.
* Store the encrypted data and the wrapped DEK.
* C. Generate a data encryption key (DEK) locally.
* Encrypt data with the DEK.
* Use a key encryption key (KEK) to wrap the DEK.
* Store the encrypted data and the wrapped DEK.
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* D. Generate a key encryption key (KEK) locally.
* Generate a data encryption key (DEK) locally.
* Encrypt data with the KEK

Answer:

Explanation:
C
Explanation/Reference: https://cloud.google.com/kms/docs/envelope-encryption

NEW QUESTION # 34 
You want to use the gcloud command-line tool to authenticate using a third-party single sign-on (SSO) SAML identity provider.
Which options are necessary to ensure that authentication is supported by the third-party identity provider (IdP)? (Choose two.)

A. Identity-Aware Proxy
B. Cloud Identity
C. SSO SAML as a third-party IdP
D. Identity Platform
E. OpenID Connect

Answer: C,E

Explanation:
To provide users with SSO-based access to selected cloud apps, Cloud Identity as your IdP supports the OpenID Connect
(OIDC) and Security Assertion Markup Language 2.0 (SAML) protocols.
https://cloud.google.com/identity/solutions/enable-sso

NEW QUESTION # 35 
What is the best course of action regarding data privacy and model tuning when using Vertex AI?

A. Do nothing. Vertex AI foundation models are frozen by default and do not use your data for model- tuning purposes.
B. Do not use Vertex AI for sensitive data. Use only public data with minimal privacy requirements.
C. Contact Google support to opt out of model tuning.
D. Encrypt your data by using customer-managed encryption keys (CMEK) to have full control over encryption key access.

Answer: A

Explanation:
When using Google Cloud's generative AI platforms like Vertex AI for model tuning, the contractual and technical safeguards are
designed to protect customer data from being used for public model training.
Google's policy is that the content (data) uploaded for model tuning is used only for that specific, express purpose (tuning your
model) and is not used to tune Google's foundational public models or shared with other customers.
Extracts:
"Google only uses content that you import or upload to our model tuning feature for that express purpose." (Source 6.1)
"Tuning content may be retained in connection with your tuned models for purposes of re-tuning when supported models change.
When you delete a tuned model, the related tuning content is also deleted." (Source
6.1)
Therefore, based on the documented commitment for Vertex AI model tuning, no additional action is required (Do nothing) to
prevent Google from using the data for general model tuning.

NEW QUESTION # 36
......
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