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ISC Certified in Cybersecurity (CC) Sample Questions (Q112-Q117):
NEW QUESTION # 112 
Which plan provides immediate response procedures and management guidance?

A. BCP
B. DRP
C. All
D. IRP

Answer: A

Explanation:
TheBusiness Continuity Planincludes immediate response actions, communication plans, and leadership guidance.

NEW QUESTION # 113 
What is the primary purpose of a firewall?

A. Monitor network traffic
B. Encrypt data transmissions
C. Prevent unauthorized access
D. Backup critical data

Answer: C

Explanation:
Firewalls control and filter network traffic based on security rules to prevent unauthorized access. While they may monitor traffic,
their primary function is enforcing access control at network boundaries.

NEW QUESTION # 114 
Which of these is the WEAKEST form of authentication we can implement?

A. Biometric authentication
B. Something you have
C. Something you are
D. Something you know

Answer: D

Explanation:
"Something you know" authentication refers to knowledge-based credentials such as passwords, PINs, or passphrases. This is
widely regarded as the weakest form of authentication because it is highly susceptible to compromise through phishing, brute-force
attacks, credential stuffing, shoulder surfing, and social engineering.
Passwords can be guessed, reused, written down, or stolen through malware and data breaches. Users often choose weak or
reused passwords, further reducing security. Even when password complexity rules are enforced, attackers frequently bypass them
using previously leaked credentials.
In contrast, "something you have" (tokens, smart cards), "something you are" (biometrics), and biometric authentication provide
stronger assurance because they are harder to steal or replicate. Modern security standards recommend combining factors using
multi-factor authentication (MFA) to reduce reliance on knowledge-based authentication alone.
NIST SP 800-63 explicitly discourages password-only authentication for sensitive systems, emphasizing that
"something you know" should be augmented with additional factors whenever possible.

NEW QUESTION # 115 
Which is a component of a Business Continuity (BC) plan?

A. All
B. Immediate response procedures
C. Notification systems and call trees



D. Management authority guidance

Answer: A

Explanation:
A complete BCP includes response procedures, communication plans, and management authority to ensure coordinated recovery.

NEW QUESTION # 116 
What is the first component the new security engineer should learn about in the incident response plan?

A. Containment
B. Detection and analysis
C. Eradication
D. Preparation

Answer: D

Explanation:
Preparation is the foundational phase of incident response. It defines policies, roles, responsibilities, tools, training, and
communication procedures. Without preparation, all other phases become chaotic and ineffective.
NIST SP 800-61 emphasizes preparation as the first phase because it ensures responders understand escalation paths, legal
considerations, evidence handling, and authority. A new security engineer must understand preparation to operate effectively during
real incidents.

NEW QUESTION # 117
......
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