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(Q531-Q536):
NEW QUESTION # 531 
How is the public key distributed in an orderly, controlled fashion so that the users can be sure of the sender's identity?

A. Digital signature
B. Hash value
C. Digital certificate
D. Private key

Answer: C

Explanation:
A digital certificate, issued by a trusted Certificate Authority (CA), binds a public key to the identity of an entity (e.g., user,
organization). This provides a means to validate ownership of the public key.
CEH v13 Reference:
Module 17: Cryptography
"A digital certificate ensures the authenticity of the public key through a trusted third party known as a Certificate Authority."
######################

NEW QUESTION # 532 
As an IT security analyst, you perform network scanning using ICMP Echo Requests. During the scan, several IP addresses do not
return Echo Replies, yet other network services remain operational. How should this situation be interpreted?

A. The lack of Echo Replies indicates an active security breach.
B. The IP addresses are unused and available for reassignment.
C. The non-responsive IP addresses indicate severe network congestion.
D. A firewall or security control is likely blocking ICMP Echo Requests.

Answer: D

Explanation:
The CEH Network Scanning module explains that ICMP Echo Requests are often filtered or blocked by firewalls, routers, or host-
based security controls as a defensive measure to reduce reconnaissance exposure.
When systems fail to respond to ICMP Echo Requests but continue to function normally for other services, CEH indicates that this
behavior typically means ICMP traffic is being blocked, not that the host is offline or compromised.
Option B is correct.
Option A would affect all services.
Option C lacks supporting indicators.
Option D is speculative and unreliable.
CEH emphasizes that ICMP filtering is common in hardened networks.

NEW QUESTION # 533 
What is the minimum number of network connections in a multihomed firewall?

A. 0
B. 1
C. 2
D. 3

Answer: D

Explanation:
A multihomed firewall refers to a firewall with two or more network interfaces (NICs), each connected to different network
segments. The purpose of a multihomed firewall is to allow filtering and segmentation of traffic between multiple network zones, such
as:
External network (e.g., Internet)
Internal network (e.g., LAN)
To qualify as multihomed, the system must have at least two network interfaces. This allows it to sit between two networks and



inspect/filter traffic passing through it.
Reference - CEH v13 Official Study Guide:
Module 13: Evading IDS, Firewalls, and Honeypots
Section: Firewall Architecture
Quote:
"A multihomed firewall is a system with two or more NICs connected to different networks, typically used to control traffic between
internal and external networks. The minimum number of interfaces is two." Incorrect Options Explained:
A). 3 interfaces may be used in advanced setups (e.g., with a DMZ), but not the minimum.
B & C. 4 or 5 connections are not required unless designing more complex segmentation.

NEW QUESTION # 534 
These hackers have limited or no training and know how to use only basic techniques or tools. What kind of hackers are we talking
about?

A. Gray-Hat Hackers
B. White-Hat Hackers
C. Black-Hat Hackers
D. Script Kiddies

Answer: D

Explanation:
Comprehensive and Detailed Explanation:
Script Kiddies are individuals with minimal technical skills who use existing tools or scripts developed by others to perform attacks.
They generally do not understand the underlying mechanisms and rely on publicly available hacking tools.
From CEH v13 Official Study Guide:
* Module 1: Introduction to Ethical Hacking # Hacker Types
* "Script kiddies are unskilled attackers who use tools created by others." Reference: CEH v13 Courseware - Hacker Classification

NEW QUESTION # 535 
Which type of malware spreads from one system to another or from one network to another and causes similar types of damage as
viruses do to the infected system?

A. Trojan
B. Worm
C. Adware
D. Rootkit

Answer: B

NEW QUESTION # 536
......
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