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E M #256

Stanley works as an mcident responder at a top MNC based in Singapore. He was asked to mvestigate a cybersecurity incident that
recently occurred in the company. While investigating the incident, he collected evidence from the victim systems. He must present
this evidence in a clear and comprehensible manner to the members of a jury so that the evidence clarifies the facts and further helps
in obtaining an expert opinion on the incident to confirm the investigation process. In the above scenario, which of the following
characteristics of the digital evidence did Stanley attempt to preserve?

e A. Admissibility
¢ B. Authenticity
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¢ C. Completeness
¢ D. Believability

IEf#: B

H #257

Liam, a senior incident responder at a manufacturing company, is alerted to an email campaign distributing malware through fake
invoice attachments. He confirms that some users opened the attachment, resulting in system slowdown and unauthorized access
attempts. He disconnects affected machines, scans and removes malware, disables compromised accounts, restores systens from
clean backups, and docurrents file hashes, sender IPs, and malicious domains. Which of the following best describes Liam's
objective?

A. To upgrade the internal mail server infrastructure
B. To conduct forensic preservation

C. To simulate future phishing scenarios

D. To eradicate all traces of the incident

Ef#E: D

A :

This scenario clearly aligns with the eradication phase of the ECIH malware incident handling lifecycle.

After detection and containment, eradication focuses on completely removing malicious artifacts and ensuring the threat cannot re-
emerge.

Option D is correct because Liam's actions-malware removal, account disabling, system restoration, and IOC documentation-are all
aimed at fully elimmating the malware and attacker footholds. ECIH emphasizes that eradication must address malware binaries,
persistence mechanisms, compromised credentials, and residual indicators.

Option B (forensic preservation) would avoid system changes, which Liam does not do. Option A is a training activity unrelated to
response. Option C is infrastructure improvement, not incident handling,

ECIH explicitly states that failure to eradicate all traces often leads to reinfection or continued attacker access.

Liam's comprehensive approach ensures the environment is returned to a trusted state and prepares detection systems for future
prevention.

E R #258
What is the most recent NIST standard for incident response?

e A 800-171r2
e B.800-61r3
e C.800-61r2
e D. 800-53r3

EfE: C

R :

As of my last update, the most recent NIST standard for incident response was NIST Special Publication

800-61 Revision 2 (800-6112), titled "Computer Security Incident Handling Guide." This document provides guidelines for
establishing an effective incident response program, including preparation, detection and analysis, containment, eradication, recovery,
and post-incident activity.

References:The document is a key resource in the field of incident response, frequently cited in the ECIH v3 curriculum for its
comprehensive guidelines on managing and responding to cybersecurity incidents.

M #259
Ifa hacker cannot find any other way to attack an organization, they can influence an employee or a disgruntled staff member. What

type of threat is this?

A. Phishing attack
B. Footprinting
C. Insider attack
D. Identity theft



Ef#: C
L2

Ifa hacker influences an enployee or a disgruntled staff member to gain access to an organization's resources or sensitive
information, this is classified as an insider attack. Insider attacks are perpetrated by individuals within the organization, such as
employees, contractors, or business associates, who have inside information concerning the organization's security practices, data,
and computer systens. The threat from insiders can be intentional, as in the case of a disgruntled employee seeking to harm the
organization, or unintentional, where an employee is manipulated or coerced by external parties without realizing the implications of
their actions.

Phishing attacks, footprinting, and identity theft represent different types of cybersecurity threats where the attacker's method or
objective differs from that of insider attacks.

References:The ECIH v3 certification program addresses various types of threats, including insider threats, emphasizing the
importance of recognizing and mitigating risks posed by individuals within the organization.

E R #260
Which of the following has been used to evade IDS and IPS?

A. TNP

B. SNMP

C. Fragmentation
D. HTTP

IEf: C

H R #261
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