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15. Frage
‘When configuring the system proxy on FortiSOAR. which two URLs should be accessible from the proxy server? (Choose two.)

A. https/globalupdate. fortinet.net
B. https/fortiguard.coin

C. https//iepo.fortisoar. fcrtinet.ccm
D. https: /licensing, fortinet .net

Antwort: A,C

Begrindung;
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‘When configuring the system proxy for FortiSOAR, it is essential to ensure connectivity to certain URLs to maintain system updates
and licensing. For FortiSOAR, access to https/iepo.fortisoar.fortinet.com is required for incident enrichment and analysis, while
httpsz/globalupdate. fortinet.net is necessary for global updates to keep the system up-to-date with the latest threat mformation.
These connections allow FortiSOAR to communicate with Fortinet's servers to fetch updated threat intelligence and system updates,
which are critical for the operational effectiveness of FortiSOAR.

16. Frage

A security analyst has reported unauthorized access to System Configuration. You must review the user's current level of access,
and then restrict their access according to your organization's requirements. As part of your auditing process, which two actions
should you perform? (Choose two.)

A. View the user's effective role permissions, and then investigate which role is providing that access.

B. Review the user's learn hierarchy to ensure that the appropriate relationships are configured.

C. Remove the create, read, update, and delete (CRUD) permissions or roles that the user does not require.
D. Remove all record ownership that is assigned to the user.

Antwort: A,B

Begrindung;

To audit and restrict a user's access withn FortiSOAR, particularly in response to unauthorized access reports, it's necessary to
review the user's effective role permissions. This involves checking which roles grant the user access to the System Configuration
module and adjusting as needed. Additionally, reviewing the user's team hierarchy ensures that the user's access aligns with the
organization's policies. Misconfigurations in team relationships can sometimes iadvertently provide elevated access; hence,
confirming that the team setup is correct is a critical part of the auditing process.

17. Frage
Refer to the exhibit.

Which statement correctly describes the user’s login behavior?

A. The user can log in only if there are enough seats available.

B. The user has an active concurrent session that does not time out.

C. The user will always be able to draw from the concurrent pool and log in.
D. The user is sent to a waiting queue if there are named users logged in.

Antwort: A

Begriindung;

In FortiSOAR, when a user is configured with "Concurrent" access type, their ability to log in depends on the availability of
concurrent user seats. This means the user can only log in if there are available seats in the concurrent pool. Ifall seats are occupied,
the user must wait until a seat becomes free. This configuration allows multiple users to share a pool of licenses, making it suitable for
environments where not all users need constant access.

18. Frage
Which playbook collection includes systemtlevel playbooks that FortiSOAR uses to auto-populate date fields when the status of
mcident or alert records changes to Resolved or Closed?

A. Approval/Manual Task Playbooks
B. Schedule Management Playbooks
C. SLA Management Playbooks

D. Utilities Playbooks

Antwort: C

Begrindung;

The SLA Management Playbooks collection in FortiSOAR includes systentlevel playbooks designed to auto-populate date fields
when the status of incident or alert records changes to Resolved or Closed. This finctionality ensures that relevant date fields, such
as resolution date or closure date, are accurately filled based on SLA criteria. By using SLA Management Playbooks, FortiSOAR
automatically maintains date-related data integrity, which is essential for tracking and reporting purposes.



19. Frage
What two permissions must you assign to a user to allow the purge of audit logs for all users? (Choose two answers)

A. Delete permission on the People module

B. Delete permission on the Security module

C. Delete permission on the Users module

D. Delete permission on the Audit Log Activities module

Antwort: B,D

Begriindung;

Comprehensive and Detailed Explanation From FortiSOAR 7.3 Exact Extract study guide:

According to the FortiSOAR 7.3 Administration Guide under the "Audit Logs" and "Role-Based Access Control (RBAC)" sections,
managing the lifecycle of system logs requires elevated administrative privileges.

To perform a manual purge of audit logs, the system validates permissions across two specific areas:

* Audit Log Activities Module:The user must haveDeletepermissions on this specific module because 1t is the repository where the
actual log records are stored. Without "Delete" rights here, the application cannot remove the database entries.

* Security Module:Because the purging of audit logs is a sensitive security operation that affects the systemi's accountability trail,
FortiSOAR requires theDeletepermission on theSecuritymodule. This acts as a secondary administrative guardrail to ensure only
authorized security administrators can permanently remove audit trails.

Permissions on thePeopleorUsersmodules (Options C and D) are used for managing user profiles and account attributes, but they do
not grant the authority to manipulate system-level audit databases.
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