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HPE Aruba Networking ClearPass Exam Sample Questions (Q72-Q77):

NEW QUESTION # 72

An organization wants to ensure that all devices accessing their network meet specific security criteria. They decide to use ClearPass
OnGuard to monitor and enforce compliance. During the deployment, the IT team needs to understand how ClearPass evaluates the
security status of clients. Which aspect of ClearPass OnGuard provides this functionality?

o A. Health Checks
¢ B. Security policies
e C. Network access control

Answer: A

Explanation:

Health Checks in ClearPass OnGuard are responsible for evaluating the security status of client devices. They assess factors such as
antivirus status, firewall settings, OS updates, and other compliance parameters to determine whether a device meets the
organization's security requirements before granting full network access.

NEW QUESTION # 73

Which two features are provided by ClearPass Onboard?
(Choose two)

Response:

A. Antivirus scanning

B. Dynamic VLAN enforcement

C. Device certificate provisioning

D. Wi-Fi configuration for mobile devices

Answer: C,D

NEW QUESTION # 74

A network administrator is configuring a corporate network enforcement policy. The policy includes rules for corporate-issued
laptops, MDM-enabled tablets, and personal smart devices. However, the administrator notices that some clients are failing all rules
due to a lack of profile data. What should the admnistrator do to ensure these unprofiled clients can access the profiler collectors
and receive a profile using best practices?

¢ A Increase the frequency of profile data updates from the endpoint profiler.
¢ B. Add a rule that identifies clients without profiles and assigns thema role allowing limited access to the profiler.
e C. Set the default enforcement profile to 'Allow Access' for all unprofiled clients.

Answer: B

Explanation:

Best practice for profiling is to never grant full access by default . Instead, the enforcement policy should include a fallback rule for
unprofiled devices. This rule assigns a "Limited Access" or "Quarantine” role that allows only DHCP and HTTP traffic. This allows
the device to communicate just enough to trigger the profiler collectors (like DHCP fingerprinting), after which the device can be re-
authenticated with the correct role.

NEW QUESTION # 75
‘What should an administrator do before upgrading the ClearPass software i a production environment?
Response:

¢ A Disable all authentication sources
¢ B. Convert all users to guest access
e (. Performa full system backup and review the release notes



¢ D. Enable DHCP relay on all VLANs

Answer: C

NEW QUESTION # 76

In a network using ClearPass with 802.1X authentication and a dissolvable agent, a client is granted limited access with a captive
portal redirect. After the client runs the health check via the webpage, what critical step must be taken to ensure the updated posture
token is used in subsequent authentications?

¢ A The client must restart their device to apply the updated posture token.

¢ B. The posture token must be cached in the service by selecting the Cached Policies and Roles option on the 802.1X service
Enforcement tab.

¢ C. ClearPass must send a termination message to the client to enforce a new role.

Answer: B

Explanation:

Because the health check is performed via a web interface (WEBAUTH), it is a separate transaction from the original 802.1X

request. For the 802.1X service to "see" the result of that health check during the next authentication, the token must be stored.
Enabling "Cached Policies and Roles" allows ClearPass to hold the posture status in memory and apply it to the user's primary

connection once they re-authenticate.

NEW QUESTION # 77
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