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A 27
Logical Systems and Tenant Systems: This topic of the exam explores the concepts and functionalities of
FH 1 logical systerms and tenant systems.
Layer 2 Security: It covers Layer 2 Security concepts and requires candidates to configure or monitor
=M 2 related scenarios.
Troubleshooting Security Policies and Security Zones: This topic assesses the skills of networking
=X 3 professionals in troubleshooting and monitoring security policies and zones using tools like logging and
tracing,
Automated Threat Mitigation: This topic covers Automated Threat Mitigation concepts and emphasizes
=M 4 implementing and managing threat mitigation strategies.
Advanced Network Address Translation (NAT): This section evaluates networking professionals'
FH 5 expertise in advanced NAT finctionalities and their ability to manage conplex NAT scenarios.
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¢ Multinode High Availability (HA): In this topic, aspiring networking professionals get knowledge about
FHl 6 multinode HA concepts. To pass the exam, candidates must learn to configure or monitor HA systens.
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EE #63
Youare asked to establish a hub-and-spoke [Psec VPN using an SRX Series device as the hub. All of the spoke devices are third-

party devices.
Which statement is correct in this scenario?

A. Youmust always peer using loopback addresses when using non-Junos devices as your spokes.

B. You nwst create a policy-based VPN on the hub device when peering with third-party devices.

C. You nust ensure that you are using aggressive mode when incorporating third-party devices as your spokes.
D. You nust statically configure the next-hop tunnel binding table entries for each of the third-party spoke devices.

He: D

Y.
Explanation:

HEE #64

You are deploying a large-scale VPN spanning six sites. You need to choose a VPN technology that satisfies the following
requirerments:

All sites must have secure reachability to all other sites. New spoke sites can be added without explicit configuration on the hub site.
All spoke-to-spoke communication must traverse the hub site.

Which VPN technology will satisfy these requirements?

A. Secure Connect VPN
B. Group VPN

C. AutoVPN

D. ADVPN

HE: C

Y.

AutoVPN simplifies deployment by dynamically establishing tunnels from spokes to the hub. This architecture supports easy scaling
with minimal configuration changes, ensuring spoke-to-spoke traffic flows through the hub. For more information, see Juniper
AutoVPN Overview.

In this scenario, you need a VPN solution that ensures secure, dynamic connectivity between multiple sites, with the following
conditions:

All sites must have secure reachability.

New spoke sites can be added without explicit configuration on the hub site.

Spoke-to-spoke commumication must traverse the hub.

The correct technology to meet these requirements is AutoVPN. It simplifies VPN configurations by automating the setup between
hub and spoke sites. Additionally, AutoVPN automatically establishes secure tunnels for new spoke sites without requiring manual
configuration at the hub, and all spoke- to-spoke traffic is routed through the hub.
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B #65
You have deployed two SRX Series devices in an active/passive multimode HA scenario. In this scenario, which two statements are
correct? (Choose two.)

A. Services redundancy group 1 (SRG1) is used for services that have a control plane state.
B. Services redundancy group 1 (SRG1) is used for services that do not have a control plane state.
C. Services redundancy group 0 (SRGO) is used for services that have a control plane state.
D. Services redundancy group 0 (SRGO) is used for services that do not have a control plane state.

HE: AD

EE #66
Refer to the exhibit,

source-ip |
threshold 1000;
duration 29;

}

destination-ip
threshold 1000;

duration 10;

)

application |
size 10240;

)

policy-match |
threshold 100;

size 100;

which two potential violations will generate alarm ? (Choose Two)

A. the number of policy violations by a source network identifier

B. the number of policy violation by a destination TCP port

C. the number of policy violation to an application within a specified period
D. the ratio of policy violation traffic compared to accepted traffic.

HE: AC



HE:

The exhibit shows a security policy configuration with a threshold of 1000 policy violations by a source network identifier and a

threshold of 10 policy violations to an application within a specified period. If either of these thresholds are exceeded, an alarm will

be generated. Therefore, the correct answer is A and D. The other options are incorrect because:
B) The ratio of policy violation traffic compared to accepted traffic is not a criterion for triggering an alarm.

The security policy configuration does not specify any ratio or percentage of policy violation traffic that would cause an alarm

C) The number of policy violation by a destination TCP port is also not a criterion for triggering an alarm

The security policy configuration does not specify any threshold or duration for policy violation by a destination TCP port.
Reference: policy (Security Alarns)

Monitoring Security Policy Violations

AE #67
Exhibit

user@sarx> show log flow-log
Apr 13 17:46:17 17:46:17.316930:CID-0:THREAD! ID-01:RT:<10.10.101.10/65131~
>10.10.102.1/22;6,0x0> matched filter Fl:

Apxr 13 17:46:17 17:46:17.317009:CID-0:THREAD!IID-01:RT: routed (x: dat ip
10.10.102.1) from trust (ge—-0/0/4.0 ini0)l to|/ges0/0/S.0, Next-—hop: 10.10.102.1
Apr 13 17:46:17 17:46:17.317016:CID-0:THREAD ID—
01:RT:flow f£irst policy searxch: policy//seaxch/ from|zone trust-> zone dmz

(0x0, Ox£fe€b0016, 0x16)

Apxr 13 17:46:17 17:46:17.317019:CID-0:THREAD | ID-01:RT:Policy lkup: vays O

zone (8:txrust) —-> zone (9:dmz) scope: 0

Apxr 13 17:46:17 17:46:17.317020:CID-0;:/THREAD TD-01:RT: 10.10.101.10/65131 —->
10.10.102.1/22 proto 6
Apr 13 17:46:17 17:46:17.317031:CID-0:THREAD ID-01:RT: permitted by policy
trust—to—dmz (8)
Apr 13 17:46:17 17:46:17.317031:CID-0:THREAD ID-01:RT: packet passed,
Permitt Y E i
Apxr: 13 €: 0:THREAD ID-C1l:RT: chogas int&rface ge-—
0/0/5.
Apr 13 THREA :is Bpopl pAX: Found loop
on ifp ge S ol L 2 povpe: 0x3.
Apxr 13 17 ) : BERER.DIYL [

1:RT:£lo ting interface: ge-0/0/5.0 asa loop ifp
Apx 13 17 ~Q:THREAD_ _ID~Q1:RT:

flow fixs
Apxr 13 17: D:THREAD ID-01:RT: flow fiyxgt i ds &

0/0/5.0 as incoming nat if.
call flow xroute lockup(): src_ip 10,10.101.20, x dst ip 10.10.102.1, in ifp

ge—=0/0/5.0, out ifp N/A sp 65131, dp/ 22, ip/proto 6, tos 0

Apxr 13 17:46:17 17:46:17.317227:CID-0:THREAD ID-01:RT: routed (x dat ip
10.10.102.1) from dmz (ge—-0/0/5.0 in 0) tol .local..0, Next—hop: 20.16 102.1
Apxr: 13 17:46:17 17:46:17.317228:CID-0:THREAD ID-

01:RT:flo i cy search: policy search £rom zone dmz=-> zone juncs-host
(0x0,Oxfe

Apr 13 17 :17.217230:CID=0:THREAD ID-01l:RT:Policy lxup: vays 0
zone (9:dm junos-host) scope:0

Apxr 13 17 6:17.317230:CID-0:THREAD ID-01:RT: 10.10.101.10/65131 —>
10.10.102 é

Apxr 13 17 5:17.317236:CID~0:THREAD ID-01:RT: packet dropped, denied
by policy

Apr 13 17: 5:17.317237:CID-0:THREAD IDrQ1:RT: denied by policy deny-
sash(9),

Apr 13 17:46:17 17:46:17.2317237:CID-0:THREAD_ IDr01:RT: packetr dropped, peolicy

Referring to the exhibit, which three statements are true? (Choose three.)

e A The packet's destination is to an interface on the SRX Series device.
¢ B. The packet is allowed to make an SSH connection.
e C. The packet's destination is to a server in the DMZ zone.

[




e D. The packet is dropped before making an SSH connection.
¢ E. The packet originated within the Trust zone.
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