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GIAC Forensics Examiner Practice Test Sample Questions (Q138-Q143):
NEW QUESTION # 138 
Which of the following artifacts are valuable for tracking user access to a web-based email service? (Choose Two)

A. Session cookies
B. Firewall logs
C. Browser history
D. Email sync logs

Answer: A,C

NEW QUESTION # 139 
What is the forensic value of analyzing the 'Windows Event Viewer' in the context of system analysis?
Response:

A. It monitors changes to the graphical user interface settings.
B. It logs the frequency of network disconnections.
C. It provides a detailed record of system, application, and security events, which can help trace user actions and system
changes.
D. It tracks the installation of new operating systems.

Answer: C

NEW QUESTION # 140 
In digital forensics, why is the analysis of 'environment variables' crucial?
Response:

A. They track the frequency of user password changes.
B. They can provide information about system paths and user settings, which are useful for understanding the configuration
and behavior of user accounts.
C. They monitor the usage of external storage devices.
D. They log the installation of antivirus programs.

Answer: B

NEW QUESTION # 141 
How does the examination of 'script files' used in system automation contribute to forensic analysis?
Response:

A. It shows the scripts used for automating system tasks, which can include malicious activities or unauthorized changes.
B. It provides a history of network security settings.
C. It details the frequency of user logouts and shutdowns.
D. It logs user activity in real-time.

Answer: A

NEW QUESTION # 142 
In forensic investigations, why is the analysis of 'temporary files' crucial?

A. They can contain remnants of important documents and emails that were not saved permanently.
B. They provide a log of installed network drivers.
C. They monitor the installation of new software patches.
D. They track changes in hardware configurations.

Answer: A
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