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¢ Identify configured system services: This domain covers verifying proper configuration of essential services
FE 1 including DNS, NTP, SNMP, and syslog.

¢ Identify management connectivity configurations: This section focuses on understanding management access
EN D) configurations, including management IP addresses, port lockdown settings, remote connectivity
verification, and troubleshooting access issues.

o Identify and report current device status: This domain covers monitoring BIG-IP operational status through
T3 LCD panels, dashboards, Network Map, GUI
e TMSH commands, and checking high availability states.

¢ Apply procedural concepts required to create, manage, and restore a UCS archive: This domain covers
T4 UCS backup and restore procedures, understanding backup use cases, proper storage practices, and
UCS file contents ncluding private keys.

¢ Given a scenario, determine device upgrade eligibility: This domain covers determining appropriate timing
F&ES for software and platformupgrades and strategies to minimize downtime during upgrades.

¢ Explain config sync: This section focuses on configuration synchronization procedures, identifying sync
FE6 errors, determining sync necessity, checking sync status, and comparing configuration timestamps.

¢ Given a scenario, interpret Service status: This section teaches interpreting service states, analyzing netstat
FrE7 output, and determining whether services are listening on specific ports.
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List which log files could be used to find events and

or hardware issues: This section teaches identification ofkey log files (

var

log

Itm, secure, audit), understanding event severity levels, and interpreting log messages.

FES8

Explain authentication methods: This section focuses on user management including creating
FEE 9 ¢ modifying users, configuring remote authentication providers, and implementing group-based access
control.
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& #45
The BIG-IP Administrator suspects unauthorized SSH logn attempts on the BIG-IP system.
‘Which log file would contain details of these attempts? (Choose one answer)

e A /var/log/messages
¢ B. /var/log/audit

¢ C. var/log/tm

¢ D. /var/log/secure

ZX: D

R A -

On BIG-IP systemns, authentication and authorization events are logged in /var/log/secure. This includes:

* Successful and failed SSH login attempts

* Invalid user authentication attempts

* PAM (Pluggable Authentication Module) authentication failures

* Access denials related to secure services

Why the other options are incorrect:

* /var/log/messages contains general system messages and service events, not detailed authentication failures.
* /var/log/audit records administrative configuration changes (who changed what and when), not login attempts.
* /var/log/ltm logs traffic-management (TMM) and application-related events.

Therefore, the correct log file for investigating unauthorized SSH login attempts is /var/log/secure.

R #46
A configuration change is made on the standby member of a device group. What is displayed as "Recommended Action" on the
Device Management Overview screen?

A. Force active member of device group to standby

B. Synchronize the active member configuration to the group.
C. Synchronize the standby member configuration to the group
D. Activate device with the most recent configuration

ZR: C
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Comprehensive and Detailed Explanation From BIG-IP Administration Control Plane Administration documents: The BIG-IP
Control Plane monitors the "Commit ID" of the configuration on all group members. When a change is made on the Standby unit, it
becomes the member with the most recent configuration. The "Recommended Action” in the HA status dashboard will be to
synchronize that specific device's configuration to the rest of the group to ensure consistency

FIE #47
A user needs to generate a QK View to upload to iHealth to determine any issues with upgrading TMOS. Where can the user
generate the QK View in the Configuration Utility?

A. System> Configuration

B. System > Software Management
C. System> Archives

D. System> Support

ZX: D

B B «

Comprehensive and Detailed Explanation From BIG-IP Administration Control Plane Admmistration docurments: Generating a
QKView is a standard procedure for identifying device health and upgrade readiness42. Within the Configuration Utility, this Control
Plane diagnostic tool is located under System> Support43. This utility collects configuration and state data into a single file used by
the iHealth "Upgrade Advisor' to report on known bugs or compatibility issues prior to a version change.

FRE #48
The BIG-IP Admmistrator generates a gkview using "qkview -s0" and needs to transfer the output file via SCP. Which directory
contains the output file?

A. /var/config
B. /var/log

C. Nvar/local
D. /var/tmp

ZX: D

SR

A QKView is a comprehensive snapshot of the device's Control Plane state, configuration, and logs used for troubleshooting. By
default, the gkview utility stores its generated output file in the /var/tmp/ directory.

Administrators must know this path to retrieve the file for upload to F5 iHealth or Support.

FIRE #49
A BIG-IP Admnistrator needs to find which modules have been licensed for use on the BIG-IP system. In which section of the
Configuration Utility can the BIG-IP Administrator find this information?

A. System> Resource Provisioning
B. System> Services
C. System> Support
D. System> Platform

BE: A

fE R A -

Identifying the current device status includes knowing which software modules (such as LTM, ASM, or APM) are active and how
much hardware resource (CPU/Memory) is allocated to them#0404040. The System > Resource Provisioning screen displays the
licensing status and allows the administrator to set the provisioning level (Nominal, Dedicated, or Minimum) for each module.

P& #50
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