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NEW QUESTION # 92
Refer to the exhibit.
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You configure SD-WAN on a standalone FortiGate device. You want to create an SD-WAN rule that steers Facebook and
Linkedin traffic through the less costly internet link. The FortiGate GUI page appears as shown in the exhibit.
What should you do to set Facebook and LinkedIn as destinations?

A. Install a license to allow applications as destinations of SD-WAN rules.

B. In the Internet service field, select Facebook and LinkedIn.

C. You cannot configure applications as destinations of an SD-WAN rule on a standalone FortiGate device.
D. Enable the applications as destinations of the SD-WAN rule feature visibility.

Answer: B

Explanation:

In an SD-WAN rule, you can steer application traffic by using Internet Service Database (ISDB) entries. Facebook and LinkedIn
are predefined ISDB objects in FortiGate, so the correct way is to select them in the Internet service field under Destination. This
ensures that all traffic to these applications is matched and routed through the chosen (less costly) link.

NEW QUESTION # 93

Refer to the exhibit. The administrator configured the [Psec tunnel VPN on a FortiGate device with the parameters shown in
exhibit.

Based on the configuration, which three conclusions can you draw about the characteristics and requirements of the VPN tunnel?
(Choose three.)

config vpn ipsec phasel-interface
edit “VPN1*"
sat interface “portl”™
zet ike-version 2

set peertype any

gat exchange-interface-ip enable
sat mode-cfg disable
saet proposal assZS6é-shalZSé

A. The remote end can be a third-party IPsec device.

B. This configuration allows user-defined overlay IP addresses.

C. The tunnel interface IP address on the spoke side is provided by the hub.

D. The administrator must manually assign the tunnel interface [P address on the hub side
E. The remote end must support IKEv2.

Answer: B,D,E



Explanation:

The admmistrator must manually assign the tunnel interface IP address on the hub side The setting "set exchange-interface-ip enable"

means the tunnel interface IP address is exchanged, but the hub side IP must be set manually.
The remote end must support IKEv2

The command "set ike-version 2" explicitly configures IKE version 2 for this tunnel, so the remote device must support IKEv2.

This configuration allows user-defined overlay IP addresses

The tunnel interface enables user control over IP addressing for the overlay network, allowing custom IP assignments.

NEW QUESTION # 94

Refer to the exhibits. The exhibits show the SD-WAN zone configuration of an SD-WAN template prepared on FortiManager and

the policy package configuration.
‘When the administrator tries to install the configuration changes, FortiManager fails to commi.
‘What should the admmistrator do to fix the issue?

SD-WAN zone configuration on FortiManF H I I I I E I
SD-WAN Zones v
+ Create Newv 1 (£ Search.. ® *
O = Interface = Gateway = Cost = Priority = Status = Installation Target = H
O & virtual-wan-link |
O @ underlay
O |1 |
O |2 @ port1 0.0.0.0 0 1 © Enable
|
O @HuB1 @ port2 0000 0 1 @ Enable |
1 Device in Total View Details >
O 4 @HUB1-VPN1 0000 0 1 @ Enable
@ branch1_fgt{root]
O |5 @HUB1-VPN2  0.0.0.0 0 1 @ Enable |
7
Policy package configuration
“ Name From To Source Destination  Install On
s Corp-SOT_BBLK(1/1 Total:1) |
2 DIA CLAN C underlay = LANsiet  =all @ Installation Targets
3 To Hub-Overlay CILAN CHUB1-VPN1 @all @all @ Installation Targets
& Implicit(4/4 Total:1)
o all
4 Implicit Deny any FN H ﬁ i’h E 'rg all
e A. Configure both HUBI-VPN1 and HUB1-VPN?2 as the destination of policy 3.
e B. Configure branchl_fgt as the stallation target for policy 3.
e C. Configure a normalized nterface for the IPsec tunnel HUB1-VPNI.
e D. Configure HUBI as the destination of policy 3.
Answer: D
Explanation:

Policy 3 points traffic To = HUB1-VPNI1, which is an SD-WAN member interface. In SD-WAN you must reference the SD-

WAN zone (the logical interface) in policies, not its member tunnels.
Change the policy's To interface to the zone HUBI, and the install will succeed.



NEW QUESTION # 95

When a customer delegate the installation and management of its SD-WAN infrastructure to an MSSP, the MSSP usually keeps the
hub within its infrastructure for ease of management and to share costly resources.

In which two situations will the MSSP install the hub in customer premises? (Choose two.)

A. The customer expects a large amount of VoIP traffic.

B. The majority of the branch traffic is directed to a corporate data center.
C. The customer requires SIA with centralized breakout.

D. The administrator expects a large volume of traffic between the branches.

Answer: B,C

Explanation:

Placing the hub at the customer premises enables direct access and centralizes breakout or connectivity close to critical corporate
resources, meeting these requirements. High-volume, high- profile traffic scenarios like SIA or central data center uplink benefit from
a local hub for efficiency and control.

NEW QUESTION # 96

As an MSSP admmistrator, you are asked to configure ADVPN on an existing SD-WAN topology. FortiManager manages the
customer devices in a dedicated ADOM. The previous administrator used the SD-WAN overlay topology.

Which two statements apply to this scenario? (Choose two.)

A. After you enable auto-discovery VPN in the overlay template, you must select between ADVPN 2.0 and ADVPN 1.0.
B. You can activate auto-discovery VPN in the SD-WAN overlay template only if it is a single hub topology.

C. When auto-discovery VPN is enabled, FortiManager updates the IPsec and BGP templates in the hub.

D. You can activate auto-discovery VPN in the SD-WAN overlay template for any type of topology, including a primary-
primary dual-hub topology.

Answer: C,D

Explanation:

‘When you enable ADVPN (auto-discovery VPN) in the overlay template, FortiManager automatically updates both the IPsec and
BGP tenmplates on the hub so that shortcut tunnels can be established dynamically.

ADVPN can be activated in the SD-WAN overlay template for any supported topology, including dual-hub primary-primary, not
just single hub.

NEW QUESTION # 97
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