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What is CCFA-200b?

rowdStrike Certified Falcon Administrator

fication for administrators or analysts with access
inistrative side of the CrowdStrike Falcon

~\Validates skills in system configuration, management,
policies, sensor deployment, reporting, and administrative
tasks

> Meant for professionals with ~6 months of hands-on
experience with Falcon in production
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H R #249
Which report can assist in determining the appropriate Machine Learning levels to set in a Prevention Policy?

A. Machine Learning Debug

B. Machine Learming Prevention Monitoring
C. Sensor Report

D. Falcon UI Audit Trail

Ef#: B

f#EEL:

The Machine Learning Prevention Monitoring report in the Prevention Policy Management option allows you to monitor the impact
of machine learning (ML) prevention settings on your environment. You can view the number of ML detections and preventions by
severity, policy, and host group. You can also drill down into specific events and hosts to see more details. This report can help you
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determine the appropriate ML levels to set in a prevention policy based on your risk tolerance and security posturel.

H A #250
In order to quarantine files on the host, what prevention policy settings must be enabled?

¢ A. Enable Malware Protection and Windows Anti-Malware Execution Blocking

¢ B. Enable Behavior-Based Threat Prevention sliders and Advanced Remediation Actions

¢ C. Enable Malware Protection and Custom Execution Blocking

¢ D. Enable Next-Gen Antivirus Prevention sliders and "Quarantine & Security Center Registration

IEf#: D

TR

The option that will enable Next-Gen Antivirus Prevention sliders and "Quarantine & Security Center Registration” is to enable
Malware Protection and Windows Anti-Malware Execution Blocking. Malware Protection is a feature that enables the Next-Gen
Antivirus Prevention sliders, which allow you to adjust the level of sensitivity and aggressiveness of the Falcon sensor's machine
learning engine, which uses artificial intelligence to identify and stop unknown threats.

Windows Anti- Malware Execution Blocking is a feature that enables the "Quarantine & Security Center Registration" setting, which
allows you to quarantine malicious files and register them in the Windows Security Center.

H #251
‘What information is provided in Logan Activities under Visibility Reports?

A. Alist of all logons for all users

B. A list of unique users who are remotely logged on to devices based on the country

C. A list of users who are remotely logged on to devices based on local [P and local port
D. A list of last endpoints that a user logged in to

iFf@g: D
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The Logon Activities report under Visibility Reports provides a list of last endpoints that a user logged in to. This report shows the
user name, domain name, logon type, logon time and endpoint name for each logon event. The other options are either incorrect or
not related to the report.

H #252
You need to export a list of all deletions for a specific Host Name in the last 24 hours. What is the best way to do this?

e A Utilize the Detection Resolution Dashboard. Use the filters to focus on the appropriate hostname and time, then export the
results from the "Detection Resolution History" section

¢ B. Go to Host Management in the Host page. Select the host and use the Export Detections button

e (. Inthe Investigate module, access the Detection Activity page. Use the filters to focus on the appropriate hostname and
time, then export the results

e D. Utilize the Detection Activity Dashboard. Use the filters to focus on the appropriate hostname and time, then export the
results from the "Detections by Host" section

IEf: C

AR :

The best way to export a list of all deletions for a specific Host Name in the last 24 hours is to go to the Investigate module, access
the Detection Activity page, use the filters to focus on the appropriate hostname and time, then export the results. This will allow you
to download a CSV file that contains information about all the detections that were deleted for that host in that time period. The
other options are either incorrect or not related to exporting deletions.

HH #253
You are deploying the Falcon sensor to a total of 500 hosts. Hosts in an Organizational Unit (OU) will need a specific exclusion that



was previously identified. This OU is expected to add members over the next quarter.
What is the best way to create a host group for this OU?

A. Create a dynamic group with an assignment rule that excludes the OU
B. Create a static group with from list of all 500 host names.

C. Create a dynamic group with an assignment rule that filters for the OU
D. Create a static group with from list of host names in the OU

Ef#: C
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