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Oracle Cloud Infrastructure 2025 Data Science Professional Sample
Questions (Q43-Q48):
NEW QUESTION # 43 
You are creating an Oracle Cloud Infrastructure (OCI) Data Science job that will run on a recurring basis in a production
environment. This job will pick up sensitive data from an Object Storage Bucket, train a model, and save it to the model catalog.
How would you design the authentication mechanism for the job?

A. Package your personal OCI config file and keys in the job artifact
B. Store your personal OCI config file and keys in the Vault, and access the Vault through the job run resource principal
C. Use the resource principal of the job run as the signer in the job code, ensuring there is a dynamic group for this job run
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with appropriate access to Object Storage and the model catalog
D. Create a pre-authenticated request (PAR) for the Object Storage bucket and use that in the job code

Answer: C

Explanation:
Detailed Answer in Step-by-Step Solution:
* Objective: Securely authenticate a recurring OCI Job.
* Evaluate Options:
* A: PAR-Limited duration, insecure for recurring jobs.
* B: Resource principal-Secure, managed auth for Jobs-correct.
* C: Personal config-Unscalable, security risk.
* D: Vault with personal keys-Complex, still uses user creds.
* Reasoning: B uses OCI's native, secure resource principal mechanism.
* Conclusion: B is correct.
OCI documentation states: "For Jobs accessing sensitive data, use resource principals with a dynamic group (e.
g., resource.type = 'datasciencejobrun') and policies granting access to Object Storage and Model Catalog- secure and scalable." A
is temporary, C and D risk credential exposure-B is best practice.
Oracle Cloud Infrastructure Data Science Documentation, "Job Authentication".

NEW QUESTION # 44 
Select two reasons why it is important to rotate encryption keys when using Oracle Cloud Infrastructure (OCI) Vault to store
credentials or other secrets.

A. Periodically rotating keys makes it easier to reuse keys
B. Key rotation allows you to encrypt no more than five keys at a time
C. Key rotation reduces risk if a key is ever compromised
D. Key rotation improves encryption efficiency
E. Periodically rotating keys limits the amount of data encrypted by one key version

Answer: C,E

Explanation:
Detailed Answer in Step-by-Step Solution:
* Objective: Identify two reasons for key rotation in OCI Vault.
* Understand Key Rotation: Enhances security by updating keys.
* Evaluate Options:
* A: Five-key limit-False, no such restriction.
* B: Efficiency-False, not the purpose.
* C: Reuse-False, rotation prevents reuse.
* D: Reduces risk-True, limits exposure-correct.
* E: Limits data-True, reduces breach scope-correct.
* Reasoning: D and E are security-focused-key Vault benefits.
* Conclusion: D and E are correct.
OCI documentation states: "Key rotation in Vault (D) reduces risk if a key is compromised and (E) limits the data encrypted by a
single key version, enhancing security." A, B, and C misrepresent rotation's purpose- only D and E align with OCI's Vault best
practices.
Oracle Cloud Infrastructure Vault Documentation, "Key Rotation Benefits".

NEW QUESTION # 45 
You are working in your notebook session and find that your notebook session does not have enough compute CPU and memory
for your workload. How would you scale up your notebook session without losing your work?

A. Create a temporary bucket in Object Storage, write all your files and data to Object Storage, delete the notebook session,
provision a new notebook session on a larger compute shape, and copy your files and data from your temporary bucket to
your new notebook session
B. Download your files and data to your local machine, delete your notebook session, provision a new notebook session on a
larger compute shape, and upload your files from your local machine to the new notebook session
C. Ensure your files and environments are written to the block volume storage under the /home



/datascience directory, deactivate the notebook session, and activate the notebook with a larger compute shape selected
D. Deactivate your notebook session, provision a new notebook session on a larger compute shape, and recreate all your file
changes

Answer: C

Explanation:
Detailed Answer in Step-by-Step Solution:
* Objective: Scale up a notebook session without losing work.
* Understand Persistence: Block volume stores session data (e.g., /home/datascience).
* Evaluate Options:
* A: Recreating work-inefficient, risks loss.
* B: Local download/upload-cumbersome, unnecessary.
* C: Use block volume persistence, scale up-efficient, preserves work-correct.
* D: Object Storage-extra steps, not needed with block volume.
* Reasoning: C leverages OCI's built-in persistence for seamless scaling.
* Conclusion: C is correct.
OCI documentation states: "Files in /home/datascience are stored on the block volume. To scale up, deactivate the session,
provision a new one with a larger shape, and the block volume persists your work." A loses data, B and D add complexity-only C is
optimal.
Oracle Cloud Infrastructure Data Science Documentation, "Scaling Notebook Sessions".

NEW QUESTION # 46 
You are a data scientist trying to load data into your notebook session. You understand that Accelerated Data Science (ADS) SDK
supports loading various data formats. Which of the following THREE are ADS- supported data formats?

A. Raw Images
B. DOCX
C. Pandas DataFrame
D. XML
E. JSON

Answer: C,D,E

Explanation:
Detailed Answer in Step-by-Step Solution:
* Objective: Identify three data formats supported by ADS SDK for loading data.
* Understand ADS SDK: Facilitates data loading into notebook sessions via DatasetFactory.
* Evaluate Options:
* A. DOCX: Not natively supported-requires conversion (e.g., to text).
* B. Pandas DataFrame: Supported-core format for data manipulation in ADS.
* C. JSON: Supported-common structured data format.
* D. Raw Images: Not directly supported-image data needs preprocessing (e.g., via Vision).
* E. XML: Supported-parseable structured format.
* Reasoning: ADS focuses on tabular/structured data-B, C, E align; A and D require external handling.
* Conclusion: B, C, E are correct.
OCI documentation states: "ADS SDK's DatasetFactory supports loading data from formats like Pandas DataFrames (B), JSON
(C), and XML (E), enabling easy integration into notebook sessions." DOCX (A) isn't natively handled, and raw images (D) require
preprocessing outside ADS-B, C, E match the supported list.
Oracle Cloud Infrastructure ADS SDK Documentation, "Supported Data Formats".

NEW QUESTION # 47 
You are using Oracle Cloud Infrastructure (OCI) Anomaly Detection to train a model to detect anomalies in pump sensor data.
What are you trying to determine? How does the required False Alarm Probability setting affect an anomaly detection model?

A. It determines how many false alarms occur before an error message is generated
B. It is used to disable the reporting of false alarms
C. It changes the sensitivity of the model to detecting anomalies
D. It adds a score to each signal indicating the probability that it's a false alarm



Answer: C

Explanation:
Detailed Answer in Step-by-Step Solution:
* Objective: Understand FAP's effect in OCI Anomaly Detection.
* Evaluate Options:
* A: Disable reporting-Incorrect; FAP sets threshold.
* B: Sensitivity-Correct; lower FAP reduces false positives.
* C: Error message-Incorrect; not a count mechanism.
* D: Score per signal-Incorrect; FAP is a global setting.
* Reasoning: FAP adjusts detection threshold-key to sensitivity.
* Conclusion: B is correct.
OCI documentation states: "False Alarm Probability (FAP) controls the model's sensitivity-lower values reduce false positives,
higher values increase detection." B aligns-others misrepresent FAP's role.
Oracle Cloud Infrastructure Anomaly Detection Documentation, "FAP Configuration".
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